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Abstract

Previous studies have highlighted deepfake as one of the most dangerous forms of
deception. However, studies investigating the human ability to detect deepfake is scarce,
especially in music audios. Therefore, this experiment investigates the human ability to detect
deepfake audios on YouTube. Twelve audios, specifically songs, were displayed to n = 68
individuals and they were asked if they thought the audio was real. The experiment was
carried out in English to determine whether native language affects the detection accuracy. In
addition, it was tested whether age, presence of source and speaker familiarity affect detection
accuracy of real and fake audios, as these variables are important in the deepfake field. The
experiment was carried out in an online questionnaire, as a within-subject design. The whole
sample showed an effect of speaker familiarity and age, but only for the fake audios. The
more voices were recognized, the higher the detection accuracy. Regarding age, the detection
accuracy decreased as the age increased. No effect was found for native language and
presence of source. After analysing the bar chart of each audio to see the individual responses
on the scale, it became clear that people are not really good at detecting deepfake audios. The

implications are explored in the discussion section.
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Introduction

Nowadays, the Internet is playing an important role in society. It is involved in
people’s lives and it influences the way people think and perceive things (Gambin et al.,
2024). According to the report on the website Statista (2024), there were 5.35 billion internet
users worldwide as of January 2024. This represents 66.2 percent of the global population. Of
this 66.2 percent, 62.3 percent were social media users, which are 3.33 billion people. With
social media platforms, it is easy to distribute information easy and quickly (Bengtsson &
Johansson, 2022). For instance, on YouTube, people are able to watch, upload and share
videos, and interact with each other (Liikkanen & Salovaara, 2015).

The information on the Internet does not always necessarily need to be true, there is a
possibility for the information to be fake (Borges-Tiago et al., 2020). In recent years, the
spread of fake news has become an issue (Figueira & Oliveira, 2017). People are even able to
create fake content themselves and share this online. Because of the growing importance of
social media, fake news can be distributed at a fast rate (Figueira & Oliveira, 2017). In 2017,
the term deepfake appeared on the Internet (Westerlund, 2019). It is a form of artificial
intelligence and it is possible to create fake images, videos, speech and texts. On YouTube, it
is easy to disseminate this fake information. In addition, nowadays, a deepfake audio is
created with only a few real audio samples (Choi et al., 2020). It is expected that in 2026,
90% of online content will be synthetically generated (Schick, 2020). Therefore, it is
important to know how people interact on social media, with the presence of deepfakes
(Hancock & Bailenson, 2021). It is even more important to understand whether people are
able to detect whether information they encounter is real or fake (Shu et al., 2017). Previous
research mainly focusses on the human ability to detect video or image deepfakes, only a few
studies focus on audio deepfakes (Kimberly et al., 2023; Muller et al., 2021; Watson et al.,
2021). In these studies, participants are specifically presented with real and fake audios. After
listening to these audios, the participants are asked to identify the audios.

In this thesis, the problem of detecting deepfake audios on YouTube will be
investigated, as YouTube is the platform with the largest amount of deepfake content (Poon,
2021). At the end of this thesis, an understanding of the relationship between detecting
deepfake audios on YouTube and use of social media source, speaker familiarity, age and
native language will be reached. This study will contribute to the scarce research on audio

deepfake detection.



Theoretical framework
Social media

In the evolving digital world, social media platforms have become increasingly
popular. Social media is defined as a digital technology that allows the sharing of ideas and
information, including text and visuals, through virtual networks and communities (Kaplan &
Haenlein, 2010). Social media has been studied in relation to a wide range of topics, including
their role in politics, social relationships, activism, identity construction, and youth cultures.

Especially young adults are using social media (Shannon et al., 2022). In 2016, 97.5%
of the adolescents in the US noted using at least one social media platform frequently (Villanti
et al., 2017). In the Netherlands, over 15 million of the almost 18 million people are active
social media users and 55% of this 15 million use social media for media sharing on platforms
as Snapchat, Instagram and YouTube (Statista, 2024). This means that people obtain a lot of
information from social media. The main power of social media platforms is giving people the
chance to become content distributors (Weeks & Holbert, 2013). Social media use (SMU) is
now seen as one of the most popular leisure activities (Lenhart et al., 2010). Therefore, SMU

contributes to the dissemination of deepfake content (Westerlund, 2019).

YouTube

YouTube was founded in 2005 and it enables people to watch, upload and share videos
(YouTube, n.d.). It is a popular social media platform to listen to music, by means of
audiovisual content and YouTube is a common platform for celebrities to post their songs with
a video (Liikkanen & Salovaara, 2015). Music videos hold top positions in different YouTube
charts.

After Google, YouTube is the most visited website in the world (Dean, 2024). Around
2.49 billion people use YouTube, which is almost a third of the world population, and 300,000
new videos are posted every day. In addition, the platform is relevant in the Netherlands as
Statista (2024) reports that YouTube became popular in 2015 and in 2020, over 9 million
people were using this platform in the Netherlands.

As mentioned before in the introduction, YouTube is known for hosting the largest
amount of deepfake content on the surface web, besides closed discussion boards and forum-
based platforms, such as Reddit (Poon, 2021). Therefore, Google has come up with a policy
regarding deepfake videos. Digwatch (2023) states that ‘The policy focuses on creator
disclosures and labelling for Al-generated content, with plans for disclaimers on YouTube for

video descriptions and within videos’. Lee et al. (2021) investigated the impact of the 10 most
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watched deepfake videos on YouTube. In the study they report on when YouTube deepfake
videos are shown with commentaries, people think the deepfake is realistic, but it leads to a
less positive attitude. Even with the knowledge of a video being fake, it led to fear or distrust
in the technology.

Deepfake

Deepfakes, Explained | MIT Sloan (2020) explains that ‘A deepfake refers to a specific
kind of synthetic media where a person in an image or video is swapped with another person's
likeness’ and in 2017 this term appeared on the internet for the first time. This technology
developed and more recently, deepfake technology can create audios that sound like
somebody else. The term consists out of ‘deep learning’ and ‘fake’ and it is a form of artificial
intelligence (Westerlund, 2019). The deep learning system will study photographs or videos
of a certain person and mimic their speech and behaviour. Nowadays, there are deepfakes in
the forms of images, videos, audios and text.

Before the appearance of deepfake technology, fake news has been an issue (Borges-
Tiago et al., 2020). According to Aldwairi and Alwahedi (2018, p.1) ‘fake news refers to
fictitious news style content that is fabricated to deceive the public’. It can range from simple
hoaxes to sophisticated disinformation campaigns designed to influence public opinion or sow
discord within communities (How to Spot “fake News” Online, n.d.). As of 2024, a lot of
information is shared via social networks, fake news can spread through society very quickly
(Figueira & Oliveira, 2017). Due to this quick distribution, it is hard to know what is true and
what to trust online (Borges-Tiago et al., 2020).

In summary, fake news involves the dissemination of false or misleading information
through conventional media channels, whereas deepfake involves the creation of manipulated
media using advanced artificial intelligence techniques. Both fake news and deepfake
contribute to the broader landscape of misinformation and disinformation, posing challenges
to media literacy, trust in information sources, and the integrity of digital content (4 Family

Guide to Talking About Misinformation and Deepfakes, n.d.).

Deepfake technology and development

In the early 2010s, deep learning techniques appeared such as convolutional neural
networks (CNNs) and generative adversarial networks (GANs) (Gambin et al., 2024).
Researchers explored the potential of neural networks for tasks such as image recognition,

natural language processing, and computer vision (Sarker, 2021). In the field of speech and



audio processing, these advance techniques are applied into medical or speech recognition
applications (Gomez-Zaragoza et al., 2023; Parikh et al., 2023). In 2017, the term deepfake
appeared from a Reddit user who used deep learning algorithms to superimpose celebrities'
faces onto pornographic videos (Deepfakes, Explained | MIT Sloan, 2020). Deepfake
technology quickly garnered attention for its ability to create highly realistic but fake videos,
raising concerns about its potential for misuse and the spread of misinformation (Naffi et al.,
2023).

Researchers and developers continued to refine deep learning models, improving their
ability to generate and manipulate media content. Techniques such as autoencoders,
variational autoencoders (VAEs), and recurrent neural networks (RNNs) were adapted for
generating realistic images, videos, and audio (Sarker, 2021). Commercial applications and
services for creating deepfake content emerged, offering user-friendly interfaces and pre-
trained models for generating manipulated media. The democratization of deepfake
technology made it accessible to a wider audience, including individuals with limited
technical expertise (Gambin et al., 2024).

As concerns grew over the potential misuse of deepfake technology, policymakers,
technological companies, and researchers began to explore regulatory measures and detection
methods (Westerlund, 2019). Efforts focused on developing algorithms and tools for detecting
and mitigating deepfake content, as well as raising awareness about its implications for
privacy, security, and trust in media (Godulla et al., 2021). The development of deepfake
technology continues to evolve, with ongoing research into more sophisticated algorithms,
techniques, and applications. Challenges persist in distinguishing between authentic and
manipulated media, addressing ethical concerns, and mitigating the negative consequences of
deepfake technology on society (Hancock & Bailenson, 2021).

Deepfake technology alone is harmless and could be used with good intentions.
Westerlund (2019) stated that deepfake technology is used ‘in fields as education,
entertainment, online social media, healthcare, fashion, and marketing’. It is also already used
in movies and TV shows to make the appearance of deceased actors. Deepfakes appear on
social networks for entertainment or to make viral videos (Gambin et al., 2024). However, the
harmful use of deepfake is greater than the harmless use. According to Nguyen et al. (2019),
deepfakes can be used to create fake speeches of world leaders. It can cause political and
religious tensions and influence the results of elections. Dobber et al. (2021) tested the

attitude towards a politician after seeing a deepfake, meant to discredit the politician. Results



show that people had a worse attitude towards the politician after seeing the deepfake. It can
also create chaos in the financial world or generate fake satellite pictures.

Mirsky and Lee (2021) state that the evolution of deep neural networks and the
availability of large amounts of data have ensured that the deepfake images and videos are
hard for humans and even computer algorithms to spot. The creation of deepfake now is
simple, and it does not need a lot of real material to create the deepfake. This endangers the
privacy and identity also of individuals. Furthermore, the extensive use of social media
networks makes it easy to share the deepfakes (Yazdinejad et al. 2020). In addition, a study
done by Chadwick and Vaccari (2020) about deepfake in news and the effect on trust shows
that after seeing a deepfake, the uncertainty about news media was higher. As deepfake posit

threats to society, it is important that people are able to detect when they are being misled.

Human ability to detect deepfake

It is no surprise that the accessibility and dissemination of deepfakes have
consequences on society (Hancock and Bailenson, 2021). They gained insight that deepfakes
are deception (Levine, 2019). It is found that people are not really good at detecting
deception and it is easy to believe something that is not true (Bond & DePaulo, 2006). This
level of accuracy did not depend on the medium, it was relatively the same for messages
conveyed through text, audio or a video (Hancock et al., 2009). This might be surprising as
video holds more details, and the impact of deepfake video might be worse. Humans tend to
be primed more by visual communication for perception (Posner et al., 1976).

Deepfake technology, especially deep voice, which has been derived from artificial
intelligence in recent years, is potentially harmful, and the public is not yet aware (Chang,
2023). Not only humans but also machines struggle to identify deepfakes. Current speaker and
facial recognition systems might be easily fooled by carefully prepared synthetic media —
deepfakes (Firc et al., 2023). There are two main methods for creating deepfake speech: text-
to-speech synthesis (TTS) and voice conversion (VC) (Gomez-Zaragoza et al., 2023; Parikh
et al., 2023). Currently, for both methods, no specific detection method exists. However, there
are general detection methods for speech. The problem with this is, as soon as the known
database changes, the reliability and accuracy decrease, as the deepfake detectors do not know
this new database. Therefore, it is important that humans are able to detect deepfake audios.

First, Miller et al. (2021) investigates the difference between humans and machine
audio deepfake detection. ‘Audio deepfake detection, also termed audio spoofing detection,

denotes the capability of identifying generated audio data’. They note that human deepfake



detection mostly have been investigated with image or video deepfake. In these experiments,
machines detect deepfake with a higher accuracy, but both humans and machines are easy to
fool. They also report that people under 35 years old are better at detecting deepfake audio
than people older than 35 years.

Watson et al. (2021) specifically investigates the human perception towards audio
deepfake. The focus was on people at college, as they are exposed to social media the most.
The language used was English, which was a limitation in the study of Mdller et al. (2021), as
that study was done in German. Participants had to listen to eight audio files and state whether
they think the audios are real or fake. The audio files differed in grammar complexity and
length. The length ranged from 3-10 seconds. Results show that accuracy did not differ
between grade level, but complex audio files were easier to detect. Furthermore, short clips
were detected more easily. A limitation of this study is that all participants were English, in
the future it might be interesting to see how non-native English speakers react to deepfake
audio.

Kimberly et al. (2023) investigated the human ability to detect deepfake speech, with
accounting for different languages in audio, namely English and Mandarin. Thus, the
experiment was carried out in both English and Mandarin. However, the participants carried
the experiment out in their native language. The performance was similar between the
languages and the detection abilities were limited for participants.

The current study

The aim of this study is to investigate whether people are able to detect deepfake
audios on the platform YouTube and therefore are able to notice whether they are deceived. To
the best of my knowledge, there is not a lot of research available on human abilities to detect
deepfake audio, as this is a relatively new field. This is necessary to study in the evolving
digital world and with the dangers of deepfake. The effect of the two chosen independent
variables, use of source and speaker familiarity, is also not researched in the audio deepfake
domain, but is relevant to investigate as they impact perception and detection. Based on the
studies of Miiller et al. (2021) and Watson et al. (2021), it will be investigated whether age
and native language affect detection ability. The outcome of this study contributes to the effect

of deepfake on society and the importance of detecting deepfake.



Source credibility

The source credibility theory by Hovland and Weiss (1951) explains how perceived
trustworthiness and expertise of a message source affect the persuasiveness of a
communication. They found that messages from credible sources were more effective in
changing opinions than messages from less credible sources. For example, Jin et al. (2023)
investigates the influence of heuristic cues on perceived credibility. Results show that ‘the
number of the source’s followers and the video’s popularity are positively associated with
perceived credibility’. As YouTube is such a popular source in the world, it holds a certain
power. It would make information more credible. In this thesis this will be investigated, by
using screenshots of the YouTube platform to make the audio possibly more credible.

Ahmed (2021) carried out an investigation regarding informative cues used in
deepfake videos. The deepfake videos were either deceptive or educational, depending on
having informative cues. The deceptive deepfake videos were perceived as more accurate,
which contained no informative cues. This raises a concern regarding well-made deepfake
videos.

As mentioned before, humans are more primed by visual information than other
sensory information when it comes to perception (Posner et al., 1976). This is called the
Colavita visual dominance effect (Koppen & Spence, 2007). In the Colavita paradigm,
‘participants have to make speeded responses to a random series of auditory, visual, or
audiovisual stimuli’ (Hancock and Bailenson, 2021). There is no problem when responding to
audio or video separately, but when this is presented together, participants have problems with
responding to the audio. It is also known that people recall visual messages more than verbal
messages (Graber, 1990), and misleading visual information tends to provoke false
perceptions more than misleading verbal content (Sundar, 2008). This is because of the
realism heuristic, which means that people tend to trust audiovisual content more as it is more
similar to the real world. This will be taken into account when presenting the audio files with

a screenshot of the source.

Speaker familiarity

People are able to identify someone by listening to their voice (Hansen & Hasan, 2015).
Interestingly, humans recognize individuals by their voices with a high accuracy, especially
when they are familiar with the speaker. Many times, even a short non-linguistic queue, such

as a laugh, is enough for us to recognize a familiar person (Eriksson, 2003).
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Another phenomenon is the truthiness effect (Newman et al., 2015). This means that
people are more likely to accept information as accurate when it is perceived as familiar. This
would posit when people are familiar with the person speaking in the deepfake audio, they are

able to detect less accurately if the audio is real or fake.

Native language

In the domain of audio deepfake detection, language has not been investigated
extensively, as mentioned by Watson et al. (2021) and Kimberley et al. (2023). In this study,
the audio files will be presented in English. According to Kilman et al. (2014), speech
comprehension in a non-native language requires the full attention of the listener. In their
study, when the speech is in the non-native language of the participant, they encountered more
difficulties. This effect will be further investigated in this study, as the native language of the
participants may differ.

Based on the previous literature, the following research questions and hypotheses are
made (see Appendix 1):

RQ1. To what extent do the presence of the social platform (source) and speaker familiarity

influence human accuracy in detecting deepfake audio on YouTube?

RQ2: Does age influence the ability to detect deepfake audio on YouTube?

RO3: Does the native language influence the ability to detect English deepfake audio on
YouTube?

HO: There is no effect of presence of source, speaker familiarity, age and native language on
audio deepfake detection accuracy.

HI: If there is a source present, the accuracy will be lower.

H2: If the participant is familiar with the speaker, the accuracy will be lower.

H3: The younger the participants are, the higher the accuracy will be

H4: Native English speakers are better at detecting English deepfake audio on YouTube

Methodology
Materials

The current study has four independent variables (see Appendix 1), presence of source,
speaker familiarity, native language and age. The materials used are 12 audio files (8-15
seconds long), 6 deepfake and 6 authentic audio files. Each group of 6 audios has 3 audios

accompanied by a source and 3 audios not accompanied by a source, thus there are 4
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conditions. The audio files are famous people singing a part of a song. Every audio contains
the voice of a different person and the audio is in English. All audio files were taken from
YouTube.
Presence of source

The audio files were presented with a YouTube picture or without a YouTube picture.
It was a screenshot of the template you see when clicking on a video (see Appendix 2). Only
the video screen was presented with the play button, play bar, next button, time of the video,
subtitles button and screen option buttons. To keep the conditions similar, every picture
contained the mark of Vevo and the normal template of YouTube containing the logo, next
video options, search bar, YouTube account and comments were left out. This was done to test
whether the detection accuracy was different when the source is present.
Speaker familiarity

The audio files contain the voices of famous singers. To keep the experiment equal, 6
female voices and 6 male voices were used. The voices used are from Adam Levine, Kanye
West, Dua Lipa, Beyoncé, Pink, Ariana Grande, Billie Eilish, Justin Timberlake, Lil Uzi Vert,
Taylor Swift and Jason Derulo. The participants did either know the voice or not and they had
to state this after listening to the audio files with answering a yes/no question. This was done
to check whether people who know the speaker were better at determining whether the audio

was fake or not.

Subjects

In total, 99 participants started the questionnaire, 68 participants (68.7%) finished the
questionnaire and were used for this study. Since the experiment took place in English, the
native language of the participants was important. The study aimed to investigate a general
effect of presence of source and speaker familiarity on detection accuracy, therefore there
were no requisites regarding educational level and gender. People were not asked for their
educational level, as this was not important for this study. The minimum age was 16 years old,
there was no maximum.

Table 1 shows the distribution of gender, age and native language of the participants.
24 participants were male (35.3%), 42 were female (61.8%), 1 was non-binary (1.5%) and 1
preferred not to say their gender (1.5%). The age varied from 16 to 80 years old (M= 31.2,
SD=17.7). Lastly, there were 8 different native languages. 52 participants were Dutch
(76.5%), 4 were German (5.9%), 3 were English (4.4%), 3 were Spanish (4.4%), 3 were
Arabic (4.4%), 1 was French (1.5%), 1 was Hungarian (1.5%) and 1 was Portuguese (1.5%).
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To test whether detection accuracy was influenced by gender, a Chi-square test was
carried out. A Chi-square test did not show a significant relation between gender and detection

accuracy (x2 (72) = 59.54, p = .853).

Table 1

Demographic Characteristics of Participants

Characteristic n Percentage

Gender
Male 24 35.3%
Female 42 61.8%
Non-binary 1 1.5%
Prefer not to say 1 1.5%

Native language

Dutch 52 76.5%
German 4 5.9%
English 3 4.4%
Spanish 3 4.4%
Arabic 3 4.4%
French 1 1.5%
Hungarian 1 1.5%
Portuguese 1 1.5%

Note. Total n= 68. Participants were on average 31 years old (SD =17.7)

Design
The present study had a within-subjects design, every participant listened to the 12
same audio files that are real or fake. They answered the same questions afterwards. The order

was randomized.

Instruments

The study was carried out with a questionnaire on Qualtrics. The dependent variable
was detection accuracy. To test whether the participants think the audio file is real or not, they
had to answer a question after listening, on a 7-point Likert scale. The question was: ‘How do

you feel about the following statement? Rate this on a scale from 1 (strongly disagree) to 7
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(strongly agree)’. The statement was ‘this audio is real’. The score for detection accuracy
ranged from 1-7, where 1 is very low and 7 is very high.

For the fake audio files, the polarity of the scale was reversed. The reliability of
‘detection accuracy of fake audios’ comprising six items was medium: o =.389. The
reliability of ‘detection accuracy of real audios’ comprising six items was medium: o = .384.
The reliability would not significantly increase when one item was deleted. After this, two
new variables were constructed.

For the variable speaker familiarity, it was also necessary to compose two new
variables. The reliability of ‘speaker familiarity of fake audios’ comprising six items was
high: o = .827. The reliability of ‘speaker familiarity of real audios’ comprising six items was

high: o = .845. Therefore, two new variables were constructed.

Procedure

The online questionnaire was distributed mainly via WhatsApp, but also via Instagram
stories. The questionnaire was online from 22-04-2024 until 01-05-2024. The participants
were sent a hyperlink to a Qualtrics survey with an informed consent. The questionnaire was
filled out individually. The link was sent out with a small text saying ‘Hello everyone! I am
currently conducting my Bachelor’s thesis study about the quality of audios on YouTube.
Would you please fill in this quick survey (5 minutes)? Thank you in advance!’. The real
purpose of the study was not mentioned beforehand, they were told that the study was about
the quality of audios. They were asked to share the Qualtrics survey with other people to
ensure a high response rate. There was no reward or incentive for the subjects who
participated in the survey. Before starting the experiment, the participants were asked to either
use headphones or go to a quiet setting where they can listen to the audio files carefully. It
was possible to listen to every audio multiple times.

In the questionnaire, participants were asked to fill in their age, gender and native
language before starting the real experiment. They were informed beforehand that answering
was completely anonymous. If they wished to participate, they could continue the study. The
procedure was the same for every participant, except that the order of audios and speakers
was randomized. After these questions, the real purpose of the experiment was revealed and
participants were asked if they would have answered differently if they knew the purpose

before.
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Statistical treatment

Before deciding which tests to carry out, tests of normality and homogeneity were
carried out. Based on this, the following treatments were chosen.

A one-way MANOVA with native language as independent variable was carried out.
The two dependent variables were detection accuracy of fake audios and detection accuracy
of real audios.

For the detection accuracy of real audios, a paired samples t-test was carried out. For
the detection accuracy of fake audios, a Wilcoxon signed rank test was carried out.

Lastly, four Pearson’s correlation analysis were carried out individually for age and

speaker familiarity, again differentiating between real and fake audios.

Results

Before starting the statistical tests, the data needs to be checked for a normal
distribution and on homogeneity. This was done for the variables native language and
presence of source. The difference was made between detection accuracy for real and fake
audios. First, for native language, a Shapiro-Wilk test showed that the normality for both fake
and real audios higher was than p = .063 for Dutch, English, German and Spanish. However,
only Arabic showed p = .000 for real audios and p = .726 for fake audios. Therefore, Arabic
was omitted for further testing. Hungarian, Portuguese and French were not tested because
only 1 participant belonged to these groups. In addition, a Levene’s test for native language
showed that the groups are homogenous for both fake audios (L = 0.50, p = .733) and real
audios (L = .67, p =.614).

Furthermore, presence of source was tested for normal distribution. A Shapiro-Wilk
test for the fake audios showed that the data was not normally distributed for audios with
source (p = .025) and without source (p =.049). The data of real audios was normally
distributed for both audios with source (p = .322) and audios without source (p =.120). The

values of the pre-tests are shown in Table 2.

Table 2

Pre-tests normality

Variable Shapiro-Wilk (fake) Shapiro-Wilk (real)
NL Arabic p=.726 p <.001

NL Dutch p=.063 p=.173

NL English p=.253 p=.702
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NL German p=.900 p=.233

NL Spanish p=.537 p=.144
With source p=.025 p=.322
Without source p=.049 p=.120

Note. Total n = 68. NL= Native Language.

First, to check whether the detection accuracy was different for the fake audios than
the real audios, a paired samples t-test was carried out. A paired samples t-test showed a
statistically significant difference between the real audios and the fake audios. This difference,
-0.9, 95% CI [-1.22, -0.58] was significant, ¢ (67) = -5.63, p <.001 and represented a
moderate-sized effect, d = -0.68. Detection accuracy for the real audios (M =4.72, SD = 0.86)
was shown to be higher than detection accuracy for the fake audios (M = 3.83, SD = 0.85).
The mean and standard deviation are presented in table 3.

A significant negative correlation was found between age of the subject and
detection accuracy of fake audios (» =-.307, p = .011, N = 68). The detection accuracy of fake
audios decreased with the age of the participants. This means the older the people are, the
lower the detection accuracy.

A significant negative correlation was not found between age of the subject and
detection accuracy of real audios (» =-.082, p =.508, N = 68). The detection accuracy of real
audios did not change with the age of the participants.

A significant positive correlation was found between speaker familiarity and
detection accuracy of fake audios (r=.390, p =.001, N = 68). The detection accuracy
increased with the speaker familiarity. This means the more voices people knew, the better
they were at recognizing the deepfake audio.

No significant positive correlation was found between speaker familiarity and
detection accuracy of real audios (»=.076, p =.540, N = 68). The detection accuracy did not
increase with the speaker familiarity. This means the more voices people knew, the detection
accuracy did not change. A summary of the values for the correlations can be found in table 5.

A paired samples t-tests did not show a difference between detection accuracy with
picture and detection accuracy without picture for real audios. This difference, -0.04, 95% CI
[-0.41, 0.32] was not significant, ¢ (67) = -.242, p = .810 for real audios.

A Wilcoxon signed rank test did not show a difference between detection accuracy
with picture and detection accuracy without picture for fake audios. This difference was not

significant 7= 956, p = .762. The means and standard deviations are also presented in table 3.
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A one-way multivariate analysis for detection accuracy of fake audios and detection

accuracy for real audios, with native language as factor, did not find a significant multivariate

effect of native language (¥ (2, 12) = 1.026, p = .430). The univariate analyses did not show

an effect of native language on detection accuracy of fake audios (£ (6, 58) = 1.132, p = .355)

and on detection accuracy of real audios (F (1, 18) =0.700, p = .651). The means and

standard deviations of native language are presented in table 4.

Table 3

Descriptive statistics for detection accuracy

Detection accuracy M (SD) M (SD) p-value
Fake audios 3.83 (0.85) <.001
Real audios 4.72 (0.86) <.001
Fake audios* 3.78 (1.02) 3.88 (1.14) 0.762
Real audios* 4.70 (1.13) 4.75 (1.15) 0.810

Note. Total n = 68. *= first is with picture, second is without picture.

Table 4

Descriptive statistics for native language

Native language M (SD) (fake) M (SD) (real)
(Arabic)

Dutch 3.82 (0.87) 4.75 (0.87)

English 4.11 (0.63) 4.33 (0.93)

French 3.33() 3.33(-)

German 3.46 (0.55) 4.54 (0.93)
Hungarian 4.67 (-) 5.50 (-)

Portuguese 3.50 (-) 5.00 (-)

Spanish 4.83 (0.60) 4.89 (1.11)

p-value 0.355 0.651

Note. Total n = 65. French, Hungarian and Portuguese had 1 participant, so no SD.

Table 5

Correlation for detection accuracy

Factor Pearson (p)

Age (fake) -.307 (0.011)
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Age (real) -.082 (0.508)
Speaker familiarity (fake) .390 (0.001)
Speaker familiarity (real) .076 (0.540)
Note. Total n = 68.

Discussion

It was found that humans are able to detect audio deepfakes, but not persistently. The
first hypothesis presented that when a source is present, the detection accuracy will be lower.
On the contrary, the present study does not show a difference in detection accuracy of audios
presented with a source and audios without a source. Therefore, H1 cannot be confirmed. This
does not correspond with the findings of Hovland and Weiss (1951) and Jin et al. (2023).
Hovland and Weiss (1951) explain that messages from credible sources were more effective
in changing opinions than messages from less credible sources. In addition, Jin et al. (2023)
showed that the number of followers and video’s popularity affect the credibility. A possible
explanation could be that people did not recognize the picture as a source from YouTube.
Appendix 3 shows the bar charts of answers to every separate audio. Rows 1 and 3 represent
the rows with source, row 2 and 4 without source. For the fake audios (row 1), the charts
show a tendency to the right, which means that the participants thought the audio was real.
For the other 3 fake audios (row 2), there was no tendency to each of the sides. Furthermore,
for the real audios (row 3), the tendency was also more to the right and people thought it was
real, which was the correct answer. The 3 other real audios (row 4) also showed no tendency
to either the left or right side. Thus, the materials could be an explanation for the occurred
results, as there was no clear tendency.

Secondly, it was hypothesized that when participants are familiar with the speaker’s
voice, the accuracy will be lower. The opposite is true for this study, people were better at
detecting deepfake audios when they recognized more voices and therefore H2 cannot be
confirmed. This corresponds with the findings of earlier studies, namely Hansen and Hasan
(2015) showed that people are able to recognize voices of individuals, especially when they
know the speaker and Eriksson (2003) even showed a short audio is enough to recognize a
familiar person. On the contrary, the truthiness effect explained by Newman et al. (2015) does
not occur in the present study. They could detect deepfake audios even when the voice was
familiar. This only occurs for the deepfake audios, no effect was found for the real audios. A
possible explanation for the occurred effect could be that when people recognized the voice, it

was easier for them to realize the audio was fake. This is especially true for songs, as this was

18



used in this study and not a random audio. When they have heard the voice in another song or
recognized the specific song, it is more likely that they will have the voice in their head
during the experiment and therefore could better detect the fake audio.

Thirdly, it was expected that younger people were better at detecting deepfake audios.
Miiller et al. (2021) showed that people under 35 years old are better at detecting deepfake
audios than people over 35 years old. The present study showed a similar effect, as detection
accuracy decreases as the age increases. H3 can be confirmed. An explanation for this could
be that older people are less familiar with social media and online interaction (Shannon et al.,
2022).

Lastly, native speakers were expected to be better at detecting deepfake audios, in this
case that were native English speakers as the audios were in English. However, this study did
not show an effect of native language on detection accuracy. Therefore, H4 cannot be
confirmed. This coincides with the results of Kimberley et al. (2023) but not with the study of
Kilman et al. (2014). According to the second study, it should be more difficult for non-native
speakers to detect deepfake, which is not the case. A possible explanation for this could be
that the present study only had 3 English native speakers, the majority were Dutch. However,
Dutch people are an exception, as their English proficiency is the highest in the world (EF
EPI, 2022). Therefore, it would have been expected that Dutch people are also better at
detecting deepfake audios than the other native languages, but this is not the case.
Limitations

Every audio was in English and contained a voice of different people. As discussed
before, the images used to present YouTube as a source could have been not clear to the
participants. The sample size of the experiment was also relatively small, compared to the
study of Miiller et al. (2021) for example, which had more than 200 participants.

In addition, the study has a within-subject design. Possible downsides of this design
are that participants might try to guess the purpose of the study and alter their behaviour to
match their perceptions, leading to biased results or participants might perform differently
based on the order in which they experience the conditions or treatments. For example, they
might get better at a task simply because they've done it before (practice effect) or get tired or
bored as the experiment progresses (fatigue effect).

As mentioned before, the reliability of the scales for detection accuracy was relatively
low. This means that the items do not consistently measure the same underlying construct or
idea. A possible explanation could be that the items in the scale are measuring very similar

aspects of the construct, without capturing its full variability. The real purpose of the study
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was not mentioned beforehand and in a few cases, participants found the statement ‘this audio
is real’ confusing and did not understand the meaning confounding with the quality of audios,
which was the fake purpose. In addition, almost a third of the participants stated that if they
had known the real purpose, they would have taken this into account and listened more
carefully. Eight participants found the experiment difficult.

A possible explanation and limitation for this study are the materials, as are the
questions and scales. Appendix 3 shows the bar charts of every separate audio. The first six
are of the fake audios, the other six of the real audios. For the fake audios, the desired answer
should be on the left, however, almost no audio shows a tendency to the left. On the other
hand, for the real audios, with the desired answer on the right, it can be noticed that some
charts have a tendency to the right, but not all. Therefore, it can be concluded that the
materials are a problem of this study. It might be that it was too difficult for the participants or
that the audios did not have anything in common.

Lastly, the majority of the participants knew every singer, except for 2 singers (Adam
Levine and Lil Uzi Vert). Therefore, it can be concluded that most singers were famous, and
no distinction was really made when the majority of the people did not know the voice.
Future research

Based on the previous findings, suggestions for future research are to carry out a
similar experiment, but then changing the language of the experiment to the expected
participants’ language. A similar study could also be done with speakers in another field than
music to investigate speaker familiarity. Examples could be marketing or politics. Or it would
be interesting to see what results will be yielded when infamous speakers are used. It would
also be interesting to investigate presence of source in other fields, as advertising, marketing
or politics. Another suggestion is to carry out a similar study but then with a between-subjects
design or a bigger sample. My hope from this study is also to highlight the importance of
educating people about deepfake and making sure that they are aware of this on the Internet,
and maybe they will be able to identify audio deepfakes.

Implications

The findings have implications for the music industry, as it is easy to clone a voice and
that people are not really good at noticing the difference between real songs and deepfake
songs. In technology policy, YouTube and other social media platforms could focus on
alerting users to potentially manipulated content, to also protect the original content. In
governance, policymakers can draft guidelines to protect the more vulnerable section of

society (e.g., older people) against misinformation by including informational cues on
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YouTube posts to buffer against misinformation. In addition, education efforts could be
tailored to different age groups, emphasizing the development of skills to recognize deepfake
content, especially targeting older adults. Improving Al algorithms for detecting deepfakes
could take into account the influence of speaker familiarity, possibly enhancing accuracy

when familiar voices are involved.

Conclusion

Summarized, this study is one of the few that investigates the human ability to detect
deepfake audios on YouTube. It is explored what role native language, age, speaker
familiarity and presence of source play in the deepfake detection field. Our study shows that
fake audios are more difficult to detect than real audios. To answer the three research
questions, statistical analyses were carried out. A significant effect was found of age and
speaker familiarity, regarding the deepfake audios. The older the people were, the more they
were deceived by deepfake audios. In addition, the more voices the participants recognized,
the better the detection accuracy was. Future research could focus on carrying out a similar
experiment but in a different language, using infamous singers, a between-subject design or a
bigger sample size. In addition, it would be a suggestion to carry out an experiment with
deepfake audios in a different field, as advertising or marketing. Lastly, this study has

implications for the music industry, technology policy, governance and education.
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Appendix 3: bar charts for separate audios (row 1 is fake with source, row 2 is fake without

source, row 3 is real with source and row 4 is real with source). Row

is horizontal.
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by referencing all sources used, both in the text and in the bibliography.
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Checklist EACH (version 1.11, September 2023)

Simone van Horen s1080614

1. Will you be collecting data from social media platforms?
O Yes — consult the guidelines. If in doubt, contact the EACH to see if assessment is
necessary

Nee — continue with questionnaire

2. Will you use an existing dataset?
O Yes — continue with questionnaire

No — go to question 4

3. When using an existing dataset, do you comply with the EACH guidelines**?
O Yes — continue with questionnaire

O No orin doubt — contact the EACH to see if assessment is necessary
** Guidelines: ethics approval is obtained for the original data collection, participants have consented to the
reuse of the research data, or the reuse fits within the original research purpose. Or: dataset is completely

anonymous

4. Will you be collecting data from participants?
Yes — continue with questionnaire

O No — end of questionnaire

5. Is a health care institution involved in the research?

Explanation: A health care institution is involved if one of the following (A/B/C) is the case:

A. One or more employees of a health care institution is/are involved in the research as
principle or in the carrying out or execution of the research.

B. The research takes place within the walls of the health care institution and should,
following the nature of the research, generally not be carried out outside the institution.

C. Patients/ clients of the health care institution participate in the research (in the form of
treatment).
No — continue with questionnaire

O Yes — Did a Dutch Medical Institutional Review Board (MIRB) decide that the Wet
Medisch Onderzoek (Medical Research Involving Human Subjects Act) is not applicable or
does the research comply with one of the standard research methods described by the
EACH

O Yes — continue with questionnaire

O No — This application should be reviewed by a Medical Institutional Review Board, for
example, the Dutch METC Oost-Nederland . If review by an MIRB has already taken place
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https://www.radboudnet.nl/facultyofarts/research/regulations-and-procedures/information/research-data-management/guidelines-social-media/
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudumc.nl/over-het-radboudumc/kwaliteit-en-veiligheid/kwaliteit-en-veiligheid/toetsen-van-medisch-wetenschappelijk-onderzoek/bij-welke-commissies-kunt-u-terecht/metc-oost-nederland
https://www.radboudumc.nl/over-het-radboudumc/kwaliteit-en-veiligheid/kwaliteit-en-veiligheid/toetsen-van-medisch-wetenschappelijk-onderzoek/bij-welke-commissies-kunt-u-terecht/metc-oost-nederland

— continue with questionnaire. If this review has not yet taken place — end of
questionnaire

6. Does the research include medical-scientific research that might carry risks for the participant?

O Yes — This application should be reviewed by a Medical Institutional Review Board,
for example, the Dutch METC Oost-Nederland — end of questionnaire
No — continue with questionnaire

Standard research method

7. Does this research fall under one of the stated standard research methods of the Faculty of
Arts or the Faculty of Philosophy, Theology and Religious Studies?

Yes — 12 standard questionnaire method— continue with questionnaire

O No — assessment necessary, end of checklist
Participants
8. Is the participant population a healthy one?

Yes — continue with questionnaire

O No — assessment necessary™, end of questionnaire — go to assessment procedure

**Exception for studies with patients participating in one of the described standard studies in the field of
language and speech pathology

9. Will the research be conducted amongst minors (<16 years of age) or amongst (legally)
incapable persons?

O Yes — assessment necessary, end of questionnaire — go to assessment procedure

No — continue with questionnaire

Method

10. Will the study heavily burden participants?

O Yes — assessment necessary, end of questionnaire — go to assessment procedure

No — continue with questionnaire

11. Are the estimated risks connected to the research minimal?

X Yes — continue with questionnaire

O No — assessment necessary, end of questionnaire — go to assessment procedure
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https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/

12. Are the participants offered a higher compensation than the usual one?

O Yes — assessment necessary, end of questionnaire — go to assessment procedure

No — continue with questionnaire

13. Should deception take place, does the procedure meet the standard requirements?
O Yes — continue with questionnaire

O No — assessment necessary, end of questionnaire — go to assessment procedure

deception is not applicable

14. Are the standard regulations regarding anonymity and privacy met?

Yes — continue with questionnaire

O No — assessment necessary, end of questionnaire — go to assessment procedure

Conducting the research

15. Are participants recruited via the Radboud Research Participation System (SONA) and/or is
the research conducted in the CLS Lab?

O Yes — assessment necessary, end of questionnaire — go to assessment procedure

No — continue with questionnaire

16. Will the research be carried out at an external location (such as a school)?
O Yes— Do you have/will you receive written permission from this institution?

No — assessment necessary, end of questionnaire — go to assessment

procedure
O Yes — continue with questionnaire

No — continue with questionnaire

17. Is there a contact person to whom participants can turn to with questions regarding the
research and are they informed of this?

Yes — continue with questionnaire

O No — assessment necessary, end of questionnaire — go to assessment procedure

18. Is it clear for participants where they can file complaints with regard to participating in the
research and how these complaints will be dealt with?

Yes — continue with questionnaire

O No— assessment necessary, end of questionnaire — go to assessment procedure
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https://www.radboudnet.nl/facultyofarts/research/humanities-lab/cls-lab/lab-use/#h9d920993-157e-438f-a83d-16f0dd2162d2
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https://www.radboudnet.nl/facultyofarts/research/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/protocol/protocol/#H39
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/protocol/protocol/#H38
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
https://www.radboudnet.nl/facultyofarts/research/support/ethics-assessment-committee-humanities/the-procedure/assessment-procedure-for-research-projects/
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19. Are the participants free to participate in the research, and to stop at any given point,
whenever and for whatever reason they should wish to do so?

Yes — continue with questionnaire

O No— assessment necessary, end of questionnaire — go to assessment procedure

20. Before participating, are participants informed by means of an information document about
the aim, nature and risks and objections of the study? (see explanation on informed consent and

sample documents).

Yes — continue with questionnaire

O No— assessment necessary, end of questionnaire — go to assessment procedure

21. Do participants and/or their representatives sign a consent form? (see explanation on
informed consent and sample documents).

Yes — questionnaire finished

O No— assessment necessary, end of questionnaire — go to assessment procedure

If you want to record the results of this checklist, please save the completed file.

If you need approval from the EACH due to the requirement of a publisher or research
grant provider, you will have to follow the formal assessment procedure of the EACH.
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