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Abstract

Internet users deal with data sharing requests every day. In these consent requests, the
users are often nudged towards taking the less privacy-friendly option. We argue that
nudging towards any choice option in these contexts could compromise deliberate choice
making and is consequently argued to potentially be undermining the European General
Data Protection Regulation (GDPR) or unethical. This thesis then generally addresses
the existing issues with consent and introduces a framework to empirically determine how
well a design performs at obtaining lawful consent. To improve on these issues regarding
consent, we procure a set of design guidelines based on this framework, and propose and
alternative consent form design pattern. This pattern requires the user to interact with
the decision making material before expressing their consent (‘interactors’).

We compare the interactor pattern to nudging and non-nudging patterns in an online
experiment (N = 216) using the proposed framework, while emphasising on informed
consent and control. Our results indicate that the interactor pattern does not outper-
form the other designs with respect to deliberation, rationality, attention and control.
These results support the idea that the current definition of consent as legislated in the
GDPR has put a large burden on the user, resulting in cognitive overload and seemingly
automatic accepting behaviour. To minimise future cognitive load, we plead for the in-
troduction of a global default system where users can indicate their privacy preferences
through reflective patterns. Future research should focus on what decisions should and
should not be taken over by predefined user settings.

We call for an interdisciplinary approach to investigate the issues with digital con-
sent and digital choice environments, and pose an overview of the future challenges per
discipline.
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Chapter 1

Introduction

Internet users face data sharing requests every day while browsing the internet, where
each request raises potential for privacy risks. An example of such a consent request
is a tracking cookie request, where a company requests the user’s consent to use their
personal data for behavioural targeting. These consent requests inform users about the
requested data and processing purposes and then ask the user for consent, as enforced
by the EU’s General Data protection Regulation (GDPR). This regulation states that
in case a company wants to process personal data, they often! must ask consent from
the user. To protect the user from unwanted data disclosure, this consent should be
given by a clear affirmative act, establishing a freely given, specific, informed and unam-
biguous indication of the user’s agreement to processing of their personal data (General
Data Protection Regulation, 2018, recitcal 32, emphasis added). With that, the user is
assumed to be in charge of their own privacy.

One of the keywords in the definition of legal consent is ‘informed’; which seems to
assume a rational decision process. This assumption is in line with a popular privacy de-
cision making model, the privacy calculus theory. This theory expects human behaviour
to be rational and that privacy decisions are made through consciously weighing various
costs and benefits of each option - in this case, consenting or not (Laufer & Wolfe, 1977
as cited in Grassl, Schraffenberger, Borgesius, & Buijzen, 2021). From an economic per-
spective, this can seen as a trade-off between the costs and benefits of sharing personal
information (Acquisti, 2009).

Making a rational decision thus requires information about the costs and benefits.
This is information the user does not immediately have, in contrast to the firm making
the data request; they know which personal data are used for which purposes. This
creates an information asymmetry between the firm and the user (Stiglitz, 1985), which
is a gap that needs to be closed before a rational decision can be made. The GDPR aims
to close this gap by requiring firms to provide a privacy notice (General Data Protection
Regulation, 2018), which firms use to convey privacy policy information to users. In an
ideal case, users have all the information at hand to make an informed decision.

LA firm does not need consent when processing personal data on another legal basis or the balancing
provision.



1.1 The dangers of privacy self-management

Gray, Santos, Bielova, Toth, and Clifford (2020) noted that by requiring consent to be
informed and expressed by a clear affirmative action, the law puts extra responsibility
and therefore pressure on the user. Karegar, Pettersson, and Fischer-Hiibner (2020)
have found that users do not pay attention to privacy notices due to notice fatigue
and habituation, amongst other reasons. This finding does not come as a surprise, as,
economically put, the transaction costs of reading privacy notices are too high (Coase,
1960; Luth, 2010 as cited in Zuiderveen Borgesius, 2014). To illustrate, McDonald and
Cranor (2008) computed that it would cost a user multiple weeks per year to read privacy
notices on every website they visit. Hence, as privacy policies are hardly read they do not
truly inform the user to make better privacy decisions (Terpstra, Schouten, de Rooij, &
Leenes, 2019), thus not solving the information asymmetry (Zuiderveen Borgesius, 2014;
Karegar et al., 2020).

Instead of rationally approaching these data requests by informing oneself (as pri-
vacy calculus would predict), website visitors make use of rules of thumb or heuristics
(Terpstra et al., 2019; Zuiderveen Borgesius, 2014; Acquisti et al., 2017). An example
of a simple heuristic is choosing the default option.

Kahneman (2013) proposed a theory that models these two kinds of thinking: dual
processing theory. The theory says that human cognition is split into two types: on
the one hand you have system 1, which is used for fast, intuitive and rather reflexive
thinking. On the other hand there is system 2, which is used for slower, deliberate and
more rational thinking. From a multidisciplinary literature analysis by Acquisti et al.
(2017), it follows that humans use system 1 most of the time in privacy decision contexts.
The authors argue that human rationality is limited by the available cognitive resources
and time (based on the concept of bounded rationality; Simon, 1957). This preference
for system 1 (fast) thinking can be seen as an opportunity for designers to help people
in the decision process, by nudging these people. A nudge is defined as a change in the
choice environment that influences the decision process towards a good choice (as judged
by the people that have been nudged themselves; Thaler & Sunstein, 2009). A recent
example of a nudge is re-positioning food at check-out counters to nudge people to buy
healthier food (Van Gestel, Kroese, & De Ridder, 2018).

In a privacy context, this human preference for system 1 thinking makes this a
perfect place for companies to employ so-called dark patterns so they can gather more
personal data (Gray et al., 2020). Dark patterns are a specific type of design patterns,
and therefore a “repeatable solution to recurring design problems” (Norman & Draper,
1986). A dark pattern is designed with the goal of persuading the user to perform
an action that is more beneficial for the website owners than for the users themselves
(Nodder, 2013). A common example of a dark pattern is aesthetic manipulation, where
one of the options in a decision environment is highlighted to give it visual priority over
the other options. This speeds up the thinking process, obstructing the user from getting
informed and reflect upon possible privacy issues (Terpstra et al., 2019).

In case of dark patterns, the nudge is always towards least privacy-friendly option



(Grassl et al., 2021). This way, firms use the transaction costs from privacy calculus to
their advantage by encouraging people to consent to their request: it would cost more
cognitive effort to choose the option that is not highlighted (Willis, 2014, as cited in
Zuiderveen Borgesius, 2014).

Researchers have started to experiment with the idea to use these cognitive biases in
favour of users’ privacy, and to nudge them towards the privacy-friendly option (Acquisti,
2009). These are called ‘bright patterns’ (Grassl et al., 2021), as they inherently benefit
the user more than the designer and therefore are the exact opposite as dark patterns.
Such privacy nudges could potentially be used to help humans avoid unintended data
sharing (Wang, Leon, Chen, & Komanduri, 2013; Balebako et al., 2011).

1.2 Potential problems with nudging towards choices

Results from Grassl et al. (2021) show that a tweak in the data request interface by,
e.g., aesthetically manipulating the “I do not agree” option (a bright pattern), can
heavily influence people’s privacy choices. The same authors, however, concluded that
these bright patterns raise similar concerns as dark ones, namely that users show small
levels of deliberation and perception of control over their data. Given these experimental
results, we argue that even nudging towards good choices in data requests can potentially
be unethical and undermine privacy laws.

First, nudging towards choices in privacy contexts can be seen as unethical as re-
searchers have concluded that nudging deprives users of their control (Forbrukerradet,
2018; Schubert, 2015; Grassl et al., 2021), which is especially problematic considering
the already existing information asymmetry between users and firms. By nudging to-
wards any option, users are not choosing for themselves but merely complying to the
choice the designer has prescribed them; therefore the choice expressed is not meaningful
(Terpstra et al., 2019). Terpstra, Grassl, and Schraffenberger (2021) have argued that
nudging reduces the moral value of choice, making users feel submissive and unable to
be deemed morally responsible agents.

Second, it can be argued that consent obtained through nudging patterns is po-
tentially not lawful. When a data request contains a nudge towards a choice option,
deliberative processes are likely to be obstructed and the user complies to the choice
favoured by the website owner (i.e. follows the nudge). This way, the user does not
have meaningful control over their data (Terpstra et al., 2019). So, the nudge stimulates
not reading the privacy policy and makes it more likely for the user to be uninformed
about the consequences of their decision and to feel insufficient control over their data.
In other words, as a nudge towards a choice option could make the consent uninformed
nor freely given, consent obtained through such nudging can be seen as potentially not
lawful.



1.3 A call for reflective patterns

Given these two potential problems with nudging towards choice options in privacy
contexts, it is clear that an alternative to the current nudging strategies is needed.

One of the proposed solutions is to automatically detect nudging design patterns,
and report these to law enforcers as malpractices (interpreted from Pandit, Lynch, &
Lewis, 2021). Yet, extinguishing such patterns likely does not solve the problems with
informed consent, as users will still prefer system 1 (fast) thinking for privacy decisions.

Another proposed solution is to have some frequent data requests handled globally.
Current plans involve a amendment to the privacy laws that obliges websites to obey
to privacy preferences that users have indicated in their browser (Grassl et al., 2021),
meaning that firms cannot make data requests anymore, as the choices of the user are
automatically given to the firm upon entering their website.

However, humans will still have to make some privacy choices in the future, as
not all data requests can be handled globally. To make accurate case-specific choices,
an informed decision is needed from the user themselves. For example, a user could
potentially want to share their location with a particular application, whereas they would
not want other applications to have access to their whereabouts (Bravo-Lillo et al., 2013).
The same holds for, e.g., birthdays, addresses and social media accounts. Moreover, if
there were to be global privacy settings, users need to make a good decision when they
determine these settings. It is therefore essential that a design pattern is developed
that can guarantee reflective, rational behaviour and thus informed consent (Grassl et
al., 2021; Terpstra et al., 2021). More broadly, it has been argued that there is need
for a design pattern that can guarantee all legal requirements for consent (Gray et al.,
2020). Determining whether a design pattern can do so requires empirical measurements,
however, there currently exists no translation of the legal requirements for consent to
behavioural measurements. Such a mapping could provide insights in how well a data
request interface design does in achieving legal consent, as well as provide researchers
and designers with valuable correlation data about what design factors correlate with
what behaviour (Distler, Lenzini, Lallemand, & Koenig, 2020).

In the following chapter, we therefore propose a mapping based on measures cur-
rently used in the literature. This overview contains the measurements to evaluate the
lawfulness of a data request interface design in practice. A proposed design that aims to
guarantee all requirements for lawful consent will be discussed in chapter 3. Following
that, we cover the experiment we conducted in chapter 4 in which we tested our pro-
posed design against various others using our systematic measurement. The results of
our experiment are listed in chapter 5, and interpreted in chapter 6. The implications of
our results are discussed in chapter 7, where we emphasise the interdisciplinary nature
of problems with digital consent. Lastly, we draw the conclusions from our research in
chapter 8.

As the problems with the currently used nudging patterns are regarding informed
consent and control (section 1.2), these factors will form the focus of the evaluation
of our proposed design. The other requirements will be briefly evaluated to gauge the



general lawfulness and desirability of our design and possibilities for future research.
This thesis makes the following contributions:

We provide a framework to empirically evaluate how well a design performs at
obtaining lawful consent.

We introduce a new type of consent form and compare this to the existing nudg-
ing patterns and non-nudging patterns, using our framework, while focusing on
informed consent and control.

We show that this new design does not increase deliberation, rationality, attention
nor control of the user.

We show that our results support the idea that the definition of consent as defined
in the GDPR has put a cognitive burden on users.

We plead for the investigation into a global defaults system where users can indicate
their privacy preferences through reflective patterns.

We propose future research should focus on investigating what decisions can and
cannot be captured through a global defaults system.

We call for an interdisciplinary approach to tackle the issues with digital con-
sent and digital choice environments in general, and pose an overview of future
challenges per discipline.



Chapter 2

Empirical measures of lawful
consent

The following chapter covers all legal requirements for consent, our interpretation and
our proposed empirical measurements. The legal requirements are obtained from the
GDPR, as non-EU laws were taken out of scope for our research. These requirements are
‘Freely given’, ‘Informed’, ‘Unambiguous’, ‘Specific’ and ‘Readable and accessible’. At
the end of this chapter (section 2.5), we will provide a brief overview of all measurements
discussed in this chapter, per legal requirement.

Note that we will not discuss the requirement that the consent should be specific —
which entails that consent is requested separately for each purpose of processing (Gray
et al., 2020). The design cannot influence the specificity of the request, as specificity is
in inherent to the type of request regardless of its design.

Lastly, as illustrated in section 1.1, human behaviour can differ substantially from
legal theory with respect to digital consent. To see what designs perform best at ob-
taining lawful consent in practice, we propose empirical measures that focus on how the
design is perceived by the user. For example, a design could theoretically not contain
a nudge towards a choice option, but still give a user the idea that they must consent.
Hence, measuring the perceived neutrality of a design is more accurate than measuring
the objective neutrality.

2.1 Freely given

In short, this requirement implies that consent should be a voluntary choice and not be
given under any pressure from the firm requesting the data (Gray et al., 2020).

In Guidelines 05/2020 on consent under Regulation 2016/679 (2020), the European
Data Protection Board mentions that tracking walls are explicitly forbidden. A tracking
wall is a type of consent wall that obstructs a part of the service until the user consents to
sharing their data (Gray et al., 2020). Though these walls are now explicitly forbidden,
they used to be a tool to offer take-it-or-leave-it choices to users (Zuiderveen Borgesius,
2014). Gray et al. (2020) hypothesise that even in absence of a tracking wall, users might



still be conditioned to consent. Hertwig and Griine-Yanoff (2017) called this phenomenon
‘effect survival’. It is therefore important that we measure whether the design evokes
the idea of a take-it-or-leave-it choice within the user.

Additionally, as a bias in the choice environment compromises the freedom of choice,
a design needs to be as neutral as possible. We thus need to evaluate the degree of
perceived freedom of choice by the user per design.

Then, there is the issue of control: when the user has no perceived control over
their (personal) data, it depreciates the moral value of choice (Terpstra et al., 2019).
Legally, something similar holds: The European Data Protection Board recently declared
consent invalid if the user is not offered control over their data (Guidelines 05/2020 on
consent under Regulation 2016/679, 2020). We therefore evaluate whether a consent
form interface design gives the user sufficient control. This is important, as control is
crucial for the reflective process (Sengers, Boehner, David, & Kaye, 2005), and therefore
also plays an important role in informed consent.

Note that the GDPR also has banned asking for consent in situations with a ‘clear
power imbalance’ (General Data Protection Regulation, 2018), but we will not cover
this topic here as this has no influence on the design of the interface, but on whether a
request can be made in the first place.

2.2 Informed

The GDPR requires firms to give a clear and comprehensive privacy notice, in which
firms declare what data is processed, why and how a user can express their consent
(General Data Protection Regulation, 2018). We interpret ‘informed’ consent as that
the information is not just available in the request, but also actively considered in the
decision process prior to consenting. Although this may not be explicitly legislated, we
interpret this as the intention of the ‘informed’-requirement. Thus, a user first needs to
pay attention to the notice, understand this notice, reflect on it and finally decide for
themselves. This way, users remain morally responsible for their decision (interpreted
from Terpstra et al., 2021).

As attention is a prerequisite of understanding (Karegar et al., 2020), attention needs
to be measured (Grassl et al., 2021; Van Elteren, 2020; Lindegren, Karegar, Kane, &
Pettersson, 2021; Karegar et al., 2020). Then, through the data request interface design,
users should be encouraged to reflect and make rational choices for themselves to remain
morally responsible (Terpstra et al., 2021). The amount of deliberation can be assessed
by measuring the deliberation levels of users when they encountered a consent form
interface design (Van Elteren, 2020; Grassl et al., 2021).

2.3 Unambiguous

For consent to be unambiguous, a clear and affirmative action of the user is required
(Gray et al., 2020). In evaluating the consent form interface design, users need to
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evaluate whether they understood how they could express their choice and whether they
understood what options there were given and what the differences between them were.

2.4 Readable and accessible

This requirement entails that the data request interface should be distinguishable of other
matters, accessible, using clear and plain language, and not unnecessarily disruptive to
the use of the website (Gray et al., 2020).

To assess whether the form is not unnecessarily disruptive to the use of the website,
we can measure efficiency and satisfaction (Karegar et al., 2020; Lindegren et al., 2021).
Furthermore, users need to evaluate whether the interface was clearly distinguishable
from other contents and made clear what the purpose of the interface was. Note that,
as this research focuses on the controls offered in the consent form, the exact textual
contents of the data sharing request are out of scope for this research.

2.5 In sum

An overview of the measurements discussed per legal requirement of informed consent
can be found in table 2.5. This overview was used in the design phase to effectively design
towards a solution. Moreover, this framework is also referred to in the experimental setup
as it is used to analyse how well the proposed design does in all of these measurements,
as well as which design factors correlate with which behavioural outcomes.

Requirement Measurement(s)

Perceived consent wall
Freely given Perceived neutrality

Perceived control

Informed Attention
Deliberation

Unambiguous Perceived clarity
Visibility

Readable and accessible | Efficiency

Satisfaction

Table 2.1: Framework of empirical measures per legal requirement for valid consent.

A limitation of this framework, however, is that the translation is based on a subjec-
tive interpretation of legal requirements for consent to empirical measurements. Though
the proposed measures can give an indication of how well a design performs at acquiring
lawful consent, they are not based on a thorough search of case law and can thus not
determine what classifies as lawful or unlawful consent. Another factor that makes such
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a classification difficult, is that these measurements are subjective (e.g., the ‘perceived
control is not the same as ‘control’). Thus, the measurements only give an indication of
how well a design performs relative to other designs, because the measurements currently
mean nothing on their own.

This chapter has illustrated the interdisciplinary nature of the problem with acquiring
informed consent. Insights from user experience design (UX), ethics, law and behaviour
science are needed to assess whether a design achieves consent in an ethically and legally
valid manner (Gray et al., 2020).
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Chapter 3

Potential solution

Previous chapter, we discussed a framework to measure how well a design does in ob-
taining lawful consent, consisting of freely given, informed, unambiguous, and readable
and accessible consent. As mentioned in section 1.3, our focus is to stimulate informed
consent and control through our design, so that the user becomes morally responsible
by reflecting on possible privacy issues and is free to act on their reflections. Such pat-
terns are especially important for when case-specific decisions need to be made, or global
settings need to be established.

This chapter, we discuss how to enable reflection through design, and in the end we
propose a design pattern that has the potential solve the possible problems associated
with nudging in privacy contexts.

3.1 Boosting with friction

Empowering users to expand their competences and help them reach their personal ob-
jectives, is called boosting (Hertwig & Griine-Yanoff, 2017). Applied to a privacy decision
context, this means that the data request form would stimulate the user’s deliberation
to help them make a rational decision. This is in line with the idea of a reflective pattern
(Terpstra et al., 2021), which is a design pattern that helps users to reflect on possible
privacy issues, enabling them to become morally responsible of their choices. In words
of dual processing theory, a boosting strategy allows the user to switch from system
1 (fast) to system 2 (slow) thinking to behave more rationally. One way to achieve
this, is through the use of friction (Cox, Gould, Cecchinato, lacovides, & Renfree, 2016;
Terpstra et al., 2019).

Friction in user experience design (UX) is defined as “anything that inhibits the user
from intuitively and painlessly achieving their goals within a digital interface” (Young,
n.d., as cited in Van Elteren, 2020; Mejtoft, Hale, & Séderstrom, 2019). Even though UX
is usually about designing product experience as smooth as possible, consciously adding
friction to your product at the right time can stimulate rational, reflective thinking and
immersion (Tacovides, Cox, McAndrew, Aczel, & Scanlon, 2015; Cox et al., 2016), as
well as potentially introduce new insights (Sengers et al., 2005). In those cases, users

13



understand the reason behind the friction and the overall satisfaction of the product
stays level and might even improve (Distler et al., 2020; Mejtoft et al., 2019; Cox et
al., 2016). By using friction, we assist system 1 cognition to detect a possible threat to
privacy and let system 2 take over to make a more mindful response (Dennis & Minas,
2018; Mejtoft et al., 2019).

An every-day example of friction is an ‘are you sure’-warning screen after one at-
tempted closing an unsaved document, helping users prevent making mistakes. Friction
can also help users recover from mistakes: most email services use friction by waiting a
few seconds before actually sending an email, to offer users a chance to rectify a mistake
such as forgetting to attach documents to the email (Kollin, 2018). Moreover, friction
is not only applied in digital context. To illustrate: speed bumps are commonly used
as physical friction to encourage drivers to drive slower and safer (Distler et al., 2020).
Law occasionally also uses friction: in the Netherlands, there exists a mandatory 5 day
period between the first visit to a general practitioner and an abortion. Though contro-
versial, the reported aim is to ensure freely-given and informed consent from the patient
(Rijksoverheid, n.d.).

In contrast, when friction is poorly designed, it can cause frustration rather than
reflective behaviour. An example of this is only allowing users to continue after they
scrolled to the bottom of a long privacy notice; this more often evokes negative thoughts
rather than reflective ones (Terpstra et al., 2019). Furthermore, extreme interventions
can also lead to strong negative emotions such as resistance or demotivation, and po-
tentially even to users abandoning the product (Distler et al., 2020; Roubroeks, Ham, &
Midden, 2011 as cited in Pinder, Vermeulen, Cowan, & Beale, 2018).

In sum, friction in UX needs to be designed carefully and evaluated elaborately:
although it could create involvement and mindful behaviour, it could potentially also
leave users with strong negative feelings.

3.2 Habituation

Another key element to successful friction in UX, is resistance to habituation. Habitu-
ation can occur when a user is repeatedly exposed to a stimulus; the user will get used
to the stimulus and the response to the stimulus will decrease (Thompson & Spencer,
1966 as cited in Karegar et al., 2020). In the context of friction, this entails that the
user can get habituated to the friction to the extent that the friction does not increase
user attention anymore (Amran, Zaaba, & Mahinderjit Singh, 2018; Bravo-Lillo, Cra-
nor, Komanduri, Schechter, & Sleeper, 2014), meaning the user will not switch to system
2 thinking. As habituation could thus potentially nullify the effects of friction in the
long run, it is imperative to investigate types of friction that are somewhat resistant to
habituation.

14



3.3 Interactors

A promising design concept in this search for types of friction resistant to habituation,
are attractors (Bravo-Lillo et al., 2013). Attractors are a design element that can be
used to draw the user’s attention to the most information for decision making. Especially
inhibitive interactive attractors, attractors that require the user to interact with that
information before they can continue, were found to be resistant to habituation (Bravo-
Lillo et al., 2014). Bravo-Lillo et al. (2013) found that although inhibitive attractors
cause delays in workflows, which — unlike attention — decreases with repeated exposure.

Examples of inhibitive interactive attractors (henceforth ‘interactors’) are swipe
and Drag and Drop (DAD; Karegar et al., 2020). These can be employed to cause
friction in the UX through their inhibitive nature (Pettersson et al., 2005).

Karegar et al. (2020) investigated the effect of interaction modes and habituation on
user attention to privacy notices, and concluded that DAD interactions performed best
at getting user’s attention even after repeated exposure (measured through recall and
fixation counts, amongst others). The authors then hypothesise that DAD is resistant
to habituation. Users that interact with drag and drop are hypothesised to pay a lot
of attention, as one needs to pay attention to both the draggable (e.g., a graphical
representation of the requested data), the drop area (e.g., a field that corresponds to
agreeing to the request) and additionally figure out what the path is between these two
to make their preferred choice.

However, as DAD interactions cause a relatively large amount of friction, Karegar
et al. (2020) recommend to only use them for relatively rare consent forms. Moreover,
using DAD for consent forms is in line with the design recommendations from Terpstra
et al. (2019), as it offers meaningful controls for the user.

3.4 A promising candidate

According to the literature, the use of interactors in consent form designs could poten-
tially boost the user to make more deliberate decisions and therefore rational choices.
Moreover, interactors could effectively grab users’ attention by requiring them to inter-
act with relevant information for decision making. Lastly, this interactivity could offer
the user more meaningful control of their data.

Moreover, Bravo-Lillo et al. (2014) found that by requiring the user to interact with
a graphical representation of the requested data, the interactor pattern becomes more
resistant to habituation. This implies that the proposed design pattern can be re-used;
users will more likely notice what data is being requested, as they are required to interact
with a changed item. For example, when a website requests an email address, they could
require users to express their choice using an email address symbol.

Considering the potential of interactors with respect to control and informed consent
as well as their versatility, we propose the use of interactors for relatively rare digital
consent forms. Here, relatively rare means consent forms for data requests that cannot
be handled globally.
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3.5 Hypotheses

We formulated the following hypotheses: In a relatively rare data request scenario with
two options (privacy-friendly and privacy-unfriendly) where the privacy-friendly option
is rationally superior!,
H, participants show higher levels of deliberation in case the data request contains an
interactor (compared to a bright nudge, a dark nudge, or non-nudging pattern).

H, participants make more rational choices in case the data request contains an in-
teractor (compared to a bright nudge, a dark nudge, or non-nudging pattern).

Hj participants show higher levels of attention in case the data request contains an
interactor (compared to a bright nudge, a dark nudge, or non-nudging pattern).

H, participants show higher levels of perceived control in case the data request shows
an interactor (compared to a bright nudge, a dark nudge, or non-nudging pattern).

We focus on main effects instead of potential interaction or moderation effects, be-
cause very few researches have touched upon these effects of interactors so far. Our
results can then form the basis of further investigation in interactors. Furthermore, we
will explore the overall empirical lawfulness of the consent form designs using the other
measurements as proposed in chapter 2: perceived consent wall, perceived neutrality,
perceived clarity, visibility, efficiency and satisfaction.

!To discriminate between rational and irrational choices more accurately, we will pose the privacy-
friendly option as rationally superior in our experiment. This means that disagreeing to the request is
clearly more rational than agreeing to the request, through, e.g., increasing the costs of agreeing and the
benefits of disagreeing..
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Chapter 4

Methods

In the following sections we describe the experiment we conducted to address our hy-
potheses. The study has been reviewed independently by the Ethics Committee Social
Sciences (ECSS) of the Radboud University and there was no formal objection to this
study. Prior to the main experiment, we conducted a pilot study with N = 15 partici-
pants to test the application and receive feedback on the experiment.

4.1 Procedure and design

For our experiment we used a cover story to disguise the true purpose of the study,
enhancing ecological validity. It is namely the case that when a participant suspects
their behaviour is being monitored, they may adapt their behaviour (Foucault, 2012;
Richards, Tushnet, Cornyn, & Gaddis, 2008), rendering the resulting behaviour a worse
representation of their real-world behaviour — where they are likely not monitored. This
implies that a participant would respond differently to a consent request when they are
aware we are recording their response or interested in privacy behaviour. Moreover, as
Karegar et al. (2020) noted, privacy is a user’s secondary goal; their primary goal is to
perform a certain task on the website. Hence, our cover story was designed to reflect
that hierarchy. We informed our participants we were testing various website designs,
and that their task was to find the contact page on a cluttered tech-blog website (a
snippet of the website is provided in figure D.1). Upon entering the website, the users
were first confronted with a data sharing request regarding their location and offered two
possibilities: to consent or not to consent. The participants could enter the tech-blog
website after they had submitted their choice. Note that no location data was actually
shared, regardless of the choice indicated in the form. Lastly, when participants clicked
on the contact page link, they were led to the post-experiment questionnaire.

We chose for location data as Bravo-Lillo et al. (2013) listed this as a non-generalisable
datatype. Moreover, though location requests are not rare, they are very invasive and
the situations in which websites genuinely need a user’s location are rare. For our cover
story we used a tech-blog website because such a website should generally not need your
location, making it much harder to argue why consenting is a rational choice. Addi-
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tionally, the data request contained no information about possible benefits of sharing
a user’s location, making the agree option even more irrational according to privacy
calculus theory.

The online experiment followed a between-subjects design. There were a total of five
conditions for this experiment, which only differed with respect to their data request
form design, i.e. the controls offered to the user to express their consent. The conditions
were (1) bright nudge, (2) dark nudge, (3) non-nudging, (4) non-nudging mirrored and
(5) interactor. These are further explained in the following section.

4.2 Materials

4.2.1 Location request designs

All designs used can be found in appendix A. Below we discuss the most important
aspects of each design, and what the designs were based on.

Privacy notice

Each data request design used the same privacy notice. For a notice to be compliant
with the GDPR, it should notify the user what personal data is being collected, who
has access to it, and for which purposes it will be processed (General Data Protection
Regulation, 2018). However, for research purposes we needed to have a more accurate
indication of irrational behaviour. Therefore the consent requests did not contain the
purposes of processing. With the notices providing no reason to agree to the request, the
costs of agreeing should be inferior to the benefits of disagreeing to the request according
to privacy calculus theory (Grassl et al., 2021). Lastly, the text in the request is based
on real data sharing requests to make responses as natural as possible!.

Nudging strategy designs

The designs of the two nudging patterns contained an aesthetic manipulation in favour
the most privacy-(un-)friendly option, depending on the pattern. For example with a
bright pattern, this means that the button for disagreeing appeared larger and more
colourful than the button for agreeing.

Non-nudging designs

In the literature it is often hypothesised that there exists a heuristic preference to a
choice, depending on its placement (Van Elteren, 2020; Grassl et al., 2021). Though
heuristics are probably less prevalent in case of friction, it is still interesting to explore
whether this bias exists.

We used the header ‘We value your privacy.” as from a collection of location request (N =35
gathered request designs), this followed as the most common header.
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Additionally, having the agree button on the left can also be interpreted as a lighter
form of friction, as it is a convention to have the dismissive button on the left of the
confirming action (Material, n.d.). An interesting explorative question is whether the
alternative button order already causes enough friction for the user to switch to system
2 and make a more deliberate, rational choice. The two non-nudging designs we used
are displayed in figure 4.1.

We value your privacy. We value your privacy.

We and our partners use location data and might share it with third parties We and our partners use location data and might share it with third parties
In order to be compliant with the European Union's General Data Protection Regulation (GDPR), we need to | | In order to be compliant with the European Union's General Data Protection Regulation (GDPR), we need to
ask for your permission. To enable us and our partners to process your location, please select ‘Agree’, else | | ask for your permission. To enable us and our partners to process your location, please select ‘Agree’, else

choose ‘Disagree choose ‘Disagree’.

Disagree Agree Agree Disagree

(a) Regular button order (b) Mirrored button order

Figure 4.1: The two non-nudging patterns.

Interactor design

As proposed by Pettersson et al. (2005), the drag and drop consent forms require to drag
graphical items of requested personal information. The user then has to drag this object
to a box that indicates either agreeing or disagreeing (Figure 4.2(a)). This design choice
is based on the hypothesis that user attention improves when the draggable object has
multiple possible drop areas (Karegar et al., 2020).

The inhibitive aspect of the form was emphasised by a hint that shows up in case a
user hovers over the continue button without having made a choice yet (Bravo-Lillo et
al., 2013; Figure 4.2(b)). When the user has expressed a choice, the form signals that
the user is now allowed to continue (i.e., not inhibited anymore; Figure 4.2(c)).

4.2.2 Web application

The website on which the online experiment was conducted, contained the informed
consent letter for participation, the experiment and the questionnaire. The website
and its SQLite database were hosted on Radboud University servers, using the popular
Node.js framework called ‘express’ (OpenJS-Foundation, 2017).

The tech-blog website used the ‘AZ-news’ template from Colorlib (Colorlib, n.d.).
The contents on the template were altered to give the impression of a tech-blog, and the
functionality was minimised to constrain the complexity of the experiment, by removing
all hyperlinks or interactive content other than links to the contact page.

More information about access to the website files can be found in appendix D.
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We value your privacy.

We and our partners use location data and might share it with third parties
In order to be compliant with the European Union's General Data Protection Regulation (GDPR), we
need to ask for your permission. To enable us and our partners to process your location, please

select ‘Agree, else choose 'Disagree’

Drag and Drop

Drag the icon to indicate your choice.

Disagree Agree

Continue

We value your privacy.

We and our partners use location data and might share it with third parties.
In order to be compliant with the European Union's General Data Protection Regulation (GDPR), we
need to ask for your permission. To enable us and our partners to process your location, please

select ‘Agree’, else choose 'Disagree’

Drag and Drop

Drag the icon to indicate your choice.

Disagree Agree

Continue

Please drag and drop to indicate your choice.

(a) The interactor design before interaction

(b) The interactor design after hovering over
the continue button before making a choice

We value your privacy.

We and our partners use location data and might share it with third parties

In order to be compliant with the European Union's General Data Protection Regulation (GDPR), we
need to ask for your permission. To enable us and our partners to process your location, please

select 'Agree’, else choose 'Disagree’

Drag and Drop

Drag the icon to indicate your choice.

Disagree Agree

Continue

Please drag and drop to indicate your choice.

(c) The interactor design after hovering over
the continue button and then making a choice

4.3 Main measurements

20

Figure 4.2: The various stages of interaction with the interactor pattern.

In the following subsections, we cover the tool of the measurements used for our main
analyses. For each of these tools, we analyse the data variance between the five groups
to evaluate whether the different form designs perform (significantly) different. Addi-
tionally, there are some unaddressed factors that could bias the choice of the participant.
It is therefore important that we consider these factors and control our results for them.
Hence, we discuss these and how to measure them at the end of this section.



4.3.1 Deliberation

Deliberation was measured through the DelibeRATE questionnaire (Sivell et al., 2012,
as used by Van Elteren, 2020). The DelibeRATE questionnaire evaluates the deliberation
process of the participant through addressing various aspects of the process, such as
whether the participant understood the options available to them and whether they
knew the advantages and disadvantages of each option. Participants could respond to
using a T-level Likert scale, ranging from ‘Strongly agree’ to ‘Strongly disagree’. The
questionnaire was adjusted to fit the purpose of our study, and can be found in appendix
B. Unfortunately, this questionnaire does not address whether participants actually
took the provided information into account for their choice. Therefore, we introduced
the ConsideRATE scale to evaluate this. The ConsideRATE questionnaire was created
to mirror the DelibeRATE questionnaire, but instead it asks participants whether they,
e.g., considered the available options, instead of whether they knew the available options.
The ConsideRATE questionnaire can be found in appendix C. The results of the two
deliberation questionnaires will be summed and re-scaled, resulting in a single scale
ranging from 0 to 100.

4.3.2 Rational choices

To evaluate the rationality of the choices in each condition, we recorded the option the
participant indicated in the form. As mentioned in section 4.2.1, the rational choice is
defined as disagreeing to the request, whereas the irrational choice is to agree to the
request.

4.3.3 Attention

To answer our third hypothesis on informed consent (Hs), we measure attention. As
we did not have access to direct measurements of attention (e.g., eye-tracking), we opted
for a popular indirect measure for attention, recall, precision and uncertainty (Lindegren
et al., 2021). To compute these values, we asked the participants about five types of
data, and whether they have shared them with the tech-blog. The options were (1) yes,
(2) no, and (3) not sure?.

Precision was measured by the ratio of the number of data items that the participant
correctly indicates as shared or not shared versus the total number of data types listed
(Ronen, Riva, Johnson, & Thompson, 2013). Recall was calculated as the ratio between
the data items the user lists as shared, and the data that was actually shared® (Ronen
et al., 2013). Lastly, Uncertainty was the percentage of personal data items for which
the participant has listed option (3), ‘not sure’ (Lindegren et al., 2021).

“The third option ensures more reliable answers (Lindegren et al., 2021).
3Note that this data was only shared according to the form; we did not record location data.
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4.3.4 Perceived control

Perceived control was measured using the questionnaire from H. Xu (2007), as adapted
by Grassl et al. (2021). This provides a questionnaire that can quantify the amount of
control a user feels over their personal data on a scale of 0 — 100. The questionnaire
consists of 5-level Likert scale questions ranging from ‘None at all’ to ‘Complete control’.

4.3.5 Extraneous variables

As mentioned in the introduction of this section, there are some factors that could bias
the choice of the participants.

First, participants might share their data as they have the impression that it is
required to continue participation in the study, and might otherwise not be allowed to
claim their reward for participation (Van Elteren, 2020; Grassl et al., 2021).

Second, a user can give a standard response for each data request, regardless of its
content. We therefore included a question in the survey about whether the user has a
standard response for data requests.

Lastly, the survey addressed privacy concerns of the participant, as the literature
suggests that this can influence privacy decisions in general. Participants with higher
privacy concerns are less likely to agree than those with lower privacy concerns (Lai &
Hui, 2006, as used in Grassl et al., 2021).

4.4 Exploratory measurements

In this section, we provide an overview of the measurements tool used for the explorative
analyses, following the order of the framework as proposed in chapter 2. Similarly for
the main measurements, we analyse the data variance between the groups for each of
these measurements.

4.4.1 Freely given

To measure the perceived tracking wall, participants are asked whether they knew
all options were allowed, and whether they had the feeling not all options were allowed.
Participants could answer on a 5-level Likert scale, ranging from ‘Strongly agree’ to
‘Strongly disagree’. Similarly, perceived neutrality was assessed by asking whether
the design gave the participant the impression one option was more obvious, or that one
option was easier to continue with than the other option. Participants could respond to
both statements using a 5-level Likert scale, ranging from ‘Strongly agree’ to ‘Strongly
disagree’.

Lastly, we alternatively and exploratively measure control by asking the participants
whether they had the feeling they could decide for themselves, and whether they had
the feeling the website was trying to persuade them to share their data. This alternative
measure was introduced to gain insights in aspects of control and possibly offer directions
for future research on control.
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4.4.2 Informed

We exploratively measure user attention by asking whether the participant correctly re-
members what option they selected in the form. Each participant was also asked whether
they regret their choice (Machuletz & Bohme, 2019). We then asked participants what
the reason was behind their choice. Finally, we explore informed consent by measuring
whether the participant read the policy information.

4.4.3 Unambiguous

To address Perceived clarity, the participants were asked two 5-level Likert scale
questions on whether the location request gave them clear information on what personal
data was requested, and what actions were available to them.

4.4.4 Readable and accessible

The visibility of the location request was measured using a 5-level Likert-scale ques-
tion on whether the location request was clearly distinguishable from the other website
contents.

Efficiency of the consent forms was measured through the perceived effort and time
it took the participants to fill in the consent form, using 5-level Likert-scale questions
ranging from ‘too much effort’ to ‘too little effort’, with the middle option indicating ‘an
OK amount of effort’ (identical phrasing for ‘time’).

Lastly, satisfaction was measured by gathering the subjective opinions on the per-
ceived usability of the consent form using the popular System Usability Scale (SUS)
(Brooke, 1996, as used in Karegar et al., 2020 and Lindegren et al., 2021).

4.5 Participants

A total of N = 216 participants were recruited for our main experiment through Prolific
Academic®. The sample size of this study was determined using the G-Power tool®, which
landed on 196 participants, which we increased by 10% (20 participants) to compensate
for unusable dataS.

The inclusion criteria for participation in this experiment were an approval rate of
80 — 100 on Prolific Academic’, a current living location in the United Kingdom (to
minimise possible noise by cultural differences, as used in Grassl et al., 2021), and an
age between 18 and 65 years. Lastly, participation was only possible through a laptop
or desktop computer.

4Prolific Academic is a crowd-sourcing platform where researchers can conduct online experiments.

®Components for computation: a medium effect size f = .25, an a error probability of .05 and power
of .8, using 5 experimental conditions.

5This number is based on results of Grassl et al. (2021), who used a similar experimental design.

A user’s approval rate on Prolific Academic stands for the ratio between the number of experiments in
which their participation was approved, i.e. they participated seriously, versus the number of experiments
they participated in.
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Participation was estimated to take around 10 minutes, and the participants were
rewarded £1.25 (£7.50/h). We excluded participants who did not manage to finish the
study because of technical problems.

For analysis, we did not use the data from the participants who indicated that not
all materials were correctly displayed (6), or that took less than 4 minutes or more than
30 minutes for the task (11).

The remaining sample population (N = 199 > 196) had an average age of 33.41
(SD = 12.0), of which of 127 people identified as females (63.8 percent) and 72 males
(35.7 percent). The rest of the population identified as another gender or preferred not
to share this information.
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Chapter 5

Results

In this chapter, we report the experimental results; first the main results, followed by the
explorative results. This chapter only features graphical representations for the main
results. A collection of all figures can be found in appendix E.

Prior to our analyses, we investigated whether the established demographic and ex-
traneous variables are confounded with the various dependent variables or unevenly
distributed among all conditions. For none of these factors a significant effect nor im-
balance between experimental conditions was found, apart from the ‘standard response
to consent forms’ factor, for which the Chi-square test indicated that there was a signifi-
cant imbalance between the conditions®'. Therefore, we will also control for this in cases
where the dependent variable is ‘consent choice’ to take this bias into account.

Furthermore, we found that the privacy concern scores had a mean of 11.93 (SD =
4.16), and that the experimental bias had a mean of 1.79 (SD = 1.44). Lastly, 44.7% of
the participants indicated to usually agree to consent requests, 18.1% usually disagreed,
15.6% always agreed, and 12.1% indicated to have no standard response. The remaining
participants said to always disagree to such requests.

Lastly, as mentioned in section 4.3, our goal for each measure was to analyse the
variance between the five groups to evaluate whether there exists a difference between
any groups. However, we often could not use an analysis of variance (ANOVA) as most
of our data violated the assumption of normal variance. Instead, we used the non-
parametric Kruskal-Wallis test in those cases to evaluate differences between groups,
which does accept our data.

5.1 Main results

5.1.1 Deliberation

An analysis of variance (ANOVA) test evaluated the deliberation scores per condition
and concluded that there is no significant difference between groups, F' = 1.305,p = .27.

'Two conditions had a disproportionate number of participants who indicated to ‘usually disagree’
to consent requests.
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Consequently, we cannot accept Hy. An overview of the mean and standard deviation
of the deliberation scores per condition can be found in figure 5.1.

Deliberation score per condition

=== Mo deliberation

=== [neutral}
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1
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Neutral mirrored ——
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Figure 5.1: Deliberation scores per condition

5.1.2 Rational choiceslw

Regarding Ho, we found through a Kruskal-Wallis test that the distribution of choices
in the data requests did not significantly differ for any condition, H = 4.21,p = .38.
We additionally checked whether this result changed when accounting for the standard
response of the participants, however this was not the case. Hence, we did not find the
evidence to support our Ho. In figure 5.2 the distribution of choices per condition are
displayed, from which it can be inferred that roughly 1 in 6 participants disagreed to
the consent request. This ratio is slightly different in the regular non-nudging condition,
where roughly 1 in 4 participants disagreed to the request.

Condition = Bright ~ Condition = Neutral mirrored  Condition = Neutral Condition = Dark Condition = Interactor

Agree Disagree
choice

Figure 5.2: Choices in the data requests per condition

5.1.3 Attention

Attention was measured through three components: precision (mean = 71.3%,SD =
23.8), recall (mean = 29.1%, SD = 45.6) and uncertainty (mean = 16%, SD = 25.2). For
none of these components a significant difference between conditions was found through
the Kruskal-Wallis test. This leaves us with insufficient evidence to support Hs. As
visualised in figure 5.1.3, the mirrored non-nudging and interactor pattern showed the
highest recall values. Another interesting observation is that the uncertainty is slightly
lower in the non-nudging conditions compared to the others.
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Figure 5.3: Attention scores per condition

5.1.4 Perceived control

For Hy we were interested in the perceived control of the participants. Using a
Kruskal-Wallis test, we found that there is no significant difference of perceived control
values between the groups, H = 7.963, p = .093. As can be inferred from figure 5.4, the
interactor pattern showed the highest level of perceived control (mean = 44.64,SD =
25.41), especially compared to the nudging patterns. However, as this is not a significant
effect, we did not find sufficient support to accept Hy.
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Figure 5.4: Perceived control scores per condition

5.2 Exploratory results

5.2.1 Freely given

The perceived tracking wall measurement is split up into two separate statements.
For the first one, “I knew that all options were allowed”, the Kruskal-Wallis test indicated
that there is no significant difference between any groups, H = 7.56,p = .11. The mean
score for this statement was 2.96 (SD = 1.99). Similarly, for the second statement, “I had
the feeling that not all options were allowed”, the Kruskal-Wallis test found no significant
difference between any groups, H = 5.34, p = .25, with a mean of 2.84 (SD = 1.93).
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A significant difference between the groups was found for the perceived neutrality
measure using the Kruskal-Wallis test, H = 19.203,p < .001. From a two-sided Mann-
Whitney U-test, it follows that the interactor pattern (mean = 3.51,SD = 2.0) was
significantly more neutral than both nudging patterns. Using the same test, it was
found that both non-nudging patterns and the interactor pattern were perceived as
significantly more neutral than the dark pattern (mean = 1.63,SD = 1.49).

As an alternative measure for perceived control, we asked the participants whether
they had the feeling they could decide for themselves. The Kruskal-Wallis test indicated
that there is no significant difference between any groups, H = .885,p = .93. The mean
response to this question was 2.14 (SD = 1.31).

We used “I had the feeling the website tried to get me to share my location” as
an alternative statement to gauge perceived control. Again, the Kruskal-Wallis test
showed that there is no significant difference between any groups, H = 8.05,p = .09.
Interestingly, the interactor and mirrored non-nudging pattern showed relatively low
values for this statement, in comparison to the dark pattern.

5.2.2 Informed

We exploratively measured attention by asking if the participant remembered what
choice they expressed in the form. No significant difference between any groups was
found using the Kruskal-Wallis test, H = 7.05,p = .13. 86.4% of the participants
correctly recalled their choice.

Moreover, we evaluated whether the participants regretted their choice. We found
using a Kruskal-Wallis test that there was no significant difference of regret between
groups, H = 6.13,p = .19.

Furthermore, we evaluated the reasons that the participants indicated for making
their choice. We performed a qualitative analysis using affinity diagramming?. The
participants had the option to indicate ‘no reason’, ‘prefer not to say’ or to indicate
their own reason. Of the 199 participants, 36.2% indicated to have no reason for their
choice, and 4.5% preferred not to say. Common themes that emerged from reasons of
participants who agreed to share their location were ‘Habit’, ‘Did not read’, ‘Consent
wall’; and ‘To continue’, whereas the most common theme for those who did not share
was ‘Privacy’. All the themes that emerged from the reasons provided by the participants
can be found in appendix F, together with example reasons per theme.

Lastly, we asked the participants whether they read the privacy policy in the data
request. We found a significant difference between the groups using a Kruskal-Wallis test,
H = 18.77,p < .001. The Mann-Whitney U-test revealed that the interactor pattern
(mean = 1.19,SD = 0.71) significantly differed from the other patterns. Moreover,
the mirrored non-nudging condition differed significantly from the regular non-nudging
condition, U = 587.0,p = .04.

2See ASQ (n.d.) for an explanation of the process.
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5.2.3 Unambiguous

For perceived clarity, we asked the participants whether the data request gave them
clear information on what data was being requested, and what actions were available to
them. Between none of the groups a significant difference was found using the Kruskal-
Wallis test, H = 2.44,p = .66. The mean perceived clarity of the data requests was 5.63
(SD = 2.6).

5.2.4 Readable and accessible

Participants evaluated the visibility of the data request by indicating how distinguish-
able it was from the other website contents on a scale of 0 to 4. No significant difference
was found between groups through the Kruskal-Wallis test, H = 6.08,p = .19. The
mean visibility was 3.0 (SD = 1.0).

We found a significant difference between groups regarding the efficiency of the data
requests using a Kruskal-Wallis test, H = 15.9,p = .003. Using a Mann-Whitney U-
test, we discovered that the interactor pattern (mean = 4.64, SD = 1.69) was significantly
more efficient than the other patterns. The bright pattern (mean = 6.51,SD = 2.19) was
significantly less efficient than the other patterns. The other groups did not significantly
differ from each other, and had a mean of 5.93 (SD = 2.36).

Regarding satisfaction, we did not find a significant difference per group using the
Kruskal-Wallis test, H = 3.26, p = .52. The mean satisfaction was 43.5 (SD = 8.1).

Lastly, we measured the time it took for each participant to fill in the consent form.
The time per form design differed significantly, as assessed by the Kruskal-Wallis test,
H = 67.6,p < .001. A Mann-Whitney U-test revealed that the interactor condition
differed significantly from all other conditions. Participants took on average 27.9 seconds
to fill in the interactor form (SD = 29.8), whereas this was on average 10.3 seconds
(SD = 11.1) for the other patterns.
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Chapter 6

Discussion

We have criticised the use of a nudges towards choice options in data sharing requests,
claimed that such nudging in this context can be unethical and unlawful, and proposed
an alternative design implementation of an alternative policy. We have then tested
this design against two nudging patterns (bright and dark), as well as two non-nudging
patterns (one where the possible choices were ordered according to design conventions,
and design where these were mirrored). We have evaluated the performance of each of
these designs using our proposed translation of legal requirements to empirical measures
(table 2.5), as this framework indicates how well a design performs in obtaining lawful
consent in practice. We then specifically focused on the informed consent and control
part of this framework, as these were found to be insufficient in the currently employed
(nudging) patterns. The other elements of the framework were exploratively measured
to identify general lawfulness of the designs and potential weaknesses that could be
addressed in future research.

In this chapter, we discuss the implications of the results as listed in the previous
chapter. We first discuss the main results, i.e., those regarding informed consent and
control, and then cover the exploratory results. Thereafter, we cover the limitations of
our research. Next chapter, we provide a broad interdisciplinary overview of suggestions
for future work and afterwards we close off with the overall conclusion of this thesis.

6.1 Main results

The following four subsections will discuss the results regarding informed consent and
control, following the order from our hypotheses as in section 3.5.

6.1.1 Deliberation

Our first hypothesis (H;) says that participants would show higher levels of deliberation
using the interactor pattern, compared to the other patterns, because it employs friction
and can therefore help users switch to deliberative thinking. However, just like in Grassl

30



et al. (2021), we observed similar levels of deliberation in all conditions. There are
multiple possible explanations for equal deliberative levels through all conditions.

First, it is known that people in general lack the relevant knowledge to make mean-
ingful decisions about data requests (McDonald & Cranor, 2010). Hence, it is likely that
users still use known heuristics to respond to the request (Gigerenzer & Gaissmaier,
2011; Pinder et al., 2018).

Second, the timing of the request could have had a major impact on the user’s
deliberation process. As we intentionally designed the location request on our website
to pop up before the user entered the website, some participants indicated they had
confused it with a cookie request due to the similar timing of the request and acted
on that information. Thus, they potentially did not realise we requested their location,
changing the entire deliberative process!.

Lastly, the content, and especially the framing of the request (i.e. the phrasing of
the request) could have influenced the subjective perception of the privacy risks. This
subjective perception has been found to dominate privacy decision making, letting people
make decisions that could very well not line up with their intentions nor the objective
privacy risks (Adjerid, Peer, & Acquisti, 2016). Considering this, it is not surprising
deliberative levels were equal as the framing was equal in all conditions.

6.1.2 Rational choices

For Hy, we hypothesised that participants would make more rational choices using the
interactor pattern, compared to the other patterns. This hypothesis was based on privacy
calculus theory, which says users make rational choices their privacy by weighing the
costs and benefits of each option (Laufer & Wolfe, 1977). Our experiment was designed
such that the disagree option would outweigh the agree option (see section 4.1). Hence,
in case a participant rationally reviewed our consent request, they would disagree to the
request according to privacy calculus theory.

The results, however, show that the majority of our participants still agreed to the
data request regardless of their experimental condition. This is especially surprising
given the empirical evidence that, e.g., a reverse nudge in the interface design could
heavily influence consent choices of users (Grassl et al., 2021), or that friction in design
helps the user switch to a more rational process (Iacovides et al., 2015; Cox et al., 2016).
Below, we list possible explanations for these results.

First of all, one could argue the explanation of the deliberation results also hold here,
because the deliberative scores were equal among groups and could thus potentially have
resulted in the same choices. However, as we did not analyse whether deliberation is a
mediator of the decision, we cannot support this argument with empirical evidence.

Second, the results could be due to ‘effect survival’ (Hertwig & Griine-Yanoff, 2017).
Users might be habituated to agreeing by being exposed to consent requests or potentially
take-it-or-leave-it choices on a daily basis. As we used a location request stimulus similar

nteresting to note, however, is that location data is often requested in the same request as tracker
cookies.
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to cookie requests for ecological validity, this could have generalised the habituation to
these requests (Amran et al., 2018), and let the user agree to the request even if ‘disagree’
was aesthetically enhanced (the bright condition; Grassl et al., 2021).

Third, it could be the case that users tried to make a rational decision, but ignored
the future costs as they were too focused on the present (myopia). This bias can result
in users consenting to gain immediate access to a service, even if this is not in line with
their intentions (Zuiderveen Borgesius, 2014).

Fourth, one could argue that agreeing to the location request can be viewed as
ecologically rational, and thus claim that the majority of our participants have made
the rational choice. Ecological rationality refers to the idea that users rationally choose
the best strategy for a problem given their goals (Gigerenzer & Gaissmaier, 2011). In
this case, as privacy is user’s secondary goal (Karegar et al., 2020), it is ecologically
rational to agree to the request; the user then won’t have to read nor reflect, and gets
immediate access to their goal. Disagreeing to the request would then be ecologically
irrational as users know there exists a risk that they do not get immediate access, thus
potentially costing more time.

Though not significant, relatively more participants disagreed to the location request
in the regular non-nudging condition than in any other condition. Although a likely
explanation for this finding is that it is accidental, it could also be that because of the
intuitive button order, the user is able to choose for themselves and makes a rational
decision more often. Yet, as this difference is not significant, we have insufficient evidence
to support that idea.

6.1.3 Attention

Our third hypothesis (Hs) says that participants would show higher levels of attention
using the interactor pattern, compared to the other patterns. This was based on the
suggestion that with interactors participants show higher recall values as there is now no
habituated behaviour (Lindegren et al., 2021; Pettersson et al., 2005), as well as more
interaction (Q. Xu & Sundar, 2016). However, contrary to these findings, we found no
difference in any of the attention measurements between the conditions.

Arguably the most surprising results are the equal recall levels, which imply that the
participants recalled equally well whether they shared their location or not, regardless
of their condition. This is especially surprising in case of the interactor condition, where
users interacted with a location icon to express their decision. Still, only roughly 40%
of the participants in that condition correctly recalled whether they shared it.

A possible explanation for this result is that users did not associate the pin icon with
their location. Moreover, the drop locations were labelled ‘agree’ and ‘do not agree’,
instead of ‘share’ and ‘do not share’, for consistency with other patterns. However,
these two aspects of the design could have lead to users not knowing what the purpose
of the interactor interface was.

Lastly, the user could have confused the request with a cookie request due to its
timing, and therefore not remembered that the request was regarding their location
only.
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6.1.4 Perceived control

Hy, our fourth and final hypothesis, says that participants would show higher levels of
control using the interactor pattern, compared to the other patterns. The idea of our
interactor pattern is to offer some ‘physical’ object for the user to express their choice
with, as means of control. Unfortunately, we have not been able to show a significant
difference between the groups. So, contrary to our hypothesis, this forms evidence for
the idea that interactors do not offer more control, and therefore do not enable more
agency in the user (Terpstra et al., 2019). Moreover, similar to Grassl et al. (2021), we
did not find the design nudges to make people perceive less control over their personal
data compared to a non-nudging pattern.

Interestingly, there exists a notable difference between the control levels of the in-
teractor group and other groups in figure 5.4. It therefore remains possible that this
difference is not due to random variances in the data, but because of an effect that we
have not been able to show in our research.

Still, the possibility exists that there is no difference in the perceived control per
condition. A possible explanation for that participants could have experienced similar
levels of control, is that they were offered the same two choices in each condition, without
the option to customise their preferences. Thus, though the controls in the interactor
condition are more explicit, this could have given the user no additional feelings of
control.

6.2 Exploratory results

In the following section, we discuss our explorative findings in the order of the proposed
framework in section 2, table 2.5.

6.2.1 Freely given

A high level of perceived wall could let users perceive the data request as a take-it-or-
leave-it choice, hence rendering the obtained consent not freely given. Our participants
therefore evaluated the degree of whether they had the feeling that not all options were
allowed, as well as the degree of knowing all options were allowed. In either case, the
results did not differ significantly per design and all floated around the middle-point
of the scale. Given the low deliberation scores, this could suggest that the majority of
the participants did not consciously perceive a tracking wall and did not take this into
account for their ultimate decision.

Next, the interactor pattern outperformed both nudging patterns in perceived neu-
trality, which is not surprising. Another interesting finding, is that the non-nudging
patterns were perceived as more neutral than the dark pattern. Most notably, though,
is that the neutrality scores of all patterns are low. This could potentially be attributed
to ‘effect survival’ of the popular dark pattern ‘obstruction’ (Hertwig & Griine-Yanoff,
2017), which makes agreeing easier than disagreeing by, e.g., hiding the disagree option
in a separate menu (Fansher, Chivukula, & Gray, 2018). In case users are conditioned
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to confronting this pattern, they could have associated disagreeing with the risk of more
required actions, hence potentially costing more time.

The final measurements in this category are the alternative measures of control. First,
we measured whether the participant had the feeling they could choose for themselves,
to which the participants generally did not agree nor disagree. This result could support
the idea that our finding of seemingly higher control levels in the interactor design were
due to chance. The second statement asked the participant whether they had the feeling
the website tried to get them to share their location. Overall, the users had the feeling
that this was indeed the case. The patterns using friction (interactor and mirrored
non-nudging) perform better than the other patterns, the difference is not significant.
Interestingly, bright patterns are also perceived to try to get the user to share their
location. This finding too, however, can be explained by ‘effect survival’ (Hertwig &
Griine-Yanoff, 2017).

6.2.2 Informed

In section 4.2.1, we mentioned the explorative question of whether a button placement
order in the non-nudging patterns would influence the user’s choices. As can be inferred
from section 6.1.2, the choice pattern did not differ between the non-nudging groups.
Therefore we find insufficient evidence to claim that choices are affected by placement
order — as sometimes suggested in the literature (Grassl et al., 2021; Van Elteren, 2020).
Additionally, we mentioned the explorative question whether the mirrored button order
causes sufficient friction to switch to more deliberate response. This also seems to not
be the case.

Participants generally correctly recalled the choice they indicated in the location,
and this did not differ per group. Considering our main attention analyses, we see that
participants often knew what choice they indicated in the form, but not what it entailed.
This points to a general lack of attention to the data request.

After the deliberation questionnaire, we asked the participants whether they re-
gretted their choice. Interestingly enough, by far most regret scores tended towards
not regretting. This even happened in the dark pattern condition, contradictory to
the findings of Machuletz and Béhme (2019). These results could potentially support
the previously posed explanation regarding ecological rationality or myopia (see section
6.1.2), as the participants apparently intentionally chose to agree.

Moreover, the participants were asked what their reason was to agree or disagree to
the request. Though the largest group admitted to have no reason behind their choice,
we were able to process 118 reasons in qualitative analysis. From this analysis, popular
responses in case participants agreed to the request were, e.g., “habit” and “did not
read”, whereas the participants who disagreed indicated “privacy” most often. On the
basis of these results, one could argue that those who disagreed prioritise their privacy
more than those who agreed, as reasons for agreeing are more often based on reflexes
and careless behaviour with respect to ones privacy.

Lastly, we measured the amount of policy information read per condition. Unsurpris-
ingly, the policy information is read slightly more in the interactor condition, most likely
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because of a novelty effect. Yet, given the results of the main attention analyses, it can
be concluded that the participants in the interactor condition still did not sufficiently
read the policy information, as they often did not recall sharing their location. This is in
line with findings of Karegar et al. (2020), where interactors drew user’s attention away
from the policy information.

6.2.3 Unambiguous

The perceived clarity did not differ per condition. This is unsurprising, as the request
contined the same framing per condition. All of the patterns score slightly above average,
but there seems to be a lot of room for improvement.

6.2.4 Readable and accessible

Similarly to perceived clarity, the visibility of the request does not differ per condition.
This is most likely also because the patterns only differed with respect to their controls,
and contained the same styling to distinguish them from the website. Generally, the
participants found the pop-up to be distinguishable from the website contents.

The efficiency significantly differs per group. Most efficient as rated by the partic-
ipants is the interactor pattern, which is surprising given that it takes more time and
effort to express a choice. This can be explained by that ones appreciation of a design
might increase when one understands the reason behind it (Distler et al., 2020; Mejtoft
et al., 2019; Cox et al., 2016). Interestingly, the bright pattern is deemed as least effi-
cient, which can be explained by that most of its users had to spend more effort finding
the agree option as it was purposely aesthetically inferior.

In line with Karegar et al. (2020), we found that the satisfaction levels of the forms
did not differ between between the five used designs. The satisfaction scores are very
low in general, which is most likely due to users not liking data request pop-ups.

Finally, we measured time taken by participants to fill in the consent form. The only
condition that cost significantly more time than the others was the interactor condition.
This is not surprising, as interactors require more effort from the user and people need
more time to perform the required action. Moreover, the participants in the interactor
condition also indicated to have read more of the policy information, which also takes
up time. Interestingly, the nudging patterns took a similar amount of time as the non-
nudging patterns. Considering the results of our deliberation analysis, this finding can
be attributed to the finding that participants using these four patterns all showed equal
deliberative levels.

6.3 Intermediate conclusion

We found insufficient evidence for our hypotheses proposed in section 3.5, therefore we
reject all four.

In theory, the interactor pattern is a promising candidate for a more reflective pattern
that sticks closer to the legal requirements of consent. However, our results have illus-
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trated that they produce similar outputs to the other patterns. Without evidence that
interactor patterns enhance control and informed consent, their practical use would be
an extra burden on users given that they take significantly more time to fill in. However,
this does not rule out future use of interactor patterns. These patterns might still work
to delay the user for very important decisions, as users confronted with these patterns do
read more policy information. In case of very brief and clear policy information, these
extra seconds could still help the user make an informed decision.

More generally, our results support the idea of Gray et al. (2020) that the definition
of consent has placed a large cognitive burden on the user. Given the frequency of data
requests, it is no surprise that most of our participants agreed to the request with little
deliberation, regardless of the design pattern. Our results illustrate that users prefer to
agree to these requests so they know they can immediately continue to the website to
pursue their goals (see section 6.1.2). As this seemingly automatic accepting behaviour
surfaced in all five patterns, we show that simply getting rid of dark patterns as proposed
by Pandit et al. (2021) is not sufficient. Instead, we propose that future research should
focus on how the burden on the user could be reduced as much as possible, without
reducing informed consent and meaningful controls.

The most promising concept to reduce the consent-burden on the users is the use of
global defaults, as discussed in 1.3. In such a global defaults system, users can establish
their privacy preferences through reflective patterns that can guarantee informed con-
sent, and websites have to respect these preferences. Users can then make case-specific
exceptions to their preferences through their browser. However, the decisions that can-
not be predefined through such a system, i.e., those who need serious considerations,
should then still be made on a case-specific basis on the website by the users themselves.
Future research should therefore focus on what decisions cannot be captured in such a
global system.

Still, in case a decision needs to be made — whether it be setting a global default
or making a case-specific decision — it is essential that a reflective pattern is used that
can guarantee an informed decision.

However, before global defaults are introduced and reflective patterns are estab-
lished, websites still need to use some consent form design. Considering that our results
indicate that all patterns output similar “informed” consent and controls, we currently
recommend the use of bright patterns for consent requests. As they employ a nudging
strategy, bright patterns are more efficient than interactor patterns, thus minimising the
cognitive load on the user. Additionally, they are more protective in nature as they
stimulate privacy-friendly decisions and data minimisation, two important values in the
GDPR.

Lastly, it is important to note that these results also have many implications towards
digital decision environments in general. Knowledge from research on digital consent
could be used in applications containing sign-up forms, subscriptions or possibly even
e-voting, to help users make informed and deliberate decisions.
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6.4 Limitations

The first limitation to our research is the reliability explorative results, as we obtained
these through unverified questionnaires. Though their results give pointers for interest-
ing future research, their (in-)significance cannot accurately be assessed without such
questionnaires.

Then, due to the specific order we presented the various questionnaires, the partic-
ipants might have showed a bias towards the patterns involving friction. It has been
illustrated before that ones appreciation of a design might increase when one under-
stands the reason behind it (Distler et al., 2020; Mejtoft et al., 2019; Cox et al., 2016),
and through the questionnaire the participants might have learned why they experienced
some friction and thus answered the questions more positively.

Another flaw in the experimental setup is that participation was not possible through
mobile devices. Our results do thus not generalise towards users on these devices, until
there is evidence that suggests that mobile users show the behaviour as desktop users.

Moreover, it is questionable whether an indirect measure of neutrality such as per-
ceived neutrality can accurately evaluate the neutrality of a design, especially considering
the dual system theory (Kahneman, 2013). According to this theory, there are many
unconscious processes that influence decisions, and asking whether the participant con-
sciously feels nudged is therefore not a good representation of all the processes that
contribute to the final decision. Our results for perceived neutrality should therefore not
be interpreted as the overall neutrality of the design.

Lastly, it is difficult to reliably measure time during online experiments without the
participants being aware of it. As a consequence, our time measure is prone to differences
in internet speed and therefore not entirely reliable.
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Chapter 7

Interdisciplinary implications and
further research

Earlier in this thesis, we addressed the interdisciplinary nature of the problems with
acquiring lawful consent (section 2.5). For this problem, the key disciplines of which in-
sights need to be taken into account are user experience design, ethics, law and behaviour
sciences, as also suggested by Gray et al. (2020). Omitting one of these perspectives can
make designs and consent obtained through them unusable, unethical, unlawful, or out-
put unforeseen human behaviour, respectively. The suggested interdisciplinary dialogue
could reveal best practices from each discipline to educate the involved researchers as
well as next generation researchers (Gray et al., 2020).

In the following sections, we cover suggestions for future work per involved core disci-
pline. Ideally, however, future research takes place in the form of collaboration between
the four relevant disciplines to continuously consider all perspectives. Yet, the various
issues can be tackled by one discipline individually, through including previous findings
from other disciplines and preferably reflecting on the interdisciplinary implications of
the findings.

7.1 User Experience

To create a smooth and user-friendly application, a user experience (UX) designer needs
to know what design patterns to use and when to use them. In the following section,
we provide an overview of possible research directions for UX researchers to investigate,
aiding UX designers in their work.

7.1.1 Educative patterns

Our results show that users show generally low levels of deliberation. A possible ex-
planation is that the user is simply not aware of what the options mean, and is unable
to learn this on their own. To aid the learning process, a UX designer could consider
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using an educative pattern. An educative pattern bridges between a nudging and boost-
ing strategy, in that it boosts people’s knowledge, achieved through a nudge (e.g., a
reminder; Sunstein, 2016). However, this is only effective in case a user is motivated to
change their behaviour or learn about the meaning of the choice options (Sunstein, 2016;
Pinder et al., 2018). UX researchers could investigate the usability of such educative
nudges in this context, and how exactly they can motivate users to boost their privacy
knowledge, for possibly better future deliberation.

7.1.2 Familiarity with interactivity

In our explorative analysis, we found that policy information was more often read in com-
bination with the interactor pattern. However, this is contrary to earlier findings, which
say that such interactivity compromises processing of non-interactive content (Karegar
et al., 2020; Q. Xu & Sundar, 2016). As this could be due to participants being unfamil-
iar with the design pattern and therefore trying to understand how they could continue,
it would be useful to test whether this policy information is still read relatively more
often when participants are confronted with the request at a typical exposure frequency
(Bravo-Lillo et al., 2014; Lindegren et al., 2021).

7.1.3 Adoption

Researchers have stated before that it does not seem plausible that companies would
implement privacy-friendly nudges (Grassl et al., 2021). Moreover, as UX design is
usually about designing the product experience to be as smooth as possible (Cox et
al., 2016), it might also be the case that firms prefer not to have friction in their UX.
However, even though a data request can cause a temporary moment of negative UX,
a carefully designed request does not affect, and could potentially improve the overall
satisfaction with the website (Distler et al., 2020; Mejtoft et al., 2019; Cox et al., 2016).
UX researchers could investigate the likelihood of adoption of patterns that use friction,
and for what kind of services they are most applicable.

7.1.4 Trust

Moreover, when a firm systematically acquires unlawful consent, through, e.g., offer-
ing a take-it-or-leave-it choice, they may face financial fines and lose customers’ trust
(Lindegren et al., 2021). It is therefore also in a firm’s best interest to acquire lawful
consent, or possibly even strive for better privacy of their users, like Apple is doing cur-
rently (Apple, n.d.). An interesting research direction would be to investigate how one
could a design privacy-friendly service or consent form that evokes feelings of trust, and
how this affects user’s choices. For instance, a confirmation message could be displayed
after the user’s choice was made to communicate that their choice is being respected, to
evoke feelings of trust in the user (Habib et al., 2020).
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7.1.5 Cognitive overload

In the literature, it has often been argued that human attention is limited (Simon,
1957), and that too many requests can overwhelm users (Zuiderveen Borgesius, 2014).
The GDPR has forced an explicit decision on parts of life that should automatically be
protected or handled. Though the concept of informed decisions is legally justified, our
results illustrate that the definition of consent as legislated in the GDPR has worked
counter-productively on human cognition. Unfortunately, it seems that the overload of
data requests has created an association between privacy and loss of time and unnec-
essary complications. The aim should therefore be to use human attention sparingly
(Grassl et al., 2021), and Forget et al. (2016) even proposed to frame options with
disengaged users in mind.

Still, such framing does not reduce the frequency of data requests. In section 1.3, we
have discussed potential strategy to handle consent requests globally and thus reduce the
frequency, however, some privacy decisions will still have to be made by the individual
themselves as an informed choice is necessary (Bravo-Lillo et al., 2013; Terpstra et al.,
2021). Hence, an essential question to be answered is “When do users want to make a
decision themselves?” (Terpstra et al., 2021). In that case, we need a reflective pattern
(Terpstra et al., 2021), that can guarantee informed consent. Yet, it is to be investigated
whether these reflective patterns result in possible cognitive overload.

7.2 Law

As discussed in section 3.1, boosting strategies aim to boost the user’s deliberative
capacities, empowering them. Still, empowering the user more will not suffice to protect
privacy; the law should also protect the user. However, taking away all privacy choices
from the user is also disproportionately paternalistic, and it seems infeasible to legislate
all data processing activities in advance. Privacy self-management as currently enforced
by the GDPR seems like the best system, but policy makers could enhance the protection
of the user in this system. In that case, even if a user consents to every request, the
users should still be reasonably protected (Zuiderveen Borgesius, 2014). Below, we cover
some topics that policy makers could address.

7.2.1 Setting design guidelines

It seems infeasible to create an exhaustive list of what design practices are unlawful a
priori (Gray et al., 2020). Yet, policy makers should consider providing clear require-
ments or guidance for how consent can be obtained (Utz, Degeling, Fahl, Schaub, &
Holz, 2019), or how privacy policies should be framed (Samat & Acquisti, 2017). Some
regulators offered classifications of unfriendly privacy practices, but there has not been
a qualification of which dark patterns are potentially unlawful and which requirements
are violated in that case (Gray et al., 2020).

Policy makers, however, should beware that posing stricter legal requirements for
obtaining consent does not increase the burden on users, as this can weaken the effec-
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tiveness of privacy self-management. Instead, they could consider adding more legitimate
bases for processing (Schermer, Custers, & van der Hof, 2014).

7.2.2 Increasing transparency

Data protection law could aim to reduce the information asymmetry gap by enforcing the
transparency principle more strictly (Zuiderveen Borgesius, 2014). One way to possibly
do this, is to oblige firms to be more transparent how often a user’s data has been used,
and for what purpose. For example, from iOS 13 and onwards, Apple notifies users
when an app has accessed a user’s location a certain amount of times, and offers them
a chance to revoke their consent (Apple, n.d.). Policy makers could investigate possibly
obliging such transparency measures, as these regular reminders could foster reflection
and thus allow users to make more deliberative choices (Terpstra et al., 2019).

7.2.3 Introducing general systems

As discussed in section 1.3, policy makers are discussing a potential general system where
users can express, e.g., cookie preferences that websites have to respect. However, this
system currently does not cover choices that require informed decisions. Although such
a system would reduce the frequency of consent requests, there will likely still be many
requests, e.g., about ones location. The argument that the GDPR puts a burden on
users as consent needs to be informed and unambiguously given (Gray et al., 2020),
would probably still hold.

Alternatively, users could express their preferences for also these data in their browser,
which websites have to respect. As these decisions will then have a large impact on the
user’s privacy, the use of reflective patterns here is essential to guarantee an informed
decision. Then, in case the user wants to make an case-specific exception of their prefer-
ences, this should be easily available within the browser. A unified privacy system could
make controls easier to find, whereas websites currently do not have similar locations
for changing these settings (Habib et al., 2020). Policy makers could investigate the
possibilities of introducing such a general system.

7.2.4 Regulating timing and scope of requests

In section 6.1.1, we discussed the possibility that the timing of the request could have in-
fluenced the deliberative process. Though there currently is no clear empirical evidence
for this, policy makers could investigate possibly regulating the timing of requests. Cur-
rently, a lot of firms seem to ask consent for all relevant data at once, upon entering a
website for the first time. As users are then still unfamiliar with the firm, it might be
hard to reason why to (not) share your data.

As an alternative, the law could oblige companies to ask consent for processing right
before the data needs to be processed, so that the purpose of processing becomes more
apparent to the user. This would also be more in line with the ‘data minimisation’
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and ‘privacy by design’ principles from the GDPR (General Data Protection Regula-
tion, 2018). For example, instead of continuously sharing ones location with Facebook,
Facebook could ask for permission to access your location data right before the user
wants to do something location-related, such as searching for local restaurants or shar-
ing their whereabouts with a friend. This is often referred to as ‘just-in-time consent’,
and hypothesised to reduce factors such as information overload and decision burden
(Vickers, Young-Afat, Ehdaie, & Kim, 2018; Friedman, Howe, & Felten, 2002). Given
that just-in-time consent could reduce some of the earlier addressed problems with pri-
vacy self-management, policy makers should invest regulating the time and scope of data
requests.

7.3 Behaviour science

Notably one of the most important concepts throughout this thesis is the difference
between legal theory and psychological practice. Though, e.g., (rational) privacy self-
management is sensible in theory, human decision making is dominated by subjective
factors (Adjerid et al., 2016), even ones as minor as the formulation or positioning of a
request (Utz et al., 2019). This illustrates the importance of testing human behaviour in
a new proposed legal framework, as legal sufficiency does not immediately imply societal
sufficiency.

In this section, we cover three different issues for future behavioural research on
digital consent.

7.3.1 Mapping possible nudges

Given the inherent subjectivity of human decision making, one could argue that a per-
fectly neutral pattern does not exist (Acquisti et al., 2017). And, even when such a
neutral pattern is found, inherent features such as biomechanical factors in the human
body, e.g., wrist movements, could still possibly bias users towards a left or right option
regardless of their content. However, even in case such a pattern does not exist, it is
good practice striving to create an overview of what possible nudges humans are prone
to, and how much, such that designers can strive for a pattern as neutral as possible.

7.3.2 Cognitive systems underlying deliberation

By measuring the levels of deliberation, we generalised the notion of deliberation, but
an interesting follow-up would be to design for specific type of thinking. For example,
Kember et al. (2000) make a distinction between various levels of thinking. Future
research could investigate how to trigger specific types of thinking, so these can be
designed for more accurately.

Additionally, in the introduction of this section we discussed the possible impact of
framing. Future research could investigate if framing the request as a question instead of
a statement, e.g., “Can we use your location?” versus “We value your privacy.”, evokes
more deliberative processes.
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Lastly, it would be of great value to investigate what information is the most influ-
ential in the privacy decision process. It for instance already has been suggested that
neither financial considerations, technical knowledge nor privacy awareness affected the
paradoxical behaviour that is observed in users — intending to disagree but ending up
agreeing to the request (Barth, de Jong, Junger, Hartel, & Roppelt, 2019); among other
factors, app functionality turned out to outweigh privacy concerns. Perceived privacy
risk has also been proposed as an important factor to dominate privacy decision making
(Adjerid et al., 2016). In sum, investigating human decision processes can reveal how
designs could intentional behaviour.

7.3.3 Striking a balance in offered control

Though with the introduction of interactors we strove to improve the control within
users, it should be noted that more control does not imply better privacy. Users share
more information if they feel they have more control over how they share their personal
information. This so-called control paradox can lead to users disclose more data, and
with higher objective risks (Acquisti, Brandimarte, & Loewenstein, 2012). Future re-
search should investigate what the optimal balance is between control and protection,
so that a design cannot accidentally become less privacy-friendly in practice by offering
more control to a user.

7.4 Ethics

Below, we cover some (meta-)topics that philosophers could address to advance research
on the topic of consent.

7.4.1 Standardising definitions

First, the problem of informed consent greatly depends on the definition of informed
consent. What makes consent informed, and when is it uninformed? Can ones consent
truly be informed if one did not read the full privacy notice? And even then, if one does
not have full contextual knowledge, is ones consent then still informed? Consequently,
how informed is lawful informed consent in practice? Lastly, how much reflection is
sufficient to make an informed decision? Answering these and similar questions will clear
up possible misconceptions of the term ‘informed consent’, and form a great foundation
for future research on the topic. Note that in this discussion too the difference between
theoretical goals and human behaviour in practice should be considered, as otherwise
the newly set standards still won’t be met due to cognitive overload.

7.4.2 Ethics of research on nudging

Second, one could argue that given the fact that we have claimed nudging towards choice
options in privacy decision contexts to be potentially immoral, it is unethical to perform
research and report on it. Subjecting participants to such patterns and illustrating
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the possibilities of them could very well also be argued to be immoral, regardless of our
intentions to research boosting a user’s deliberative capacities when reflecting on privacy
issues. It would definitely be an interesting take on this topic to evaluate the morality of
such research and to possibly propose a new direction, if the current one is determined
to be immoral.

7.4.3 Long-term control

Additionally, the notion of control can be viewed upon from multiple angles. For in-
stance, we evaluated perceived control in various data request designs with respect to
the data participants had just shared — or not. This could be seen as control in the
narrow sense. Control in a broader sense, could relate to the sense of control over ones
digital identity. This means that control in the broader sense continues past the in-
teractions with the interface, but also takes into consideration the long term effects of
these interactions (Tiebosch, 2021). Future research could focus on creating a grounded
definition of control in a broader sense and determine framework to empirically assess
levels of control in user.

7.4.4 Sense of agency

Lastly, it is to note that the topic of control closely relates to the notion of sense of
agency. Sense of agency can be split up into two different components; (1) feeling
of agency, and (2) judgement of agency (Synofzik, Vosgerau, & Newen, 2008). In this
thesis, we have focused on ones conscious judgement of agency, ignoring someones feeling
of agency. Though we tried to consciously, exploratively address these feelings with the
statement “I had the feeling I could decide for myself” to which participants could
express how much they agreed, this remains an indirect measure. Future research could
propose a direct measure of feeling of agency to fully address sense of agency, which
could eventually open doors to more accurate design requirements when designing for
human control.

44



Chapter 8

Conclusion

The goal of this thesis was to design a consent request interface that could offer an
alternative to the currently employed nudging strategies that nudge users to a choice
option, which cannot guarantee lawfully nor ethically obtained consent. Though we did
not succeed in designing an interface that solves the problems with the currently used
nudging patterns, we aided the surfacing of various aspects in the problem space of
reflective patterns and informed consent, as well as digital consent in general. Moreover,
our results support the idea that the current definition of consent puts a large burden on
the user, resulting in cognitive overload and seemingly automatic accepting behaviour.

To solve these problems, the frequency of data requests needs to be minimised
through, e.g., a global defaults system. This would greatly reduce the frequency of
user interaction with data requests. Using global defaults, however, requires intricate
knowledge of what decisions can be predefined and which ones still need serious consider-
ations. We therefore propose to move away from the discussion of what design patterns
are lawfully compliant, and to move the debate towards deciding when users do need to
make informed decisions themselves.

Before the introduction of global privacy settings and reflective patterns, we recom-
mend the use of bright patterns in data requests, as they inherently protect the user the
most by minimising cognitive load as well as their data.
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Appendix A

Consent form designs

We value your privacy.

We and our partners use location data and might share it with third parties
In order to be compliant with the European Union's General Data Protection Regulation (GDPR), we need to
ask for your permission. To enable us and our partners to process your location, please select ‘Agree’, else

choose 'Disagree’.

Agree Disagree

Figure A.1: Bright pattern interface

We value your privacy.

We and our partners use location data and might share it with third parties.
In order to be compliant with the European Union's General Data Protection Regulation (GDPR), we need to
ask for your permission. To enable us and our partners to process your location, please select ‘Agree’, else

choose 'Disagree’.

Disagree Agree

Figure A.2: Dark pattern interface
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We value your privacy.

We and our partners use location data and might share it with third parties.
In order to be compliant with the European Union's General Data Protection Regulation (GDPRY), we need to
ask for your permission. To enable us and our partners to process your location, please select ‘Agree’, else

choose 'Disagree’.

Disagree Agree

Figure A.3: Neutral pattern interface

We value your privacy.

We and our partners use location data and might share it with third parties.
In order to be compliant with the European Union's General Data Protection Regulation (GDPR), we need to
ask for your permission. To enable us and our partners to process your location, please select ‘Agree’, else

choose 'Disagree’.

Agree Disagree

Figure A.4: Mirrored neutral pattern interface

We value your privacy.

We and our partners use location data and might share it with third parties.
In order to be compliant with the European Union's General Data Protection Regulation (GDPR), we need to
ask for your permission. To enable us and our partners to process your location, please select ‘Agree’, else

choose 'Disagree’.

Drag and Drop

Drag the icon to indicate your choice.

Disagree

Continue

Figure A.5: Interactor pattern interface
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Appendix B

DelibeRATE questions

Each question is to be answered with a 7-level Likert scale, ranging from ‘Strongly
disagree’ to ‘Strongly agree’.
When I was confronted with the location request. ..

1. ...I understood the options available to me.
2. ...I knew enough about each option to help me decide.
3. ...I knew about the advantages and disadvantages of each option.

4. ...1 knew how I felt about each option.
5. ...I could imagine what it would feel like to live with each option.

6. ...I could judge which option is better for me.

7. ...I could judge which option is worse for me.
8. ...I feel I have given the options available to me enough thought.
9. ...Even though it may have been difficult, I was able to make a choice.
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Appendix C

ConsideRATE questions

Each question is to be answered with a 7-level Likert scale, ranging from ‘Strongly
disagree’ to ‘Strongly agree’.
When I was confronted with the location request. ..

1. ...I considered the options available to me.

2. ...I used my knowledge about the options to help me decide.

3. ...I considered the advantages and disadvantages of each option.
4. ...I considered how I felt about each option.

5. ...I considered what it would feel like to live with each option.
6. ...I considered which option is better for me.

7. ...I considered which option is worse for me.

8. ...I considered that all options are allowed.

9. ...I chose the option that is best for me.
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Appendix D

Files web application

All files used for our experiment can be accessed at https://gitlab.socsci.ru.nl/
G.Geels/thesis-project. The master branch contains the files for the main experi-
ment, whereas the pilot branch was used for conducting the pilot version. The afore-
mentioned branches also contain a PDF containing an overview of the experimental flow
as experienced by the participants in the experiment.

BREAKING REVOLUTIONARY CONSOLE CONCEPT | Everything we heard about Sony’s rumoured collaboration with Apple is true.

[Z]BitMapper

Mapping out all tech updates.

i g !
il '
HOME | REVIEWS | PRICEWATCH | FORUM | CONTACT f v o -

Improve your drone skills
with these 5 easy tips

Here's everything wé know about the
new DJl drone.

4hours ago

anotherlevel

21 hours ago

Figure D.1: Snippet of the tech-blog website
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Appendix E

Results

E.1 Freely given

'l knew that all options were allowed' per condition

H H 'I had the feeling that not all options were allowed' per condition
] 1 === Strongly agree
Bright 1l —— | Ineutral) ~=-~ Strongly agree \ H
H | Bright { ___ -— 1
1 ===~ Strongly disagree (neutral) ! !
1 T === Strongly disagree 1
Neutral mirrored | —— i 1 i
H H Neutral mirrored ! - !
- i i i i
: : Plos : :
= Neutral 1 —_——— 1 2 i 1
£ 1 1 s Neutral 1 1
8 ! P8 : :
! o ! : | :
Dark H | H Dark ! —a !
1 | 1 1 1 1
! ! ! i i i
Interactor ! o ! Interactor 1 —a— i
; : : : : :
t T T } T T t i T T . T T +
0 1 2 3 4 5 6 [ 1 2 3 4 5 3
Perceived tracking wall 1 Perceived tracking wall 2
(a) Statement 1 (b) Statement 2

Figure E.1: Perceived tracking wall per condition

Perceived Neutrality per condition

1 1
=== Strongly agree
Bright{ | —— ' 9 ag

1 1 === [neutral)
H H === Strongly disagree
1 ] 1
Neutral mirrored { | — H H
1 1 1
5 i ‘ i
= Neutral { | — H |
(=] 1 1 1
1 1
g : H H
1 | '
Dark { | —— 1 |
| 1 1
1 1 1
| ' '
Interactor { | —— H i
| i I
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o 2 4 [ B 10

Perceived Neutrality

Figure E.2: Perceived neutrality scores per condition
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Control per condition

1 1
=== Complete control
Bright{ | —_—— | P
I 1 === [neutral)
H H === None at all
1 1 )
Neutral mirrored { | — | |
1 i i
: | | |
= Meutral { | —— H H
= 1 1 1
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1 ] ]
Darkq | —— ! !
1 1 1
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[} 20 40 2] an 100

Control

Figure E.3: Control scores per condition

Alternative control 1 per condition Alternative control 2 per condition
Strongly agree | | Strongly agree | |
- | 1 - 1 1
——— i ——
Bright] .. ineutraly : Bright] .. {neutral) : :
=== Strongly disagree H === Strongly disagres H H
T i T i i
Neutral mirrored | H Neutral mirrored H | —— |
1 ) ) ) 1
H i H 5 H H i
& Neutral [ —_—— | s Neutral | | —_—— [
2 ' V 2 ] ] V
S | H 3 H H i
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1 1 I | i 1
| | i i | |
Interactar 1 ——— | Interactor | | —— 1
1 1 H H H 1
+ T } T + + T t T +
o 1 2 3 4 0 1 2 3 4
Alternative control 1 Alternative control 2

(a) “I had the feeling I could decide myself.” (b) “I had the feeling the website tried to get
me to share my location.”

Figure E.4: Alternative measures of control per condition

E.2 Informed

Condition = Bright  Condition = Meutral mirrored  Condition = Neutral Condition = Dark Condition = Interactor
30
50
10
o
ree Disagree i i i
chaice

Figure E.5: Choices in the data requests per condition
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Figure E.6: Attention scores per condition

Deliberation scaore per condition
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Figure E.7: Deliberation scores per condition

Correct choice recall per condition

10 A1

0.8 1

0.6 A

0.4 4

Correct cheice recall

0.2 4

0.0~

Condition

Figure E.8: Correct choice recall scores per condition
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E.3

Regret per condition
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Figure E.9: Regret scores per condition
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Figure E.10: Policy information read per condition

U biguous
PerceivedClarity per condition
——- Strengly agree | |
Bright | —— |
=== (neutral) 1 1
=== Strongly disagree H
T 1
Neutral mirrored { | —t—— H
1 i
5 | H
B Neutral { | —_— |
(=] 1 1
S | H
1 1
Dark 7 | —l-.—I !
1 1 1
1 1 1
| 1 1
Interactor { | —e— i
| H I
} T T T T t
o 2 4 [ B 10

Perceived Clarity

Figure E.11: Perceived clarity scores per condition
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E.4 Readable and accessible
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Figure E.12: Visibility scores per condition
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Figure E.13: Efficiency scores per condition
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Figure E.14: Satisfaction scores per condition
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Time spent on form in ms per condition
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Figure E.15: Time spent on consent form per condition

62



Appendix F

Reasons given by participants

Theme Example(s)
Habit “I always choose this option.”
“Just an automatic response.”
. “I don’t want my data to be shared.”
Privacy
“I prefer to only share when really needed.”
Didn’t read “I don’t read those requests usually.”

“I didn’t read it properly.”

“I thought that was the only way to access this website.”
“I thought I had no choice.”

Consent wall

“T b))
. o access the web page.
To continue bag

“To get rid of the pop-up.”

, “ T did not think it would have much impact on my life.”
Don’t care

“I didn’t really care as location requests pop up all the time.”

. . “I feel like it would give me added benefits when I use the site.”
Functionality

“I thought the website would not work otherwise.”

Experimental bias “To gain access to the survey.”

“Thought survey would be terminated.”

Easiest option “It felt like the quickest option to option to move on.”

Table F.1: Overview of the reasons that emerged from our qualitative analysis.
Most participants whose response fell under the ‘Privacy’ category opted for not
sharing their data, whereas the other categories consisted mostly of participants who
agreed on sharing their data.
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