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Abstract

Facial recognition technology (FRT) used for active criminal case investigation has
been deployed by many police agencies around the world . The use of FRT in this context
provides hard evidence as well as economic- and time efficiencies. However, this use of
FRT also has some risks attached to it. This thesis will investigate how these risks might
undermine the democratic legitimacy. Keeping democratic legitimacy is very important
for a regime or government as it means that that regime or government is accepted by the
majority of people falling under that regime or government. If this is not the case, that
regime or government would face deadlock or collapse. Democratic legitimacy has three
different sources: political accountability, voice and due liberation. This thesis will discuss
the risks that FRT used in this context poses to the democratic legitimacy by linking the
risks to the sources of democratic legitimacy. It will then look into Super-Recognizers as
an alternative to the use of FRT in the context of criminal case investigation. The scope
of this thesis is limited to the risks associated with FRT in the context of criminal case
investigation, these risks might not apply to FRT used in other contexts. It also only
mentions risks that can be linked to the three sources of democratic legitimacy.
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Chapter 1

Introduction

Police are constantly looking for new technologies that might help them in their crimi-
nal case investigation. Facial Recognition Technology (FRT) is an example of such new
technology as it can help the police follow and generate leads within an investigation [2].
This is why FRT is now being rapidly introduced in many police authorities around the
world [9].

This large scale use of FRT by different police authorities really calls for extensive re-
search into the benefits and, more importantly, the risks of using FRT within the context
of active criminal case investigation. There already has been quite some research into the
benefits and risks of using FRT in this context [9]. Advocates of the police using FRT are
saying it can help solve more criminal cases and can cut back the time and costs it takes
to solve a case, as it helps to generate and follow leads [2]. Using these technologies for
these purposes however also comes with some costs as it poses the threat to deepen dis-
criminatory policing and can really hurt the relationship between citizens and police [9] [6].

It is also very important to relate the risks posed by using FRT for active criminal case
investigation to certain aspects of a society, such as democratic legitimacy, since it could
potentially threaten the functioning of a society [4]. The main question this thesis will
focus on is if Facial Recognition Technology used for active criminal case investigation
may undermine democratic legitimacy.

To answer this we must first know what FRT exactly is. FRT refers to technology that
is used to distinguish and identify a person’s biometrics [5]. Even though the implemen-
tation of this type of technology varies per institution, the main goals stays the same;
the identification of a specific subset of people. FRT can be used by the police for active
criminal case investigation amongst other applications. It has for example been used to
establish probable cause for the arrest of a suspect of a fight that has been posted on
YouTube, as well as for passport fraud, identity theft cases and many other cases. [10]

We must also find out what democratic legitimacy exactly is and why it is so impor-
tant to analyze possible risks to democratic legitimacy. Democratic legitimacy means
that a regime or government is accepted by the majority of people falling under that
regime or government and that the people follow the rules and decisions of that regime or
government voluntarily and not just compliance by means of power alone [23, chapter 11]
[4]. Democratic legitimacy is very important to protect within a regime or government,
since if there is no democratic legitimacy, that regime or government will face deadlock or
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eventually even collapse. This is why it is very important to analyze the risks that FRT
used for active criminal case investigation may pose to democratic legitimacy.

As previously mentioned, the objective of this thesis is to find out if the use of Facial
Recognition Technology used for active criminal case investigation may undermine demo-
cratic legitimacy. This is thus very necessary to analyze since the police’s use of FRT is
all around the world and could thus pose serious threats to many different governments
and regimes all around the world.

1.1 Overview

To better assess the risks associated with FRT used for active criminal investigation we
must first analyse what FRT exactly entails. To do this, multiple levels of analysis are
introduced for a better separation of concerns. A position paper on analysing the impacts
of facial recognition [7] introduces multiple levels of separation of which several were use-
ful to better understand the use of FRT used for criminal investigation; namely purpose,
means and implementation. The intended purpose justifies the use of the software and
describes the ultimate objective. Next up, the means describes the strategy being used to
achieve the intended purpose; i.e. it explains how FRT works. The implementation then
addresses the existing case uses.

Second, we will look into what democratic legitimacy is exactly and what some of those
important values to preserve democratic legitimacy are.

Third, once we know what the sources are for democratic legitimacy we will look into
the risks that FRT used for criminal investigation poses for these sources and thus ulti-
mately also to democratic legitimacy itself.

Fourth, we can look at an alternative to the use of FRT and see what risks will be
addressed by this alternative.

Last, we will discuss our findings, implication for future research and limitations, conclude
our results and mention our recommendations on the matter.
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Chapter 2

FRT

In this chapter we will explain Facial Recognition Technology (FRT). First, we will dive
into what the intended purpose of using FRT used for criminal case investigation is.
Second, we will dive into the means used to achieve the purpose; i.e. how FRT works.
Third, we will look at some current day implementations of FRT used for criminal case
investigation.

2.1 Intended purpose

Police authorities all around the world are constantly looking for new technologies to
help them in the process of catching and prosecuting criminals [2]. This is also driven
by the public’s expectation to deliver value for their tax money and reduce (labor)costs
along the way. This need for economic efficiencies has driven many new technologies to
be used by a lot of police authorities, amongst which is FRT used for active criminal case
investigation.
The use of FRT also helps the police follow and generate leads [2]. This is again beneficial
from an economic standpoint, since a case can be solved in a shorter amount of time, but
is also a huge benefit to the people involved in the case, such as the victims of the crimes
that get some form of closure sooner or possible suspects that can be ruled out faster.

2.2 Means

The application of FRT for active criminal case investigation is based on identification,
meaning that these applications are used to discover the identity of a person by matching
their faces to faces stored in a database [8].

2.2.1 Software

There are numerous software developed for facial recognition [5]. The software first has
to extract the face(s) out of the footage, it thus has to differentiate faces from the rest of
the background. Once a face is extracted it has to measure the various features. These
features are distinguishable landmarks made up out of peaks and valleys of the face.
Each face has around 80 different landmarks on which the software can be trained, such
as distance between the eyes, width of nose, depth of eye sockets, shape of cheekbones
and length of jaw line. The different landmarks are then stored as numbers that together,

4



called a faceprint, represent the face. The faceprints in the database are then compared
to the new footage for the purpose of identification. This method can be combined with
surface texture analysis, which as the name suggests also analyses the different textures
in the face, for even better accuracy. The employment of these technologies can be done
through various means, such as body cameras worn by police, closed-circuit television,
smart glasses, drones, et cetera [6].

2.2.2 Database

The collecting of images varies per company [19]. Historically, the database used by law
enforcement agencies consisted of government-stored images, such as mugshots and driver-
license photos. These images can be added to or removed from the data base according
to laws set by the country [12].

However, there is also a more intrusive way of collecting images called ‘data scraping’
[19]. Data scraping is done by a software that will search multiple sites on the internet,
such as employment-, news- and education sites as well as various social media platforms
(e.g. linkedin, facebook and instagram). This way of collecting data is of course quite
controversial from a privacy standpoint, but has shown better accuracy.

2.3 Implementations

Police authorities all over the world make use of FRT for active criminal case investigation.

In 2000, Pinellas County’s Face Analysis Comparison & Examination System (FACES)
was arranged [21]. The first arrest attributed to FACES was in 2004, where a wanted
woman gave deputies a false name. The number of arrests attributed to FACES grew
over the years and the latest list in 2014, which did not have a complete record of all
case uses, showed over 400 successful identifications using FACES. These records showed
insight into what crimes were most suitable for FRT to solve, which were shoplifting,
check forgery and ID fraud.
One example of a specific case where FACES was very useful was a case where the FBI
was tracking a fugitive accused of child rape, which typically involved people using mul-
tiple fake IDs or aliases [21]. FACES was useful to link these IDs or aliases to track the
fugitive.
Other cases involved people that were not able to identify themselves, such as individuals
with Alzheimer’s or murder victims.

Since 2019, 600 Law enforcement agencies spread over the United States have been using
a FRT called ‘Clearview’[19]. ‘Clearview’ makes use of a software that performs data
scraping to collect images for the database. This database is the largest known database
of over 30 billion images [1]. Due to the data of a large number of individuals, the soft-
ware can get an identification on more people and the identification itself is more accurate.

The Dutch police use a FRT called ‘CATCH’ [12]. The images stored in the database
used by ‘CATCH’ are mostly from another database that is being kept by ‘Justid’ and
‘Veiligheid’. ‘Justid’ stands for judicial information service, which is an agency that keeps
all kinds of data on citizens and makes sure the necessary information about a person
is accessible [13]. ‘Veiligheid’ is a knowledge center on injury prevention, which is com-
mitted to making living safer by stimulating safe behaviour in a safe environment [22].
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One can be stored in that database when they are a suspect of a relatively serious crime.
However, one must be deleted from the database once they are no longer a suspect, no
appeal has been lodged and is active, they have not been convicted before and there are
no other cases active against them.
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Chapter 3

Democratic legitimacy

In this chapter, we will dive into what democratic legitimacy is. We will first look at its
definition. Second, we will look at the different models of democracy. Third, we will look
at the different sources of democratic legitimacy.

3.1 Definition

Legitimacy on its own means that a regime, system of governance or a government itself
is accepted by the majority of people falling under that regime or government [4]. If a
regime or government is not considered legitimate it would face deadlock (i.e. an impasse)
or collapse at some point. This means that for a regime or government to work it would
need to justify itself to the people, which can be done though various means. One of the
ways a regime or government can be justified is through democracy, which bring us to
democratic legitimacy.

For a regime to be considered democratically legitimate people would need to follow
its rules and decisions voluntarily and not just compliance by means of power alone [23,
chapter 11]. When the majority of people follow the rules and decisions of a regime or
government voluntarily, it means that they essentially accept that regimes or government,
which is the essence of legitimacy.

It is thus really important to make sure people do feel like they voluntarily follow a
regime’s or government’s rules and decisions and ultimately accept that regime or gov-
ernment. This in itself is a very large objective, which means we need to look at some
smaller values to protect this larger objective.

3.2 Models and sources

To really understand how we can protect democratic legitimacy and analyze possible risks
to it, we must look at the core values of democratic legitimacy. If one or more of those
core values are at risk, we can conclude that democratic legitimacy in its entirety is at
risk. To understand what the core values are for democratic legitimacy we would need
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to look a bit deeper into some of the models for democracy, as these models describe the
different sources, and thus core values, of democratic legitimacy.

There are multiple kinds of models that describe democracy, which all highlight dif-
ferent aspects of democracy and democratic legitimacy. It is important to look at all of
these different models and aspects to democracy to get a more complete picture of what
democracy exactly entails and what values democratic legitimacy stems from. Klijn and
Edelenbos [11] described the core focus points of these different models. First, the lib-
eral and competitive models tend to focus more on the accountability on the side of the
officeholders. Second, the idealistic models focus more on active participation of citizens
and emphasises the importance of this participation in the decision making process. At
last the deliberative models introduce the importance of deliberation and rules to open
and free discussions.

These different focus points of the models of democracy have then been summarized
into 3 different sources of democratic legitimacy: political accountability, voice and due
liberation [11]. The first source, political accountability, stresses the formal accountability
of officeholders and the procedures to hold them accountable, such as voting to select or
remove someone from office. The second source, voice, stresses the active influence of the
citizens and their participation in the making of concrete decisions. In essence it looks at
the citizens real involvement. The third source, due liberation, stresses the interactions
and deliberation processes. This source stresses that there should be a good deliberation
process based on clear agreements. In this deliberation process actors share knowledge,
explore solutions and exchange their opinions on the matter.
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Chapter 4

Risks

As with other types of new technology citizens are often sceptical of the new technology it-
self, how the police might utilise that new technology and how these technologies and their
uses might impact the public’s privacy and rights [6]. When the public loses confidence
in how the police utilises a technology and what technology they use, the police-citizens
relationship might deteriorate. This can happen when the use of a certain piece of tech-
nology is not legitimized through a democratic process along with clear rules on how it
can be used. This plays into the second source mentioned for democratic legitimacy; voice.

When people feel like they did not have an active involvement into the decision making
process on regulations/use of a piece of technology it can create distrust of the citizens
towards the government and police. And vice versa, distrust of the citizens in the govern-
ment and police can make the citizens question whether the government has the citizens
best interest in mind when legitimizing and regulating the use of FRT used for criminal
case investigation.

Furthermore, as previously mentioned (see chapter 3.1) people should follow a regime’s
rules and decisions voluntarily and not just by means of power alone [23, chapter 11], which
is not the case when people feel like the police and government do not have the citizens’
best interest in mind.

This chapter explores the different kinds of risks posed by FRT used for criminal case
investigation. First, we look into the technological risks posed by FRT. Second, we look
at the risks posed by the use and (lack of) regulation of FRT.

4.1 Technology

This section explores risks that that do not lie with who is using the technology or
how it is regulated, but rather with the accuracy of the technology and its biases and
advancements.

4.1.1 Accuracy and racial bias

FRT is often used by the police to help follow and generate leads for the investigation [16].
These leads are then presented to eye-witnesses in order to get a positive identification.
The problem is that these identification by eye-witnesses are the number one cause for
wrongful convictions, and the use of FRT may set up the conditions for these false positive
identifications. This is because these FRT try to find matches to an image in a large
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data-base and come up with people that closely resemble the original image. Sometimes
a person will resemble the individual in the original image so closely that the police will
select that person as a lead in their investigation and the eye-witness will mistakenly
misidentify the person as they are not able to tell the difference.

FRT can also unintentionally criminalize marginalized communities as these technolo-
gies currently still have racial biases due to the way these algorithms are trained. For
FRTs created in countries such as Germany and the USA, where the majority of people
are Caucasian, the identification of non-Caucasians are consistently less accurate than
the identification of Caucasians and white-passing people [20]. It has also been shown
that for FRTs created in Asian countries such as China and Korea the identification is
most effective for the identification of Asian people [14]. This means the accuracy of the
identification of FRTs is related to the training data and we find racial biases in all FRTs.
This of course creates more distrust of people in these marginalized communities towards
the police and thus hurts the police-citizens relationship even more.

4.1.2 Rapid development

The rapid developments in FRT raises some concerns. First of all, rapidly advancing tech-
nology is hard to regulate as it makes things possible that were not previously considered
by the law. Second, it makes people question the future use of this technology as the use
can expand to different settings and locations and can even be deliberately weaponized
to target communities that are already experiencing overpolicing [6].

4.2 Use and regulation

There are also risks that are not strictly technological but are rather related to the use(r)
of the technology and its regulation and management. This section will explore those
risks and how they might affect the democratic legitimacy.

4.2.1 Overreach

Overreach in this context refers to the fear that the police might extend their legitimate
power to illegitimate or excessive forms. More specifically in this case it is the fear that
the police might use FRT for other purposes or in other forms than what they were given
legitimate permission for [6]. FRT would for example enable the police to create a detailed
database on people’s actions and whereabouts, which raises questions on having control
of personal data and the use of this data [15]. This can also relate to criticism of other
countries, such as China and Russia, that have a reputation of state control with very
little public oversight or voice and the fear of another country falling into a similar regime.

The fear for overreaching is again a sign of the distrust that citizens have in the police
and thus has a negative effect on democratic legitimacy as explained in the introduction
of this chapter.

4.2.2 Privacy

There are also concerns on how the use of FRT by the police (for criminal case investiga-
tion) might limit a person’s privacy in public as well as private spaces. Again this breach
in privacy creates a feeling of being distrusted by the police and can create reciprocal
feelings of distrust as their values are not respected [6].
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4.2.3 Database management

Some of the regulations on how FRT can be used are not per se on the technology itself
but rather on the databases. This can be regarding how the data is collected or the man-
agement of the data. This means that the risks are not directly a result of the technology
itself but rather of the use of this technology and thus lie within the scope of this paper.

As mentioned previously (see chapter 2.3) the dutch police make use of a facial recognition
software called ‘CATCH’ and the images stored in the database used but this software are
mostly from a database kept by ‘Justid’ and ‘Veiligheid’ [12]. One can be stored in that
database when they are a suspect of a relatively serious crime. However, one must be
deleted from the database once they are no longer a suspect, no appeal has been lodged
and is active, they have not been convicted before and there are no other cases active
against them.

Unfortunately, the deleting of people in the database has not been well kept by ‘Justid’.
Between 2010 and 2019 the judge acquitted 71.000 people. ‘Justid’ then has to evalu-
ate these cases en determine whether they meet all the requirements of being deleted
from the database, but in reality only 16.200 cases were treated by ‘Justid’ of which 92,8
percent were actually approved. John Riemen, head of the center of bio metrics of the
dutch police and administrator of ‘CATCH’, later acknowledged that it was already in-
ternally known that people would be in the CATCH-database unjustified when the police
started using facial recognition on the said database because it was badly maintained [12].

As the procedure for managing the database was not properly followed for many of the
cases, mistrust was evoked among the people. This mistrust was a product of the govern-
ment and police authorities not keeping their word, which could result in people thinking
the police will not keep their word on matters more often. They might lose faith in the
police sticking by their own rules. This can have a negative effect on the previously men-
tioned police-citizens relationship.
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Chapter 5

Solutions

We have seen that there are multiple risks regarding democratic legitimacy posed by
FRT used for criminal case investigation. In this part we will look at an alternative to
the use of FRT for criminal case investigation that would reduce or eliminate some of the
risks. Then we will discuss what risks were and what risks were not addressed by this
alternative.

5.1 Super-Recognizers

Super-Recognizers is a term for people with superior face processing ability [18]. These
Super-Recognizers are interesting for cognitive scientists and practitioners as they offer
information on the underlying processes involved with superior face processing abilities.
But not only are they interesting for insight in brain processes, they are also useful for the
identification of individuals from close circuit television (CCTV). This is where the abili-
ties of Super-Recognizers overlap with those of FRT, which means that Super-Recognizers
could be deployed as an alternative to the use of FRT for the purpose of identifying indi-
viduals from footage.

The definition of what qualifications actually makes an individual a Super-Recognizer
slightly varies.[17] Empirically, Super-Recognizers are individuals that posses superior
face processing abilities. They would need to be superior in face perception as well as
recognition and identification. In law enforcement settings the label of a Super-Recognizer
is given to individuals with varying skill sets that range from person recognition or match-
ing to detection of suspicious behaviour.

The problem with using Super-Recognizers as an alternative to FRT in the context of
criminal case investigation is that Super-Recognizers would not be able to work on such
a large scale as FRT would work. Super-Recognizers would for example not be able to
remember and recognize over 30 billion images, as opposed to ‘Clearview’[19].

5.1.1 Project BeSure

Project BeSure is a multi-level tool created in collaboration with The Berlin police used to
identify individuals with superior face processing abilities [17]. This project is important
for two reasons. The first reason is to assess the skills that were necessary for the intended
purpose, in this case to recognize and identify individuals in a certain environment, for
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example on CCTV. The second reason is to make sure the procedures are empirically
validated in a controlled setting, here the controlled setting would be among police officers.

5.1.2 Risks addressed

The first risk of using FRT mentioned was accuracy and racial bias. This risk would
not be addressed by using super-Recognizers instead of FRT, as Super-Recognizers, just
like typical receivers, suffer from the other-ethnicity effect [3]. This effect refers to the
biases in face recognition where individuals are better at recognizing people from their
own ethnicity, compared to people with other ethnicities.

The second risk mentioned was rapid development. This risk would be addressed as
the deployment of Super-Recognizer would eliminate the use of FRT for the purpose of
criminal case investigation. So even though the technology could still be further developed
,it would not be in use for criminal case investigation. This solves the issues surrounding
regulating such a rapidly evolving technology and weaponizing such technology on this
context.

The third risk mentioned was overreach. This risk would be addressed by using Super-
Recognizers as an alternative to FRT, as the use of this technology in its entirety would
be prohibited, and thus not legitimized, in the context of criminal case investigation. This
means that it would be harder to employ the technology for illegitimate use.

The fourth risk was privacy. This risk would still apply as CCTV and databases with
biometrics on individuals would still be used.

The last risk was database management. Unfortunately, there would still be a need
for a database with information on people’s faces, such as images, as this information
would still be necessary to identify or recognize individuals.
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Chapter 6

Discussion

In this chapter we will first summarize the findings of this paper. Second, we will discuss
implications for further research and society. Third, we will look at the limitations of
this paper. Fourth, we will shortly conclude our findings. And last, we will discuss our
recommendations.

6.1 Findings

Even though the use of FRT for criminal case investigation does have some nice benefits,
such as the economic benefits and hard evidence it can provide, there are also some serious
risks attached to it with regards to democratic legitimacy.

Of the three sources of democratic legitimacy we found that the second source, voice,
seemed to be at risk due to the risks associated with FRT used for criminal case in-
vestigation. When one or more of the sources of democratic legitimacy is undermined,
democratic legitimacy as a whole is ultimately also undermined.

We have also looked at some solutions that would address certain risks to democratic
legitimacy associated with FRT used for criminal case investigation and found that using
Super-Recognizers might be a nice alternative to using FRT in this context. It does have
its limitations compared to FRT regarding scale, but it is worth further investigating.

6.2 Further research

We believe that FRT in the context of criminal case investigation poses quite some risks
to the democratic legitimacy, which is reason enough to ban the use of FRT in this
context and look for alternatives that do protect the democratic legitimacy. It would be
interesting to further develop ways in which Super-Recognizers could be used on a larger
scale or look into other alternative to the use of FRT. The scope of this paper was limited
to FRT being used for criminal case investigation, but it would also be interesting to
further investigate the risks associated with FRT being used in other contexts, such as
facial recognition to unlock your phone.
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6.3 Limitations

As mentioned in the previous section, the scope of this paper was limited to FRT being
used for criminal case investigation. This means that it the risks associated with FRT in
this context do not necessarily apply to other FRT used in different contexts. The scope
of this paper was also limited to the risks that can be linked to democratic legitimacy.
This was done by linking the risks to the sources of democratic legitimacy. In this paper
only a link to the second source for democratic legitimacy, voice, was made as we could
not find a connection to the other sources, political accountability and due liberation.
Also, this paper might not fully encompass all the risks associated with FRT used, as the
time scope was limited.

6.4 Conclusion

One of the sources of democratic legitimacy, voice, is at risk by the use of Facial Recog-
nition Technology for active criminal case investigation, which means that democratic
legitimacy as a whole is at risk by the use of Facial Recognition Technology for active
criminal case investigation. This is why we can conclude that Facial Recognition Tech-
nology used for active criminal case investigation does undermine democratic legitimacy.

6.5 Recommendations

We would not recommend FRT to be used by the police in the context of active criminal
case investigation due to the serious risks this use poses to democratic legitimacy. We
do believe that some of the risks could be (partially) addressed by further research into
for example the training of the algorithm, which could eliminate risks regarding lack of
accuracy and racial bias. Also the data base management risk that was illustrated with
an example of the database kept by ‘Justid’ and ‘Veiligheid’ could possibly be addressed,
but since the reasons for this lack of database management could not be found, it is very
hard to say if there is a solution to prevent this from happening. However, even with
some of these risks addressed, we could not support the use of FRT used for criminal case
investigation as it would still pose other risks to democratic legitimacy. We do believe that
there is more potential in using Super-Recognizers as an alternative to using FRT in this
context, but there are still multiple risks that were not addressed by this alternative, which
means that we also could not support this alternative as it is now. We highly recommend
finding a solution to address all the risks posed by Facial Recognition Technology in
the context of criminal case investigation, may it be via further investigation the use of
Super-Recognizers or some other alternative.
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