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Abstract

Recommender systems are used by many services that everyone encoun-
ters in their daily life. These include platforms such as Google, Netflix,
TikTok etc. These platforms use recommender systems to recommend the
items to users that it expects the user will prefer. They often allow its
users to add their own items to the input of its recommender system e.g.
by posting a video on TikTok. This makes these platforms vulnerable to
disinformation. Disinformation is information that is deliberately created
to mislead its target audience [3]. A person with malicious intent could use
those recommender systems to spread disinformation. This can be done by
adding an item that was created with the intention to mislead the users of
the recommender system. This thesis will investigate the amplification of
disinformation in recommender systems. This project will focus on several
issues that might influence the amount of disinformation that is recom-
mended. Such as a comparison of various recommender system algorithms,
changes in the popularity of fake items and changes in the characteristics
of the input data. This will be done by creating a simulation of the spread
of disinformation. In this project fake items will be created and added to
an original dataset. These fake items will represent disinformation. This
is then used as the input for several recommender systems. The resulting
recommendations will then be used to determine if there were fake items
recommended and if so how many. This could give some insight into how
disinformation and its characteristics affect the recommendations that are
produced by recommender systems.
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Chapter 1

Introduction

The aim of this thesis is to investigate the effect of recommender system
algorithms on the amplification of disinformation. Disinformation is infor-
mation that is deliberately created to mislead its target audience [3]. Dis-
information is not the same as misinformation, which is false information
created without the purpose to mislead [10]. For the research in this thesis,
disinformation will be represented by fake item injection. When analyzing
the recommendation list that is produced by a set of recommender system
algorithms with this modified dataset as input, it will be possible to inves-
tigate the effect of the injected items on the recommendation. Next, the
robustness of recommender system algorithms towards recommending dis-
information or fake items will be tested.

The main research question for this thesis is:

What is the effect of recommender system algorithms on the amplifica-
tion of disinformation?

To answer this question, a group of sub-research questions need to be
answered:

e RQO: How can fake items be created?

e RQ1: How do recommender algorithms amplify the recommendation
of fake items?

e RQ2: Is there a correlation between the number of injected fake items
and the recommendation list?

e RQ3: How robust are recommender system algorithms against fake
item injection?



Recommender systems can be a tool to spread disinformation on social
media platforms. Deliberately created false information (disinformation)
can have harmful effects [3]. There is currently a focus on false information
used in the context of politics [28] and there are other areas in which dis-
information can have an impact. Dangerous incorrect medical advice is for
example spread on twitter [22] and through Google searches [26]. Because
of that it would be important to find some solution to this issue. This is a
broad issue so it might be necessary to find several solutions for this prob-
lem. Since disinformation is often created and spread on platforms that use
recommender systems, it would be logical to investigate how recommender
systems are affecting the spread of such fake information by potentially rec-
ommending disinformation.

The solution that will be explored for this thesis is to simulate how
recommender systems handle disinformation. The process of the research
will be inspired by profile injection [5, 9]. This method creates fake user
profiles with new ratings with the intent to promote certain items. This is
however different from what happens with the spread of disinformation by
recommender systems, so this process will need to be adapted to properly
simulate the recommendation of disinformation by recommender systems. It
is assumed that the process of recommending disinformation generally goes
as follows: A piece of fake information (an item) is added to a dataset, this
is rated by users, based on these ratings the recommender system makes its
recommendations. This shows that there are no new users added to this
dataset, so profile injection does not directly apply in this situation. What
does however happen is that new items are added to the dataset. That is
why for this research the process of profile injection will be followed, but
instead of adding new users, new items will be added.

The new fake items that will be added will then represent fake infor-
mation that was created with the intent to mislead users. In this situation
the creator of these items will represent someone who has the intention to
deliberately mislead the users with this fake information. Because of that
this can be a valid representation of disinformation. There are several data
characteristics in the dataset that can be used for the creation of multiple
types of items, with which the behaviour of the creators of disinformation
is represented. These types of items can differ in for example the amount
of ratings for a new item, the height of the ratings and the amount of new
items. If we look at the resulting recommendations that follow this process
we can perhaps have a better understanding of the amplification of disin-
formation works and how the creators of disinformation and recommender
systems itself influence this.

The next chapters of this paper will contain more information on this



topic and details of how the research was executed. The preliminaries will
discuss information to give the reader more background knowledge of tech-
niques that was used for the research. The chapter related work will discuss
the context of the topics that are important in this paper, such as for ex-
ample recommender systems and disinformation. After this the research
conducted for this thesis will be presented. The experiments and their re-
sults will be shown and discussed.



Chapter 2

Preliminaries and Related
Work

2.1 Introduction

The direction of this project is inspired by a paper that investigated the
effect of recommender algorithms on the spread of misinformation in social
networks [8]. This paper created a dataset with items that are labeled as
misinformation. By using this data as input for several collaborative filtering
algorithms and then analyzing the recommendation lists it was determined
how recommender algorithms affect the amplification of misinformation and
the popularity of items labeled as misinformation.

2.2 Recommender Systems

Recommender system platforms i.e., Netflix, Bol.com, Booking.com, provide
users with recommended items that fit their preferences. The aim of a rec-
ommender system could be defined as producing personalized recommenda-
tions for users. It has also been described as personalized ”word-of-mouth”
[24], since the recommendation of an item is based on the values that were
given by others with similar interests.

Recommender system algorithms can be categorized into three main cat-
egories: Collaborative filtering techniques [25], content based techniques
[18], and hybrid techniques [4, 1]. In this project, there will be a focus
on collaborative filtering (CF) algorithms such as userKNN, itemKNN, and
matrix factorization. A collaborative filtering recommender system takes as
input user-item interactions i.e., ratings, clicks, views. CF uses the aggre-
gated interests and/or behaviour of many users to suggest relevant items to
users [30]. This technique is based on the assumption that if two users rate



or interact with n items similarly, they will also rate or interact with other
items in a similar manner [25].

2.2.1 User-Item Matrices
The input of recommender systems contains the following elements:
1. A set U of users,
2. A set I of items,
3. A set R of ratings or interactions that the users have given to items

As input for the recommender systems a user-item matrix will be given. A
user-item matrix contains users in the rows and items in the columns. This
is shown in figure 2.1, where the values in the matrix indicate the ratings
that users have given to items, in the (original) data in the user-item matrix.

Il |2 |3 |4 In
U, 1 3 4
U, 2 5 3
U 1 2
Ua 4 2
Ug 2 4 3

Figure 2.1: Representation of a user-item matrix. In white the original data
is shown.

2.2.2 Explicit and Implicit Feedback

The interaction that a user has with an item can be either explicit or im-
plicit [25]. In this research will use both implicit and explicit feedback.
These two types of feedback are different because of the type of ratings that
they use. Implicit feedback only considers interactions that users have with
items. This results in interaction values that are 1 or 0, so by choosing to
interact with an item the user shows their interest in this item. So this
means that when a user interacts with an item a value of 1 is given, which
stands for “interacted” or a value of 0 is given, which stands for “not inter-
acted” [14]. This might be a good method for research about social media
users since implicit feedback appears to be similar to how users can give
likes for content on social media platforms. Explicit feedback uses ratings
that users can give divided on a scale, i.e. from 1 to 5 [25]. The original



ML100k dataset [11] can for example be used for explicit feedback since it
contains ratings between 1 and 5, not only 1 and 0. This is more like ratings
that users give when they review an item by giving stars. This means that
explicit feedback indicates the preference of a user, they indicate how much
the user actually likes an item. For implicit feedback this is not the case, it
instead indicates confidence, so the frequency at which items are interacted
with. This confidence is not the same as preference, a user could for example
watch a show that they are not extremely interested in more often than their
favourite movie. Recommendation using explicit feedback can be referred
to as rating prediction. It will make a prediction based on ratings, it aims
to estimate how a user would rate an item. Recommendation using implicit
feedback can be referred to as ranking prediction. It uses the interactions
between users and items to give a user a ranked list of recommended items

[13].

2.2.3 Collaborative Filtering Recommender Algorithms

Recommendation lists will be produced by several algorithms. By doing
this the robustness of these recommender algorithms can be tested and com-
pared.

For explicit feedback User KNN, Item KNN [6] and Biased Matrix Factor-
ization will be used.

For implicit feedback most popular, User KNN, Item KNN [6] and Im-
plicit Matrix Factorization will be used.

These algorithms are also referred to as top-N recommendation algo-
rithms. These algorithms use personalized information filtering to find a set
of n items that will be interesting to a user [6]. In the research for this thesis
n will be 10, so for each user the 10 most relevant items will be recommended.

The K nearest neighbor (KNN) algorithms are collaborative filtering al-
gorithms that base the recommendations for a user or item on the rating
values of users/items that are nearest to them. KNN algorithms are a tool
that can be used for item recommendation. It is based on the idea that
the value of one data point can be determined by the data points surround-
ing it. This technique can be user based or item based. For item based
algorithms, similarities between items are determined and then uses that
to identify items that should be recommended [6]. This is similar for user
based CF algorithms, but instead of the similarities between items, it bases
its recommendation on the similarities between users.
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Figure 2.2: User-KNN definition given by [5][14]: A preference score 7 is
calculated for the combination of user u and item i as an aggregate of the
ratings given to the items by users who have rated item ¢ and are most
similar to user u. Here b,; = u + b, + b;, and u, b, and b; respectively are
the overall average rating, the observed bias of user v and item
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Figure 2.3: Item-KNN definition given by [5][14]: A preference score 7; is
calculated for the combination of user u and item 7 as an aggregate of the
ratings of the items that are most similar to item 1.

The matrix factorization algorithms used here are alternating least squares
(ALS) implementations of matrix factorization (MF) [30]. The biased MF
implementation is suitable for explicit data. MF takes the user-item matrix
R and factorizes it into two matrices, U for users and V for items, for which
R~ UTV. A user will only give a rating to some items. Therefore user-item
matrix R will be sparse, with many cells for combinations of users and items
that have no rating. Then a rating will be predicted for these cells where
the user did not give a rating to the corresponding item. This will result in
a matrix R where there is a rating for each combination of a user and an
item. For a user, recommendations can then be made based on the highest
ratings that were predicted for this user in R Those recommendations are
made if there is a high correspondence between users and items, shown in
factors that indicate patterns in the predicted ratings in R [15]. For implicit
MF this procedure is adapted for implicit feedback. This means that only
interactions between users and items are given and no specified ratings. The
same method is used as for biased MF, except there are no ratings that can
be used for the recommendation. This means that the recommendation will
be based on factors that show the correspondence between users and items.
12]

Most Popular: This algorithm will simply recommend the n (in this
thesis n = 10) most popular items to the user. The recommendation is based
on the number of ratings that an item has i.e. the item that has the most
ratings/interactions will be at the top of the recommendation list. This is an
unpersonalized method, so each user will recieve the same recommendations.



These algorithms were applied for this research using the LensKit rec-
ommender systems toolkit in Python. The optimal parameters for the im-
plementations were found by using topN evaluation, provided by LensKit.
This evaluation also provides data about the performance of the recom-
mender systems, in the form of scores for nDCG, precision, recall and hit
rate. These values are shown in some of the tables in chapter 3.

2.3 Fake Information in Social Media

Misinformation can be defined as information that is spread on social net-
works which is verified as false or inaccurate [10]. More specifically it is
defined as fake or inaccurate information that is unintentionally spread [29].
Something that should be kept in mind here is that misinformation and dis-
information can overlap. Fake information can be created intentionally, so
with a malicious purpose. This does however not mean that its spread is
also intentional. This deliberately created fake information can be spread
by users who mean well and do not share the intent as the creator of the
information [29]. In this thesis such information will still be considered as
disinformation, because the aim is to explore the spread of fake information
that was created with malicious intent, it does not focus on whether it was
spread with malicious intent. There has been research into the spread of fake
rumours (circulating information that has is not yet verified at the time of
posting [31]) compared to that of verified truth, this showed that fake ru-
mours tend to be questioned much more [19]. This shows that there might
be a distinction between how mis- and/or disinformation spreads through
recommender systems, compared to the spread of confirmed truth. Vosoughi
et al. [27] claims that false information reaches more people than true infor-
mation does. This was based on research of a dataset with rumor cascades
on Twitter. It is suggested that false information also diffuses faster than
the truth and that the novely of fake information and the emotions of the
user could be the cause of this. The paper also suggest that the cause of this
disproportional spread of false news is more likely to be caused by humans
than robots.

2.4 Disinformation in Social Media and Recom-
mender Systems

Misinformation is information that is misleading or incorrect. Misinforma-
tion differs from disinformation because it does not take the intention of
spreading and/or creating false information into account.

The word misinformation is sometimes used for both intentionally and unin-
tentionally spread inaccurate information [29]. For this thesis however this
distinction will be made since its aim is to investigate simulate the spread



of fake information that was created with malicious intent. This focus on
disinformation was chosen because in the research for this thesis there will
be a simulation of several fake information items with several varying char-
acteristics. These items are considered disinformation since the aim is to
investigate the influences on the creation and recommendation of fake items
that might aid the creator of those fake items. So the intent of the users
who interact with the items is not relevant in this context.

According to [3], disinformation is “information that is false and delib-
erately created to harm a person, social group, organisation or country”. It
should be noted that items that are considered disinformation in this thesis
do not necessarily have a ratings ’signature’. What is meant by this is that
in this project disinformation will be simulated, by the items that are added.
This could be seen as a representation of someone intentionally adding fake,
misleading or harmful items to an original user-item dataset. That does not
have to mean that this person has influence over the ratings given to these
items.

Existing works [7, 2, 8] showed that recommender system algorithms at-
tempt to amplify bias. The bias can be popularity bias [7], misinformation
recommendation [8, 2] or disinformation recommendation. It is suggested
that misinformation is mainly spread by recommender systems that are sen-
sitive to popularity bias [8]. Because of that for this thesis it could be
assumed that misinformation is more popular, and therefore it might be
assumed that disinformation is as well.

In this paper disinformation will be represented by fake items injection.
By using fake items injection, a new set of items will be added to the input
data i.e., a user-item matrix with randomly generated ratings. A good ex-
ample of a paper in which this method is used is [17]. Since these fake items
do not exist in the original dataset and have not been rated by actual users,
this could be a good representation of disinformation. How item injection
will be applied is very similar to profile injection, where new user profiles
are created and injected into the dataset.

2.5 User Profile and Fake Item Injection

This thesis looks at the amplification of disinformation. Disinformation
can be seen as abnormal information. When disinformation is created this
is done with the intention to mislead and usually there is an intention to
spread this fake information. So in the context of recommender systems, this
creator might want to utilize this system to their advantage to influence the
users and their opinions. A method to manipulate a recommender system
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is adversarial attacks, and more specifically shilling attacks. If the producer
of an item shills the recommender system, they lie to the system in order to
have their own items recommended more than the items that were created
by others [16].

A paper described different types of attacks that can happen to recom-
mender systems [20]. The purpose of the attacks can be different: to push
(push attack) or to decrease (nuke attack) some items’ ratings by manipulat-
ing the recommender system, manipulation of the users’ opinion or simply
to sabotage the system.

Another method to manipulate a recommender system is by using profile
injection. This can be done by an attacker who injects biased user profile
data, this can then impact the recommendations that are produced [21, 9.
Profile injection is a process where new users and ratings they give to the
existing items are added to an existing user-item matrix. Such a record of a
user and the ratings they give is referred to as a user profile. In the context
of recommender systems, user profiles contain a record of the items in which
the user has shown interest [24] (through i.e. ratings or interactions). A
paper mentions two methods for profile injection[23]. These two methods
inject uniform profiles and delta profiles. In this paper, for uniform pro-
files, items are randomly chosen, then ratings are assigned with a uniform
distribution. For delta profiles items are randomly chosen and their ratings
are assigned either with uniform distribution (random ratings) or with delta
distribution (specific rating). In these experiments, the ratings of the Delta
profiles are given by a uniform distribution and delta distribution with a
probability of 20% and 80%, respectively.

In the research fake items will be added to an original user-item matrix.
This method will be referred to as item injection. Item injection will be an
adaptation of profile injection. Instead of adding user profiles to a user-item
matrix, fake item vectors will be injected. This is shown in figure 2.4.

1 I, 3 lq In b i Insm

U; 1 3 4 3|...

U, 2 5 3 2

Uz 1 2 3 2|... 3
Uy 4 2|... 1]... 2
Us 2 4 3/... 5

Figure 2.4: Representation of a user-item matrix where fake items are added
by item injection. In white it shows the original data and in gray the fake
item vectors are shown.
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Chapter 3

Research

3.1 Introduction

To find results for each of the sub questions, several steps will be followed.
An overview of these steps is shown in figure 3.1. This shows how a user-
item matrix with added fake items will be used as input for recommender
systems. This will produce recommendation lists as output which can then
be analyzed.

The research will be conducted for both explicit and implicit feedback.

Iy 1, I3 Iy In | e R Insm Recommender List of
U, 1 3| a 3. systems recommendations
. 2 5 3 2 » »
UZ . ; 3 ] ] MF Items ranked by
3 1B the recommender
U, 4 2... 4k 2 uB system
Us 2 4] 3 5|
Inpar Model Output
Recommender system algorithms i.e.,  List of recommendations

User-item matrix
The white part indicates the original user-item matrix
The grey part indicates the fake items

UserKNN, ItemKNN, MF

Figure 3.1: Research plan overview

3.2 Original Data

The research in this thesis will be based on the ML100K dataset (This will
also be referred to as the ’original’ data/user-item matrix) [11]. It includes
a user-item matrix with movie ratings. These ratings were given by the user
to items, they range from 1.0 to 5.0 and their distribution is shown in figure
3.2. More information about the original data can be found in table 3.1.

In addition to this the distribution of the ratings amongst the users is
shown in figure 3.3 and the distribution of the ratings amongst the items is
shown in 3.4. In fig. 3.3 the x-axis indicates users and in fig. 3.4 the x-axis
indicates items.

12
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Figure 3.2: Frequency of each rating in the original ML100K user-item ma-
trix
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Figure 3.3: Distribution of ratings amongst users

The original user-item matrix contains explicit data, this will be used
for the parts of the research concerning rating prediction. For the parts of
the research that focus on implicit feedback this same user-item matrix will

13
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Figure 3.4: Distribution of ratings amongst items

be made implicit.

In an implicit user-item matrix there are no ratings, only interactions
between users and items. To create this implicit user-item matrix only
user-item interactions with a rating of 3.0 or higher are kept (all others are
removed) and their rating will be removed. This means that the original
data is taken, then all ratings in the original data that are lower than 3.0
are removed. After this only the ratings that indicate an interaction are
left in the data. The combinations of users and items have an interaction
correspond to 1 and those that have been removed from the data correspond
to 0.

3.3 Creating User-Item Matrices with Added Fake
Items

The next step of the research plan is adding fake items to the original user-
item matrix. As has been previously mentioned, this will be done by using
item injection. This method is explained in chapter 2. There is however
an important distinction between profile injection and item injection that
needs to be taken into account for this research. For profile injection users
are added to promote items. For item injection items are added and the

14



promotion of these same added items will be evaluated. This means that
the aim here is not to promote a user (as an item would be promoted for
profile injection) so profile injection cannot totally mirrored. With profile
injection there are selected items that will be promoted and filler items this
is not really the case for item injection. Therefore instead of ’mirroring’
profile injection, it was adapted to suit the purpose of item injection. To
elaborate on what was discussed about item injection and disinformation in
chapter 2, the added fake items could have several possible 'signatures’. In
the application of this for this research that means that several variations
of user-item matrices have been made, with differences in popularity and
rating values. In addition to this there will also be different sizes for the
amount of added fake items (RQ2).

The next steps will be followed:

1. Create vectors with a high rating frequency. (high popularity)
2. Create vectors with a low rating frequency. (low popularity)

3. Create vectors with a medium rating frequency, so equal to what
the mean/median rating frequency of the original items would be.
("medium” popularity)

For each of these vector types there will be a vector with the following
distribution of the ratings:

1. High ratings, ratings of 3.0 or higher. (for implicit and explicit feed-
back)

2. Low ratings, ratings of 2.0 or lower. (for explicit feedback)

3. "Normal” ratings, ratings drawn from the distribution of the original
data.

Information about the resulting user-item matrices and their data charac-
teristics can be viewed in table 3.1.
This includes characteristics:

1. Size, the amount of added fake items. So 10, 100, 200 or 500.

2. Popularity, High low or medium. This is determined by ordering the
items in the original data based on the amount of ratings that each
item has. High popularity is based on the items in the highest 10%
of this ordering, low popularity is based on the items in the lowest
10% of this ordering and medium popularity is based on the items
in between these two ends of the distribution. For each item that is

15



added, one item from the part of the original data that is described
above is randomly(uniform) chosen, the new item is then given as
many ratings as this randomly chosen item has.

3. Rating values, High, low or original. High ratings are 3.0, 4.0 and
5.0. Low ratings are 1.0 and 2.0. original ratings includes all possible
ratings so 1.0, 2.0, 3.0, 4.0 and 5.0. These ratings have weights that
correspond to the values shown in figure 3.2.

4. Ftusers, the number of users in the user-item matrix. For each user-
item matrix (based on ML100K) this is 943.

5. Fitems, the number of items in the user-item matrix. For any of
the (explicit) user-item matrices this includes the 1682 items from the
original ML100K matrix, with the newly created fake items added.
The number of these added fake items is given in the column Size.

6. #ratings, this shows the number of ratings that are included in the
user-item matrix.

7. Sparsity, this indicates the percentage of user item combinations that
have a value of 0, so no rating. This is found by calculating 1 —
#ratings/(F#users x #items).

Table 3.1 shows the properties of the original dataset (ML100K), ma-
trices with 10, 100, 200 and 500 fake items added. It applies to user-item
matrices for explicit feedback. For implicit feedback these same matrices for
explicit feedback (the ones that are needed) will be converted for implicit
feedback, with the method that was mentioned in the section above.

In table 3.1 the characteristics of the original dataset and the datasets
with added fake items are shown. These are datasets for explicit feedback.
To get datasets with implicit ratings, the same datasets with fake items
that were created for explicit feedback will be used. The datasets that are
shown in table 3.1 contain the columns user, item and rating, to make these
datasets only rows with a rating value equal to or higher than 3.0 will be kept
in the new implicit datasets. After removing rows with lower rating values
the rating column will be removed, resulting in a user-item matrix with only
users and items. This will then result in some different data characteristics
for these new datasets, compared to the characteristics of the datasets for
explicit feedback in table 3.1. The result of this is shown in table 3.2

As has been mentioned in chapter 77, it was said that popularity bias can in-
fluence the recommendation of misinformation [8]. Therefore it was decided
to start by applying the recommender systems to the matrices for which the

16



Table 3.1: Data characteristics for MovieLens 100K. Original is the original
ML100K dataset and Fake items describes how we created the fake items
based on Size, Popularity and Rating values.

Datasets Characteristics

Size Popularity Rating values #Users #Items #Ratings Sparsity (%)

Original ~ None None None 943 1682 100000 93.7

10 High High 943 1692 101056 93.7

10 High Low 943 1692 101456 93.6

10 High Original 943 1692 101400 93.6

10 Low High 943 1692 100013 93.7

10 Low Low 943 1692 100014 93.7

10 Low Original 943 1692 100010 93.7

10 Medium High 943 1692 100364 93.7

10 Medium Low 943 1692 100910 93.7

10 Medium Original 943 1692 100515 93.7

100 High High 943 1782 114983 93.2

100 High Low 943 1782 113265 93.3

100 High Original 943 1782 114236 93.2

100 Low High 943 1782 100223 94.0

100 Low Low 943 1782 100265 94.0

100 Low Original 943 1782 100252 94.0

100 Medium High 943 1782 105202 93.7

100 Medium Low 943 1782 104393 93.8

ML100K . 100 Medium Original 943 1782 104317 93.8

Fake items

200 High High 943 1882 127487 92.8

200 High Low 943 1882 127225 92.8

200 High Original 943 1882 128497 92.8

200 Low High 943 1882 100418 94.3

200 Low Low 943 1882 100483 94.3

200 Low Original 943 1882 100454 94.3

200 Medium High 943 1882 110312 93.8

200 Medium Low 943 1882 109705 93.8

200 Medium Original 943 1882 111533 93.7

500 High High 943 2182 170585 91.7

500 High Low 943 2182 165891 91.9

500 High Original 943 2182 173359 91.6

500 Low High 943 2182 101134 95.1

500 Low Low 943 2182 101095 95.1

500 Low Original 943 2182 101156 95.1

500 Medium High 943 2182 124811 93.9

500 Medium Low 943 2182 124500 93.9

500 Medium Original 943 2182 129174 93.7

added fake items have a high popularity, followed by those for which the
added fake items have a low popularity.

3.4 Recommender Systems

For RQ1 several recommender system algorithms will need to be imple-
mented. These have been discussed in the preliminaries, chapter 2.
The algorithms that will be used for the implementation:
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Table 3.2: Data characteristics for MovieLens 100K. The fake item datasets
in this table are based on datasets shown in table 3.1, after they have been
made implicit.

Characteristics

Datasets
Size Popularity Rating values #Users #Items #Ratings Sparsity (%)

100 High High 943 1674 97503 93.8

Low High 943 1674 82743 94.8

ML100K Fake items 200 High High 943 1774 110007 93.4
(implicit) Low High 943 1774 82938 95.0

500 High High 943 2074 153105 92.2

Low High 943 2074 83654 95.7

1. Personalized approaches using:

e Explicit feedback: Ttem KNN, User KNN, Biased MF
e Implicit feedback: Item KNN, User KNN, Implicit MF

2. Unpersonalized approach: Most popular (this will be implemented in
the pipeline of implicit feedback)

For each of these combinations (except most popular) multiple param-
eters will be applied. These parameters are shown in table 3.3 for explicit
feedback and in table 3.4 for implicit feedback. after which the ones with the
best performance (highest nDCG score) will be selected to base all further
analysis and results on. These parameters will be indicated in the analysis
below.

Table 3.3: Algorithm characteristics for explicit feedback

Name Algorithm #nmbrs F#features Feedback
UserUserEE. User KNN 20 Explicit
UserUserE1 User KNN 50 Explicit
UserUserE2 User KNN 100 Explicit
ItemItemE  Item KNN 20 Explicit
ItemItemE1 Item KNN 50 Explicit
ItemItemFE2 Item KNN 100 Explicit
ALSB Biased MF 20 Explicit
ALSB1 Biased MF 50 Explicit
ALSB2 Biased MF 70 Explicit
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Table 3.4: Algorithm characteristics for implicit feedback

Name Algorithm #nmbrs F#features Feedback

ItemlItemI  User KNN 20 Implicit
ItemItemIl  User KNN 50 Implicit
ItemlItemI?2  User KNN 100 Implicit

UserUserl  Item KNN 20 Implicit
UserUserll  Item KNN 50 Implicit
UserUserl2  Item KNN 100 Implicit

ALSI Implicit MF 20 Implicit
ALSI1 Implicit MF 50 Implicit
ALSI? Implicit MF 70 Implicit

3.5 Analysis of the Research and Results

For each of the sub questions some results will be produced. This section
will give an overview and analysis of the resulting recommendations that
follow from the application of the recommender systems.

Previously the original data (ML100K) has been discussed. The rec-
ommender system algorithm produced recommendations with this original
user-item matrix as input. The characteristics of these recommendations
are shown in table 3.5.

Table 3.5: Original data recommendation characteristics

nDCG  Precision@10 Recall@10 HitRate

. UserKNN 0.001  0.003 0.001 0.033
Explicit

Item KNN  0.019  0.038 0.015 0.265

feedback -
Biased MF 0.050  0.077 0.035 0.434
ML100K Popular 0.130  0.159 0.121 0.723
Implicit User KNN  0.257  0.286 0.221 0.880
feedback Item KNN  0.233  0.249 0.199 0.854
Implicit MF 0.191  0.206 0.186 0.852

The next step will be to find out how often fake items are recommended.
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This will be analysed for four types of recommendations:
1. Explicit feedback, high popularity and high ratings
2. Explicit feedback, low popularity and high ratings
3. Implicit feedback, high popularity and high ratings
4. Implicit feedback, low popularity and high ratings

There will be a focus on the three user-item matrix sizes, the first has
100 added fake items, the second has 200 fake items added and the third
has 500 fake items added. These multiple sizes are included to compare
the performance of fake item recommendation for different fake item vector
sizes. After obtaining the output of the recommender systems when these
two matrices are used as input, it will become clear how many fake items
have been recommended (relatively to the total amount of recommended
items)

3.5.1 Explicit Feedback and High Popularity

To start the research with the added items, first algorithms for explicit feed-
back will be used.

Each of the algorithms in table 3.3 were used to produce recommenda-
tions for several user-item matrices with added fake items. By reviewing
the nDCG values for these recommendations it was decided which of these
three instances for each algorithm produced the best output. Their param-
eters were 20 for user KNN, 20 for item KNN and 70 for biased MF. The
following results will therefore be produced with the matching parameters
for these algorithms that are described in table 3.3. In the next table (3.7)

Table 3.6: Recommendation characteristics of user-item matrices with added
items that have high popularity and high ratings.

Datasets Data Characteristics Recommendation Characteristics
Size Algorithm nDCG Precision@l0 Recall@10 HitRate
User KNN 0.002 0.007 0.002 0.060
100 Ttem KNN 0.020 0.038 0.013 0.265
Biased MF 0.044 0.075 0.027 0.424
o User KNN 0.001 0.004 0.0007 0.037
Explicit
ML100K 200 Item KNN 0.021 0.043 0.013 0.293
feedback -
Biased MF 0.043 0.073 0.024 0.419
User KNN 0.0008 0.002 0.0005 0.023
500 Ttem KNN 0.012 0.029 0.007 0.214
Biased MF 0.033 0.070 0.016 0.392
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there is an overview of the fake items that have been recommended after
the application of the recommender systems. After this, the figures 3.5, 3.6
and 3.7 will show the number of users on the y-axis and how many fake
items have been recommended to them on the x-axis. These figures (and
the similar ones that are shown further in this chapter) show a bar for each
number of fake items that has been recommended to users, so for example
for User KNN in figure 3.5 there are users that have 0, 1 or 2 fake items in
their recommendations. In the figure after this, 3.8, the correlation between
the size of the fake items vector and the number of fake items that are rec-
ommended is shown. This figure clearly shows that when more fake items
are added, this increases the number of recommended fake items. The his-
tograms and the correlation plot all appear to show that ItemKNN is most
likely to recommend fake items, especially for larger fake item vectors. It
also shows a higher increase of fake items in the recommendation for larger
fake item vectors compared to the other algorithms.

Table 3.7: This table shows the total number of recommended fake items
and the average number of recommended fake items for user-item matrices.
It shows the characteristics of user-item matrices and algorithms by which
the recommendation lists are produced. It only includes user-item matrices
for which the added fake items have a high popularity and high rating values.

Datasets Data Characteristics Algorithm Characteristics Recommendation characteristics
Size Popularity Rating values Algorithm #fake items avg #fake items
High High User KNN 170 0.180
100 High High Ttem KNN 467 0.495
High High Biased MF 466 0.494
High High User KNN 260 0.276
MLK100K N )
) . 200 High High Item KNN 1035 1.097
(with fake items) . 5 -
High High Biased MF 996 1.056
High High User KNN 658 0.698
500 High High Item KNN 2806 2.975
High High Biased MF 1493 1.583
User KNN Biased MF Item KNN

Users

200

0 5 0 5

1 1 2 3 I3 1 2 3 4
Recommended fake items Recommended fake items Recommended fake items

Figure 3.5: Recommendation data for 100 added fake items
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User KNN Biased MF Item KNN

400

100

0 1 8 0 7

1 2 2 3 4 5 6 1 2 3 5
Recommended fake items Recommended fake items Recommended fake items

Figure 3.6: Recommendation data for 200 added fake items

User KNN Biased MF Item KNN

Users

100

0 4 [N 9 o 1 2 3 4

2 3 4 5 6 1 8 5 6 7 8 9
Recommended fake items Recommended fake items

1 2 3
Recommended fake items

Figure 3.7: Recommendation data for 500 added fake items

3.5.2 Explicit Feedback and Low Popularity

Here again the same types of figures are shown as were seen in the previous
section, but instead of for high popularity this uses the user-item matrices
with high popularity. The parameters for the algorithms were 20 for user
KNN and item KNN and 70 for Biased MF. The relevant tables are 3.8 and
3.9. The relevant figures are 3.9, 3.10, 3.11 and 3.12. These results clearly
show that lower popularity actually amplifies the spread of disinformation
for both KNN algorithms, the same can be said for an increase in the size of
fake item vectors. For matrix factorization the opposite seems to happen,
fake items are recommended less for lower popularity.

3.5.3 Implicit Feedback and High Popularity

After creating the user-item matrices with added fake items, again they will
be used as input for the recommender system algorithms. These algorithms
again are User KNN, Item KNN and Matrix Factorization, but now they use
implicit feedback instead of explicit feedback. The most popular algorithm
is also added. The characteristics of each algorithm are shown in table 3.4.

After applying these algorithms to the user-item matrices with high pop-
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Figure 3.8: The average number of fake items that are recommended to
users for each algorithm, at each of the three added data sizes. These are
the recommendations for explicit feedback, where the added items have high
popularity and high ratings

Table 3.8: Recommendation characteristics of user-item matrices with added
items that have low popularity and high ratings.

Datasets Data Characteristics Recommendation Characteristics

Size  Algorithm nDCG Precision@10 Recall@10 HitRate

User KNN 0.0002 0.0004 0.0001 0.0042

100 Item KNN 0.0121 0.0255 0.0095 0.1856

Biased MF 0.0557 0.0796 0.0353 0.4422

Euplicit User KNN 0.0007 0.0007 0.0007 0.0074

ML100K Jeedback 200 Item KNN 0.0075 0.0160 0.0056 0.1251

Biased MF 0.0518 0.0771 0.0335 0.4157

User KNN 0.0002 0.0002 0.0001 0.0021

500 Item KNN 0.0045 0.0103 0.0032 0.0880

Biased MF 0.0467 0.0680 0.0292 0.3977

ularity, the parameters for the algorithms that produced the highest nDCG
scores were selected. For User KNN this is the maximum number of neigh-
bours for scoring each item. This is 50 for matrices with 100 or 200 added
fake items and 100 for matrices with 500 added fake items. For Item KNN
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Table 3.9: This table shows the total number of recommended fake items
and the average number of recommended fake items for user-item matrices.
It shows the characteristics of user-item matrices and algorithms by which
the recommendation lists are produced. It only includes user-item matrices
for which the added fake items have a low popularity and high rating values.

Data Characteristics

Algorithm Characteristics

Recommendation characteristics

Datasets

Size Popularity Rating values Algorithm #fake items avg #fake items

Low High UserKNN 5518 5.851

100 Low High ItemKNN 2646 2.806

Low High Biased MF 152 0.161

Low High UserKNN 5024 5.328

MLK100K
. . 200 Low High TtemKNN 5034 5.338
(with fake items) - -

Low High Biased MF 245 0.260

Low High UserKNN 6527 6.921

500 Low High ItemKNN 7371 7.816

Low High Biased MF 748 0.793

User KNN Biased MF Item KNN

250

200

Users
=
]
g

[ 3 4 5 6 71 8
Recommended fake items

9

10

Users
Iy
)
3

0

1 2 3
Recommended fake items

3

7

2 3 5
Recommended fake items

Figure 3.9: Recommendation data for 100 added fake items

User KNN

Biased MF

Item KNN

0 1 2 3 4 5 6 7 8
Recommended fake items

9

10

1 2 3
Recommended fake items

3

0 1 2 3 4

5 6 7 8 9 10
Recommended fake items

Figure 3.10: Recommendation data for 200 added fake items

this parameter is 100 for all three matrix sizes. For implicit matrix factor-
ization the parameter that indicates the number of features to train is 70

for all three matrix sizes.

This results in recommendations of which the characteristics are shown
in tables 3.10, 3.11 and figures 3.13, 3.14, 3.15 and 3.16. These figures show
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Figure 3.11: Recommendation data for 500 added fake items
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Figure 3.12: The average number of fake items that are recommended to
users for each algorithm, at each of the three added data sizes. These are
the recommendations for explicit feedback, where the added items have low
popularity and high ratings

that KNN algorithms do not recommend many fake items and to the vast
majority of user 0 fake items are recommended. Especially when compared
to MF and most popular, where fake items are recommended very often. It
is also clearly shown that for all algorithms, an increase in the size of the
fake item vector increases how often fake items are recommended.
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Table 3.10: Recommendation characteristics of user-item matrices with
added items that have high popularity and high ratings.

Datasets Data Characteristics Recommendation Characteristics

Size Algorithm nDCG Precision@l10 Recall@10 HitRate

User KNN 0.213 0.279 0.158 0.896

100 Item KNN 0.176 0.233 0.124 0.838

Implicit MF 0.125 0.170 0.110 0.814

Popular 0.106 0.145 0.085 0.751

User KNN 0.193 0.287 0.133 0.896

ML100K Implicit 200 Item KNN 0.157 0.232 0.101 0.809

feedback Implicit MF 0.100 0.153 0.081 0.786

Popular 0.100 0.143 0.073 0.779

User KNN 0.156 0.290 0.098 0.926

500 Item KNN 0.136 0.256 0.078 0.883

Tmplicit MF 0.044 0.092 0.030 0.596

Popular 0.102 0.175 0.061 0.865

Table 3.11: This table shows the total number of recommended fake items
and the average number of recommended fake items for user-item matrices.
It shows the characteristics of user-item matrices and algorithms by which
the recommendation lists are produced. It only includes user-item matrices
for which the added fake items have a high popularity and high rating values.
This is the same as in table 3.7 exept these are datasets for implicit feedback.

Datasets Data Characteristics Algorithm Characteristics Recommendation characteristics
Size Popularity Rating values Algorithm #fake items avg #fake items
High High UserKNN 1133 1.201
100 High High ItemKNN 218 0.231
High High Implicit MF 3148 3.338
High High Popular 3312 3.512
High High UserKNN 1629 1.727
MLK100K 200 High High TtemKNN 473 0.501
(with fake items) High High Implicit MF 4879 5.174
High High Popular 3762 3.989
High High UserKNN 3912 4.148
500 High High TtemKNN 2901 3.076
High High Implicit MF 7063 7.490
High High Popular 7043 7.479

3.5.4 Implicit Feedback and Low Popularity

Again the same methods have been applied as was done previously but now
for low popularity. The parameters of the algorithms are 50 for user KNN
and 100 for item KNN. For implicit MF with added fake item vectors with
sizes 100 or 500, the parameter is 70 and for a vector of size 200 the parame-
ter is 50. This results in tables 3.12 and 3.13. This last table shows only two
rows, this is because the number of fake items recommended was very low,
and for most instances there were even no fake items recommended. Because
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Figure 3.13: Recommendation data for 100 added fake items

of that the types of figures that were made for previous implementations are
not shown here. There were simply not enough fake items recommended to
produce useful figures.
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Figure 3.14: Recommendation data for 200 added fake items

Table 3.12: Recommendation characteristics of user-item matrices with

added items that have low popularity and high ratings.

Data Characteristics

Recommendation Characteristics

Datasets

Size Algorithm nDCG Precision@l10 Recall@10 HitRate

User KNN 0.255 0.286 0.221 0.892

100 Ttem KNN 0.229 0.249 0.198 0.867

Implicit MF 0.192 0.201 0.178 0.846

Popular 0.126 0.159 0.115 0.733

User KNN 0.255 0.285 0.218 0.890

ML100K Implicit Item KNN 0.232 0.252 0.195 0.877

feedback Implicit MF 0.175 0.196 0.181 0.858

Popular 0.123 0.156 0.106 0.720

User KNN 0.251 0.282 0.212 0.880

500 Item KNN 0.220 0.241 0.183 0.854

Implicit MF 0.181 0.200 0.169 0.846

Popular 0.125 0.160 0.111 0.724
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Figure 3.15: Recommendation data for 500 added fake items

Table 3.13: This table shows the total number of recommended fake items
and the average number of recommended fake items for two user-item ma-
trices. It shows the characteristics of user-item matrices and algorithms by
which the recommendation lists are produced. It only includes user-item
matrices for which the added fake items have a low popularity and high rat-
ing values. The recommendations did only include fake items for two of the
twelve times that recommendations were made (so only those two instances

are shown).
Datasets Data Characteristics Algorithm Characteristics Recommendation characteristics
Size Popularity Rating values Algorithm #fake items avg #fake items
MLK100K 200 Low High Implicit MF 1 0.001
(with fake items) 500 Low High Tmplicit MF 6 0.006
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Figure 3.16: Correlation between the size of the added fake items vector and

the average number of fake in the recommendations, for implicit feedback
with high popularity
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Chapter 4

Conclusions

The main research question for this thesis was: What is the effect of recom-
mender system algorithms on the amplification of disinformation? It was
found that there are several factors that affect the amplification of disinfor-
mation.

This was done by answering some sub-research questions.

RQO: How can fake items be created? This was shown in the research.
Fake items were created with specified characteristics to simulate dis-
information. By using fake item injection, these fake items were added
to a user-item matrix.

RQ1: How do recommender algorithms amplify the recommendation
of fake items? It is clearly shown in the plots that for explicit feed-
back with high and low popularity and for implicit feedback with high
popularity, fake items are recommended to users.

RQ2: Is there a correlation between the number of injected fake items
and the recommendation list? The results show that larger fake item
vectors result in more recommended fake items. This was the case for
each of the four experiment instances. So this suggests that an in-
crease in the number of fake items in the input matrix, and therefore
an increase of disinformation will result in an increase in the recom-
mendation of disinformation.

RQ3: How robust are recommender system algorithms against fake
item injection? This depends on whether the focus is on explicit or
implicit feedback. For explicit feedback with high popularity, User
KNN does not recommend many fake items, compared to the other
algorithms. This changes for low popularity there it is very clear that
User KNN recommends more fake items than it does for high popu-
larity. Lower popularity seems to amplify the spread of disinformation
for explicit feedback for KNN algorithms. For implicit feedback the
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opposite seems to happen, for low popularity there are no fake items
recommended by the KNN algorithms. For matrix factorization, both
biased and implicit, there are less fake items recommended for lower
popularity.

These results show that recommender systems could recommend fake
items, so therefore disinformation By manipulating characteristics of the
input data or the recommender system the recommendation of these fake
items can be manipulated and amplified. So far it seems that the factor
that will most reliably amplify disinformation is an increase of the number of
added fake items. So if someone with malicious intentions wants to influence
the amplification and spread of misinformation the best approach would be
to simply produce a large number of fake items.

4.1 Further Research

More research can be done by expanding the research in this thesis. This
could for example include performing similar experiments with more algo-
rithms. This could give more information about how a variety of recom-
mender systems affect the spread of disinformation. This research can also
be expanded by performing it for more vector sizes. This would give more in-
sight into how the number of fake items in the data affects the amount of fake
items that are recommended. More specifically, for algorithms that recom-
mend a small amount of fake items, the number of fake items in the dataset
could be increased and for algorithms that recommend a large amount of
fake items the number of fake items in the dataset could be decreased. By
doing this it might be possible to find the highest number of fake items in
the dataset at which a recommender system does not recommend too many
fake items. Another focus of further research could be to investigate other
ways of fake item creation. This could for example include an investigation
of the characteristics of disinformation. With this investigation an accu-
rate representation of disinformation could be made and used to do similar
research as in this thesis.
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