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Abstract

Many privacy sensitive attributes such as gender, age, emotion and health of a speaker can be obtained just
by their voice. Users of voice controlled devices, i.e. Smart Voice Assistants (SVAs) are often unaware
of the privacy risks of voice input. So-called inference attacks specifically target the privacy sensitive
attributes from a voice and are very successful with Deep Neural Networks. Proposed protective measures
against inference attacks often also rely on neural networks to obfuscate privacy sensitive attributes from
speech. Neural-on-neural methods are successful in the white-box case where the attacker neural network
is known. Here, the protective computational perturbations can be sufficiently small to not disrupt the
utility of the Automatic Speech Recognition (ASR) system that is needed to use the SVA. However, we
find that additionally to being unpractical and not realistic for the use case of SVAs, neural adversaries
are not successful when trying to protect against inference attacks that are based on speech features.

Instead we propose the vocal adversary: a person using their voice to obfuscate privacy sensitive
paralinguistic attributes.

The experiments in this thesis specifically focus on gender obfuscation and before-the-mic protection.
By examining successful neural adversaries with the use of speech features historically developed by
speech scientists that link back to the speech mechanisms, it is revealed what speech features are useful
for gender obfuscation. The vocal adversary leverages these features to protect against both neural and
feature-based gender inference attacks without losing utility of the voice control. The vocal adversary is
intended to provide a realistic everyday protection against inference attacks without requiring extensive
effort on behalf of the SVA user. While more research is necessary, this thesis provides a step away from
solely neural methods and towards more interpretable non-computational methods that are realistic to
use in a daily manner.

Additional achievements

Several presentations over the course of the thesis project were given as part of the ELLIS Excellence
Fellowship at the Nijmegen ELLIS unit.

The final presentation was given at the combined PI research meeting of Centre for Language Studies at
Radboud University Nijmegen, 14 December 2022.

This thesis has lead to a pending for review conference paper for International Conference on Acoustics,
Speech and Signal Processing (ICASSP) (van Bemmel, L., Liu, Z., Vaessen, N., Larson, M. (2023) Beyond
neural-on-neural approaches to speaker gender protection.).
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1 Introduction

Speech contains a lot more information than just what is spoken. So-called paralinguistic attributes that
can be obtained from just a voice can lead back to personal characteristics of the speaker. There are links
between voice features and human characteristics such as gender and emotion, but also weight, height,
heart rate, health, certain diseases, use of birth control pills, psychiatric illnesses, and the environment
of the speaker can be inferred from voice alone [1,2]. Some of the claims that these characteristics can be
linked back to voice are controversial, but others are widely accepted. Health, for example, can already
be monitored by applications in the patient’s home using just voice recordings [3]. While less invasive
and less disruptive than other measurements of health that do not use voice, the privacy risks are also
undeniable. Generally, people are unaware that characteristics such as health can be derived from a
voice [4].

Perhaps this ignorance is one of the reasons people give up their voice as easily as they do [1].
Voice control is named as one of the most important reasons to purchase an Intelligent Personal Home
Assistant [5], as voice control is convenient and hands-free [6]. This is by design, of course, as physical
closeness to a device is not needed in most Internet of Things (IoT) devices. These devices are defined by
their connection with each other and to the internet, where communication does not require a direct link
with anything other than WiFi. Having a (voice) input that is not limited to a certain place in the house
makes perfect sense for these devices. In this thesis, we focus on these Smart Voice Assistants (SVAs),
where the device uses the speech of the user as input.

Examples of SVAs likely exist in our daily lives, the two most common models in Europe being
Amazon Alexa and Google Assistant in combination with an Amazon Echo and a Google Home device [5].
A typical use of an SVA is as follows: the user says the wake word to activate the device and make it
start recording, the user then gives the device a voice command, the recording of the voice command is
sent to the cloud for transcription with an Automatic Speech Recognition (ASR) system and for further
processing and analysing, the cloud returns an explicit command for the SVA, and finally the SVA
executes the command [2}[51/7].

Unfortunately, there are security and privacy risks that come with the working of these SVAs. Security
risks include false activations where the wake word is wrongfully detected when it is not spoken, or harmful
actors called ‘adversaries’ that are attempting to intentionally change the output of the SVA [7,8]. To
compromise privacy, an attacker could try to gain access to the data at one point in the pipeline and
infer privacy sensitive attributes from the speaker. This particular attack is called an inference attack [9]
and is what we will focus on in this project.

Luckily, some defenses against these risks have been developed over the years. Regulations are focusing
more and more on privacy of individuals. In Europe, the General Data Protection Regulation (GPDR)
is a law attempting to protect people from having their personal data exploited. While speech is not
explicitly mentioned as personal or biometric data, since unique identification of a speaker can be obtained
from speech, it does fall under this category. Thus the GDPR applies to speech processing, including the
processing by SVAs [5}/10].

Other than legal protection, SVA users themselves can also take measures to protect their privacy.
Whereas the adversary mentioned above is a harmful party compromising the users safety, adversarial
protection is also possible. In this case, the adversary is the user trying to attack the harmful inference
attack model. Since neural networks are most successful in paralinguistic inference [11], the protection
against these networks are often also produced by neural methods. By using the gradients of a trained
neural model and adding specific computational perturbations to the speech input of the SVA, these
adversarial methods attempt to ‘trick’ the inference model into giving an incorrect label to the speech,
thus protecting paralinguistic qualities of the speaker. The speech with the computational perturbations
added in an attempt to hide paralinguistic qualities are called ‘adversarial examples’. These so-called
‘neural-on-neural’ (created with a neural network against inference with a neural network) methods work
well in white-box scenarios where every detail about the inference model is known. However, in grey-
or black-box scenarios, where some details about the inference model are missing, the neural-on-neural
methods are less successful [12].

Unfortunately, both the legal protection and the neural-on-neural protection have some shortcomings



and do not protect the privacy of an SVA user sufficiently. Flaws of both legal and neural-on-neural
protection with regard to voice will be discussed briefly.

While the GDPR demands the consent in order for (additional) data processing to occur to be freely
given, specific, informed and unambiguous (Art. 4.11)ﬂ this is often not the case. Because users are
ignorant of the possible privacy risks of using their voice they cannot give fully informed consent to
their speech being controlled and processed. Zuiderveen Borgesius [13] elaborates that informed consent
cannot be given when people do not know the consequences of future data usage, and that companies
are intentionally vague and refer back to their privacy policy, which is generally not read because of its
length.

Still, even when the privacy policy is fully read, the data usage intentions and practices of a company
can be unclear. We take Amazon’s SVA Alexa as our example. In Amazon’s privacy policy, for which a
user is referred to the Help and Customer Service webpage ‘Alexa, Echo Devices, and Your Privacy’ EL
some common privacy questions about Alexa and Echo devices are answered. Here, Amazon states that
speech data is used to control the device and for improving their services. They state “we use your
requests to Alexa to train our speech recognition and natural language understanding systems using
machine learning” and that “Our supervised learning process includes multiple safeguards to protect
customer privacy.”. Note that the same webpage is available in Dutch (“Amazon.nl Privacyverklaring”) EL
implying that the same privacy policy is employed in America as in Europe and thus the GDPR applies.
The exact (future) applications and uses of the collected speech data is unkown even when reading the
privacy policy. Users are potentially giving consent to speech processing and “improving services” for
Amazon that they are not fully informed about. The GDPR does not sufficiently protect users against
these risks.

The neural adversary is not without flaws either. Regarding the scenario of privacy protection in
voice when using an SVA, the most straightforward protection would be before-the-mic. Here, the user
has full control over their speech input and no sophisticated models have to be added somewhere in the
internal SVA pipeline. The neural adversary would be an intermediate step between the input (which is
speech) and the SVA. This would introduce some delay and most likely need an additional system next
to the SVA, making the use of the SVA less convenient for the user.

Furthermore, for the neural adversaries the protection against neural inference models is good in the
white-box case where everything about the neural model is known. If only some properties like network
architecture or training data are unknown, the adversarial privacy protection is often less effective. Ad-
ditionally, if the computational perturbations generated with the neural adversary introduce too much
noise to the speech input, the SVAs utility will drop. For the SVA to work correctly, the ASR system
in the cloud should be able to correctly transcribe the audio input. If the perturbations are too large,
the utility will likely drop. However, if the utility is kept perfect, perhaps the privacy protection will not
protect sufficiently. This is known as the privacy-utility trade-off [14}/15] and is present in most adversar-
ial protection methods. Finally, adding computational perturbations to input speech has disadvantages
beyond utility decrease. Some SVA systems have liveliness-detection in place to avoid non-human or
non-speech input for other security reasons [16]. Since the computational perturbations could introduce
noise that is detected as non-human, because it is, the liveliness-detection could unintentionally defeat
the privacy protection of the neural adversary.

With all these disadvantages, we can question whether neural-on-neural adversarial examples are the
only privacy protective measures that can be taken. We find inspiration for an alternative by returning
to the underlying characteristics of speech as they have been historically developed by speech scientists.
These speech features are interpretable and link back to speech production mechanisms. Upon first
consideration, it might be natural to suspect that speech features are not as relevant anymore for inferring
paralinguistic aspects from speech, since neural methods outperform the less sophisticated speech feature-
based models. Often, the use of speech features is discarded completely.

However, our exploratory experiments revealed that the total discard of speech features is a huge
oversight. Neural adversaries otherwise successful against a neural model fail to protect privacy sensitive

Thttps://gdpr-info.eu/art-4-gdpr/
%https://www.amazon.com/gp/help/customer/display.html?nodeId=GVP69FUJ48XIDK8V, visited 28-11-2022
Shttps://www.amazon.nl/gp/help/customer/display.html?nodeId=201909010, visited 28-11-2022
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Figure 1: Gender classification accuracy on the VoxCeleb2 test set for a single feature classifier (a linear
ridge classifier using the speech feature ‘mean pitch’) and a neural classifier using the raw waveform
(WavLM) both trained on LibriSpeech. The neural classifier outperforms the single feature classifier on
the original data, as can be seen by the left bars. The neural adversarial examples seen at the right bars
(perturbed using WavLM as reference model) are successful in obfuscating gender in the neural classifier,
but are not successful for the single feature classifier.

attributes in speech against a speech feature-based inference model. This effect can be seen in Figure
where the neural classifiers performance drops with the adversarial protection, while the single feature
classifier does not have a change in performance.

Since both legal and neural protections do not seem to work, and the speech related aspects of voice
are often not taken into consideration by a protective method, we propose another type of adversarial
protection: the vocal adversary. The vocal adversary is a person using their voice to obfuscate privacy
sensitive paralinguistic attributes.

The main goal of this thesis is to define the vocal adversary and give a proof of concept. There is
a current gap in the privacy protection literature where the neural protections do not consider domain-
specific speech feature inference which turns out to defeat neural adversaries, and the protections just
by voice are not considered either. We intend to make the privacy protection accessible and realistic for
every day use. The goal of the vocal adversary proposed in this thesis is to provide every day means of
obfuscation before-the-mic to protect privacy sensitive attributes of a speaker against inference attacks.
This can be done by means of voice alone or readily available help aids such as props.

While the vocal adversary is defined broadly, in this thesis we specifically give examples of a vocal
adversary using non-electronic means of adapting their voice to obfuscate their gender.

1.1 Gender in voice

We focus on the privacy sensitive attribute ‘gender’ rather than other paralinguistic qualities that can be
obtained from speech. We have chosen gender for a few reasons:

1. Gender is often reduced down to a binary class, grossly simplifying the socio-cultural concept of
gender but also simplifying the inference task.

2. (Binary) Gender marketing is very prevalent in our society and automatic gender inference could
lead to stereotypical profiling of users.

3. Gender labels in speech datasets are often available and are assumed to be less ambiguous than
other labels such as emotion.



4. When creating the dataset for the vocal adversary, the ground truth is known and will not require
any acting skills from the speakers.

5. Trans, non-binary and other ambiguous voices are often neglectfully excluded from the narrative,
and we advocate that gender classification as a whole is less binary than assumed and should thus
be obfuscated wherever possible.

The notion of binary gender has been historically rejected by many cultures, feminist and gender
theorists. One of the most well-known authors, Judith Butler, has famously described both gender and
sex as a constructed performance [17]. Gender is described as categories complicated by class, ethnicity
and sexuality.

While gender is often attributed to physiological differences between people, the reality is more com-
plicated than that. In speech, pitch is understood to be generally indicative of gender, where Female
voices have a higher pitch and Male voices have a lower pitch [18/19]. Biemans [20] finds that vocal
qualities such as pitch are not solely related to typical physiological characteristics between genders. Cul-
tural variability, age, and societal expectations will all influence pitch of voices. Even before the onset
of puberty, differences in voices exist between genders. Interestingly, the qualities of the voice also differ
between (perceived) genders of the conversation partner [20]. Also in voice, gender is more ambiguous
than some might believe.

However, many marketing strategies use a binary view on gender in which research topics revolve
around different responses of men and women to stimuli [21]. This reduction of gender undoubtedly
results in stereotypical and sexist findings from marketing analysts, but a binary view on gender does
seem to be the standard in marketing. Similarly, gender is often reduced down into a binary for machine
learning research. This is because most data sets only contain a binary label for gender and strictly
defining a class is convenient. According to Larson [22], Natural Language Processing research often
lacks the clear definition of the gender categories. Either the definition is vague and problematic or there
are no definitions given at all, and it is anyone’s guess how the gender label came to be.

If someone does not want their (possibly incorrectly perceived) gender to be exploited from their voice,
they could try to obfuscate their gender. Brunton and Nissenbaum define obfuscation in one sentence in
their book ‘Obfuscation: a user’s guide for privacy and protest’: “Obfuscation is the deliberate addition
of ambiguous, confusing, or misleading information to interfere with surveillance and data collection”
( 23], page 1).

In this thesis, a similar but more specific definition of obfuscation will be used. Obfuscation in our case
means deliberately changing the before-the-mic input of an SVA (which is speech) to obtain an incorrect
gender label by gender inference models. Because the gender label used in these models is assumedly
binary, obfuscation in our case means ‘flipping the label’ from Female to Male or from Male to Female.
More technical information about the specific scenario will be described in the next section.

1.2 Threat model

In security research, the details of the situation in which the protective adaptation is needed is described
in the threat model. The threat model describes the specific situations that are in scope of this thesis
and excludes the scenarios that are not considered.

Commonly, the attacker is the party attempting to ‘trick’ a model into giving an incorrect label to an
input sample by changing the input samples to adversarial examples. However, in this thesis we inspect
the so-called ‘inference attack’, where an attacker is trying to obtain personal information from the input
sample without the user’s knowledge. The victim in our case is the SVA user, from which the sample
was taken. The user then attempts to obfuscate privacy sensitive information from their input using
‘adversarial protection’. In this case, the user is the one trying to ‘trick’ the attacker inference model
into giving an incorrect label. The neural and vocal adversaries in this project are the user attempting
to obfuscate gender in their voice and protect their privacy.

So, in our specific case: the attacker is using a gender inference model to obtain the user’s gender
from their speech input. The user is using typical adversarial techniques to obfuscate gender from their
speech so that the attacker cannot infer gender anymore.



We consider before-the-mic modifications of speech, meaning that we are not looking into disentangled
representations or edge-privacy. Any gender obfuscation needs to be present in the audio input to the
system. This was chosen to follow the use case of this thesis, the Smart Voice Assistant. We assume
users of an SVA cannot control how their speech is represented in the system or what is sent to the
cloud and what is kept locally. Rather, users can fully control what is given as audio input to the system
before-the-mic.

Additionally, the privacy concern regarding gender inference is reduced down to voice only. We are
not considering gender inference risks from language-specific inference or other downstream tasks such
as i.e. user profiling based on search or purchase history. In this project we solely rely on speech and
specifically voice itself to infer gender.

The VoicePrivacy Initiative [24] specifies a privacy-preservation scenario by five different factors:

1. Nature of data

2. Information seen as personal
3. Downstream goal(s)

4. Data accessed by the attacker
5. Attackers prior knowledge

The neural and vocal adversaries described and experimentally compared in this thesis follow two
different threat models. Since they work with different resources (i.e. data and prior knowledge of the
attacker), two different descriptions of the exact scenarios are needed. First we will discuss the threat
model with the neural adversary, then the threat model with the vocal adversary.

1.2.1 Neural adversary

The neural adversary is described here as a person trying to protect their speech from inference attacks
in a computational manner, i.e. using neural models to create computational perturbations that will
obfuscate gender.

Initially, these computational perturbations will be computed in a white-box manner, meaning that
the neural adversary has full access to the gender inference model, architecture, weights, and test data
(which is our speech input).

While there is no direct access to the training data used to train the gender inference model, depending
on the test data used the data might have the same distribution. For example, if the LibriSpeech dataset
is used for both training and testing, the sets will likely have a very similar distribution even if there is
no overlap between the train and test set.

We also assume that the neural adversary has unlimited tries and many resources available, meaning
that they can create the computational perturbations over many iterations and tweak them without
worry.

Using the five factors from the VoicePrivacy Initiative [24], the neural adversary in white-box setting
is defined like this:

1. The nature of the data is the raw waveform.

2. The personal information is the gender of the speaker.

3. The downstream goal(s) are control of a SVA, or ASR performance.
4. The data accessed by the attackers is the raw waveform as well.

5. The neural adversaries’ prior knowledge is the full trained model of gender inference, including
training data, model weights and architecture.



Then, after the white-box scenario, the transferability of the computationally perturbed speech is
also tested. In this case, not all of the aspects of the neural inference model are known, making it a
grey-box scenario. The computationally perturbed audio is tested against different inference models than
the reference model that the perturbation was created with. Different network architectures and different
training sets are tested against.

For the five factors, the only change in the transferability scenario is in point 4 and 5. For point 4,
the data accessed, other than the raw waveform the attackers have access to extracted speech features
as well. For 5, the prior knowledge is not the full trained model of gender inference like it is in the
white-box case. Depending on the exact scenario, training data, model architecture, and model weights
are not known.

1.2.2 Vocal adversary

The threat model of the vocal adversary differs a bit from the threat model of the neural adversary
described above. To create a clear picture of the scenario, the same aspects of the threat model will be
repeated here with the differences that the vocal adversary brings. Most importantly, the vocal adversary
has a different nature of the data and is black-box.

The vocal adversary is different from most adversarial examples in the literature. Rather than compu-
tationally perturbing the speech using a neural network, the vocal adversary leverages speech knowledge
to adapt their voice in an attempt to obfuscate their gender.

Because no computational perturbations are directly used to create the vocal adversary, but rather
different adaptations of voice similar to those of voice disguise techniques, the vocal adversary is by
definition black-box.

Nothing about the gender inference model is known to the vocal adversary. The only thing the vocal
adversary has access to is the output of the ASR system, likely in the form of whether the SVA does
what is expected or not.

Following the five factors from the VoicePrivacy Initiative [24], the vocal adversary scenario is defined
as such:

1. The nature of the data is the raw waveform.

2. The personal information is the gender of the speaker.

3. The downstream goal(s) are control of an SVA, or ASR performance.

4. The data accessed by the attackers is the raw waveform including extracted speech features.

5. The vocal adversary has no prior knowledge of model or training data, making this scenario black-

box.

1.3 Research Questions

The main global research question in this thesis will be
(I) “How can a vocal adversary obfuscate gender from their speech in a non-computational manner against
neural and speech feature-based inference models?”

Specifically;
[IT] “What speech features does a neural adversary leverage to successfully obfuscate gender?”

IL.IT “In what settings (white-box or grey-box) is the neural adversary successful in obfuscating gender
against a neural model?”

IT.IT “Are neural adversaries successful in a grey-box setting where the inference attack is done with
extracted speech features and speech feature-based models rather than neural models?”

IL.ITI “What is the overlap of speech features deemed useful for gender obfuscation and the ones leveraged
by the neural adversary?”



(ITI) “How can a vocal adversary leverage useful features discovered from neural adversaries to obfus-
cate their gender in a non-computational way?”

ITI.I “What do speech adaptations change in the speech feature space? How to these features compare
to the speech features leveraged by the neural adversary?”

ITIL.II “How successful is a vocal adversary adapting their speech in obfuscating their gender in a black-box
setting against neural and speech feature-based inference models?”

IIL.IIT “What is the utility of a vocal adversary measured with performance of an Automatic Speech
Recognition model?”

2 Background

In the background section, relevant literature and previous research will be discussed. First, we start with
briefly explaining the history and the state-of-the-art in gender inference from speech. Then we dive into
privacy protection in speech and give several examples which will be used as inspiration for our neural
and vocal adversaries. We will show the literature has some shortcomings and why the vocal adversary
is a novel concept. Then we describe the vocal adversary in more detail and give the expectations of the
thesis in the hypotheses.

2.1 Gender inference from speech

According to Harb et al. [18], inferring gender from speech is not a difficult task. Leboudrais et al. [25]
even consider it a solved task, as many models have reached a classification accuracy above 90%. Although
values of pitch in both Male and Female voices have some overlap and pitch is non-trivial to extract from
speech, it is proven as a good discriminator for gender in voice. Wu and Childers [19)] cite the physiological
differences in the speech production mechanisms as the reason for the mean differences in pitch between
Male and Female speakers. They state that the mean length of the vocal tract differs, as well as the length
of the vocal fold, the thickness of the larynx, angle of the glottis, and more. These characteristics in the
speech production mechanisms will all result in different values of the speech features. Harb et al. show
a pitch histogram for Male and Female speech ( [18], page 182), which is similar to the pitch histogram of
Lebourdais et al. [25], and we have recreated it with LibriSpeech train in Figure 2| and gain very similar
results as well. However, while the mean pitch might show these trends, it has also been found that the
absolute pitch ranges between men and women do not show a significant difference [20]. Furthermore, as
Wu and Childers state, different authors report different ranges of pitch values |19]. It is very likely that
pitch is speaker-dependent and not indicative enough to infer gender with high accuracies.

Nowadays, gender inference is often used as a pre-processing step for other speech tasks and cascaded
systems such as Emotion Recognition [26}27], voice assistants [28], speaker recognition [29], and ASR
systems [30}31].

Among features that are often used for these other speech tasks, Mel-frequency cepstral coefficients
(MFCCs) are the most common [2528/32]. MFCC features are also reported to outperform classical pitch
features in gender classification from speech [32]. For other paralinguistic tasks, specific feature sets have
been made by speech scientists to capture interesting qualities in the speech. For example, the Geneva
Minimalistic Acoustic Parameter Set (GeMAPS) [33] that contains 88 features has been specifically
designed for clinical speech analysis including pathological speech. The Computational Paralinguistics
ChallengE (ComParE) [34] feature set contains 6373 features. Together with a Support Vector Machine
(SVM) classifier, the ComParE feature set is used as the baseline for any ComParE challenges typically
hosted at Interspeech conferences. Toolkits such as openSMILE [35] facilitate the automatic extraction of
speech features from recordings. Praat is another popular program well-known among speech scientists
to extract and analyse features from speech [36].

The main advantage of these features is that they are handcrafted to specifically capture important
information from the speech data. Furthermore, they are interpretable and have a link back to the speech
production mechanisms, meaning they actually tell us something about the speech itself [37]. The main
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Figure 2: Histogram of speech feature ‘pitch_mean’ split on Male (M) and Female (F) speakers from the
LibriSpeech train set. Very similar to the findings by Harb et al. [18] and Lebourdais et al. [25].

downfall of these features is that conversion with them is lossy, meaning that the audio quality decreases
with the conversion from MFCC or other features and back to audio. While the reconstructed audio is
often still recognizable and intelligible, the audio quality itself has decreased in conversion [11}[15].

Because of the disadvantages of acoustic features in general, including their poor performance in noisy
environments [38], state-of-the-art models in speech are so-called “End-to-End” models |11}[26}[32L[39L|40].
These models rely on layers in a Deep Neural Network (DNN) to automatically extract so-called ‘deep’
features from the raw audio [28]/39,/41]. Rather than using handcrafted speech features, these deep
encoded features are supposed to capture variety in speech that in turn are useful for all kinds of analyses
down the line. Lehmann and Stadelmann [42] have shown that deep features from different DNNs could
also be used to distinguish gender. Kabil et al. |[41] find that Convolutional Neural Networks (CNNs) with
raw waveforms as input outperform models that use features for gender inference. Alnuaim et al. [28]
find that pretrained networks fine-tuned on gender classification outperform traditional machine learning
approaches. Lebourdais et al. [25] find the same for WavLM, where a pre-trained and fine-tuned WavLM
outperforms the models using speech features. Lastow et al. [38] find that a fine-tuned WavLM on age
prediction outperforms other models, and the embeddings obtained with the WavLM are well-suited for
gender classification.

2.2 Privacy protection in speech

Projects like the VoicePrivacy initiative [24] have been very popular in the last few years. While most
privacy initiatives focus on speaker identity protection, some methodology could be used for gender
obfuscation as well. We focus on three main groups: neural adversarial examples, privacy sensitive
representations, and voice disguises. Note that this is a non-exhaustive list of privacy protection methods,
and there are many more that fall out of the scope of this thesis. The neural adversary used in this thesis
will fall in the first category, while the vocal adversary examples in this thesis will fall under voice disguises
and then specifically the non-electronic ones.

2.2.1 Neural adversarial examples

Adversarial examples created using neural networks have been used since 2014. They initially started
in the domain of image classification and computer vision. Szegedy et al. |[43] were the first to exploit
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the inherent vulnerability of deep neural networks for image classification by adding carefully crafted
perturbations to the images. By maximizing the networks prediction error, the perturbations achieve a
high confidence score in an incorrect class. Furthermore, the perturbations are often small enough to
be human imperceptible, or only add a little ‘noise’ to the data [12,|44H46]. Goodfellow et al. [§] went
further and developed an efficient method to compute these perturbations for a given input and network.
This method is called the Fast Gradient Sign Method (FGSM) and uses backpropagation to compute an
effective yet small perturbation. Details on FGSM and iterative perturbation methods can be found in
section [3

Neural adversaries can be roughly split up into a few categories regardless of modality, defined by
the specific threat model. Black-box or white-box signifies the amount of knowledge that an adversary
has about the model and data. Black-box signifies that none of the model parameters, architecture, or
training data is known and controlled. White-box signifies that everything about the model and training
data is known. A more nuanced ‘grey-box’ scenario is also possible, which is a mix of white and black
box where some aspects of the attacker model are known while others are not. Targeted or non-targeted
signifies whether the adversary is attempting to misclassify the input sample with a specific label. In a
targeted scenario, one specific output is aimed for and the input will be perturbed in such a way that
this target class will now be the incorrect output. For a non-targeted scenario, the attempted output
of the adversary is any label other than the true one. It is also possible for the adversary to target the
confidence of the model rather than a specific output label.

Input-specific or universal signifies whether the perturbation only works for a specific input and model,
or whether it works more universally. Ideally, an adversarial example would be universal and would work
in both white, grey, and black-box scenarios for any input sample [47]. When a perturbation is computed
with one network but tested with another, we also say that we test the transferability of the adversarial
example on different networks [48]. Abdullah et al. [45] find that the adversary has a higher performance
in transferabilty scenarios when a ‘harder’ model is used as reference model. They define the ‘harder’
model as using a higher threshold across samples. In practice, truly universal adversarial examples are
difficult to create [12,/47].

Even white-box neural adversarial examples are not always effective. Adversarial speech privacy-
preservation typically has a privacy-utility trade-off [14]. Often, privacy sensitive speech is not usable for
further downstream tasks, and usable speech is not privacy sensitive.

Nevertheless, some efforts have been made for adversarial privacy protection in speech. Most adver-
sarial examples in speech are attempting to obfuscate speaker identity [241[44] or target ASR systems to
result in an incorrect transcription of the audio [12,/46]. However, some efforts have been made to use
adversarial examples to obfuscate paralinguistic qualities of speech. Gong and Poellabauer [11] were the
first ones to attempt this, and they use an End-to-End approach to directly modify raw waveforms in
order to obfuscate gender, emotion and speaker identity from speech. They report different results with
different perturbation rates, but their best performing method still achieves a 70% gender classification
accuracy, showing their obfuscation is not highly successful. Stoidis and Cavallaro [14] specifically target
gender ambiguity for their adversarial speech, meaning they aim for a 50% classification accuracy rather
than a 0% for different genders. They use a generative adversarial network to synthesize a voice that
cannot be recognized as conclusively Male or Female. Their final classification accuracy using a CNN is
53.63% for the gender obfuscated speech.

Still, gender is not often considered as the main privacy sensitive attribute to obfuscate. In adversarial
examples against speaker recognition, it is often found that inter-gender attacks where the targeted
speaker is of another gender than the source speaker is more difficult [48]. Perhaps this, in combination
with the perception that gender obfuscation is less interesting than speaker obfuscation, is why gender is
an overlooked privacy sensitive quality of speech.

2.2.2 Privacy sensitive representations

Privacy sensitive representations are an on-device manner of ensuring privacy for an SVA user. The idea
is that before any information is sent to the cloud for other speech tasks such as ASR, the speech is
transformed into a representation from which paralinguistic attributes cannot be inferred anymore [7].
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One of the privacy sensitive representations are so-called disentangled representations. These representa-
tions of speech are invariant to paralinguistic attributes of the speaker such as gender, accent, language,
etc.. [7]. To make these representations fully privacy sensitive and yet still usable for downstream tasks
in the cloud is challenging.

Stoidis and Cavallaro [49] have shown that disentangled representations of speech can protect a speaker
from attribute inference attacks. Their disentangled representations of speech are generated with a
variational autoencoder (VAE). They report a WER of > 65% for their disentangled representations,
while achieving a binary gender classification accuracy around 50% and reducing speaker identification.
Interestingly for speaker identification, they show that encoding onto a random gender is more effective
than encoding onto a random identity, meaning that gender obfuscation also obfuscates speaker identity
in some way. Aloufi et al. |7] show that binary gender classification can be reduced to a random guess
using EDGY’s disentangled representations.

All in all, disentangled representations work well for gender obfuscation.

2.2.3 Voice disguise

Voice disguise are techniques for a person to intentionally change their voice to hide their identity [50].
Voice disguise is categorized in four distinct types: deliberate, non-deliberate, electronic, and non-
electronic [51,/52]. In this section, the focus will be on deliberate voice disguise techniques where the
speaker is trying to obfuscate a paralinguistic attribute in their voice. Three examples are given: pitch
shifting is an electronic yet simple technique, voice conversion is a more complicated technique and
non-electronic voice disguises are most interesting for the development of our vocal adversary.

Similarly to other privacy-preserving techniques, there usually exists a trade-off between performance,
computational costs and robustness for (automatic) voice disguise [53].

Pitch shifting
Since pitch has historically been an important speech feature in determining gender [18], and even as a
single feature obtains a relatively high accuracy as seen in Figure[l] some privacy research in speech focuses
on only changing pitch. Pitch shifting is a relatively simple process and does not require sophisticated
neural methods.

Surprisingly, Wu et al. [15] find that pitch standardization (pitch shifting while preserving formants)
is not very effective in gender obfuscation, as it creates artifacts that are somehow recognized by the
system. Nair et al. [29] also find that pitch shifting does not impact gender classification performance
much, regardless of extracted features or classification methods. When changing pitch in speech, other
speech features are impacted as well, which could explain the lack of effectiveness [54]. This is found in
both electronic and non-electronic change in pitch [55]. However, Zheng et al. [53] show that pitch scaling
could be successful in obfuscating speaker identity rather than gender.

Voice conversion

Voice conversion (VC) is an electronic technique that converts the voice of a speaker to a chosen target
speaker, ignoring ‘what is said’ in favour of converting ‘how’ it is said. In other words, the target voice is
imitated while the linguistic content is unchanged [53]. While being more related to speaker identification,
if the target and source speaker are not the same gender, gender obfuscation could be achieved with a
VC method.

Usually, VC involves a decoding and encoding step. From the original speech, features such as FO
contour are extracted, then converted to the values of the target speaker, and then encoded back to a
speech signal with a vocoder. These techniques require sophisticated models and are more complex than
techniques such as pitch shifting [53]. Depending on the type of vocoder that is used, the conversion may
be lossy and lose some quality in the audio signal with the VC.

Kaneko et al. [56] obtain similar results with inter and intra-gender VC, which is generally unusual in
speaker identity obfuscation. However, they do use a vocoder for inter-gender conversion and no vocoder
is needed for intra-gender conversion. The inter-gender conversion seems to require a more sophisticated
method, even if the final performance with intra-gender conversion is similar.
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Voice conversion can also be categorized as a type of voice disguise that is not necessarily elec-
tronic [50]. The electronic type of VC is the one described in this section, while the non-electronic type
of VC will be briefly described in the next section.

Non-electronic voice disguise

Most non-electronic types of voice disguise follow directly from the voice production mechanism of a
speaker. They intentionally change their voice to hide their identity or hide some paralinguistic char-
acteristics. Perrot et al. [50] categorize three different types of non-electronic voice disguises: prosody,
deformation, and phonemic. Examples are speaking speaking slow or fast for prosody, pinching nostrils
for deformation and speaking hyper-nasally for phonemic.

Targeted voice disguise such as imitation (non-electronic VC as mentioned above) has some disad-
vantages. Most importantly, successfully mimicking someone’s voice is very difficult for an untrained
speaker. Some difficulty in successfully imitating a different gender arises due to phsyiological differences
in the speech production mechanisms between speakers [52]. According to Perrot et al. [50] and Hau-
taméki et al. [55], one of the important factors in a successful imitation is the fundamental frequency.
However, as Farrus [52] mentions, untrained speakers trying to change the F0O range in their voice are
often unsuccessful while professional voice actors succeed.

Whispering is another way to disguise a voice that requires no professional training or practice. Since
whispering omits vibrating of the vocal cords, the fundamental frequency of a whisper is absent. While
Tartter et al. [57] show that small-scale speaker identification from whispered speech by human evaluation
is still excellent, it could be the case that an automatic system is less successful.

Other than imitating and whispering, non-electronic voice disguise can also be achieved with help aids
that could influence the speech. Examples of these are manual, pinching noses or cheeks while speaking
to change the speech, or with an additional prop. Ahmed et al. [16] use a specifically selected tube to
obfuscate speaker identity and create targeted adversarial examples. The tube functions as an extension
of the vocal tract and causes a pitch shift. Ahmed et al. show that ‘analog audio adversarial examples’
could possibly bypass liveliness detection in SVAs. Sebastian and Mary [58] found that voice masking
using a thick cloth over the microphone affected the energy features, but prosodic features like pitch are
more robust against this type of voice masking.

So, for non-electronic voice disguise, some tasks like imitation are quite difficult. Simply whispering,
changing pitch, speed or loudness of speech is easier for an untrained speaker. Still, inter-speaker variation
is found to be extensive [51}55] and some speakers are simply more skilled in disguising their voice than
others.

2.3 Shortcomings of literature

While end-to-end models and DNNs are performing quite well in gender inference, gender obfuscation is
often overlooked as a commendable privacy-preservation.

In general for privacy protection methods, what is actually changed in the speech with the privacy
protection is mostly overlooked. Some authors examine human perceptions of the obfuscation based on
intelligibility, understandability and naturality [45], but a formal analysis using speech or audio features is
not done. Stoidis and Cavallaro [14] do show the spectrograms of original and computationally perturbed
speech per gender, but do not further interpret the findings. In the speech domain there are interpretable
speech features available, and researchers could use them to reveal important changes in their speech
data.

Most privacy-preservation methods deal with the privacy-utility trade-off, and the main three methods
described in this section mostly have this trade-off as well.

Neural adversaries are generally preferred over traditional speech-feature based methods because of
their apparent high performances. However, as Figure [I| shows, neural adversaries are insufficiently
obfuscating gender in speech when faced with a speech feature-based model. Additionally, some neural
adversaries fail when they are used in realistic over-the-air scenarios [44], showing that before-the-mic
protection with neural adversaries is likely to be less successful then anticipated.

While privacy sensitive representations get a lot of attention [24] and seem to work well 7], converting
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the representation back into audio is non-trivial [15]. Because of the trend of End-to-End models and
using raw waveforms rather than representations, and the fact that these methods cannot be performed
in an before-the-mic manner, the privacy sensitive representations are not considered as a viable option
for gender obfuscation in this thesis.

Voice disguise techniques are not as successful as neural-on-neural methods in a white-box scenario,
and methods like voice conversion also require a conversion step back to audio. Non-electronic types of
voice disguise such as imitation are often difficult for a non-professional to perform successfully.

Ahmed et al. [16] set a step in the direction of what they call ‘analog adversaries’, not using compu-
tational perturbations but instead using a tube to defeat speaker authentication models. They mention
the benefit of circumventing liveliness detection, as the human voice is still the input to the system. We
expand onto this concept with the vocal adversary.

2.4 Vocal adversary

In this thesis, the vocal adversary is proposed. Rather than using a particular model to obtain compu-
tational perturbations with to protect gender information in speech like the neural adversary, the vocal
adversary instead leverages knowledge of speech features and voice disguise to protect their speech.

The specific vocal adversary in this thesis is a person wanting to obfuscate gender information from
their voice, and doing so by means of their own speech production mechanisms in a before-the-mic
protection. Additional readily available help aids such as fans or tubes are also in the scope of our vocal
adversary in this thesis. However, in general the vocal adversary is defined by using voice and voice alone.
What is most distinctive of a vocal adversary in comparison with a neural adversary is that the former
does not require any model or calculations to protect privacy sensitive information from their voice. The
vocal adversary does not have access to any inference models. Instead, they only have access to the input
of this model, which is their speech before-the-mic.

Our vocal adversary will have different voice adaptations where they change their voice in specific
ways. These are inspired by non-electronic voice disguise techniques and will be explored more in the
methodology and results sections.

There are a few things to consider when designing privacy protections for a vocal adversary. First, as
mentioned, some voice disguise techniques are difficult to perform for an untrained speaker. Important
speech features such as fundamental frequency are difficult to change as they are related to physiological
mechanisms. Furthermore, some voice adaptations could introduce embarrassment. The goal of the
vocal adversary is to use voice adaptations in a daily manner without trouble, and if someone is too
embarrassed to yell to their SVA, maybe yelling is not a suitable voice adaptation for the vocal adversary.
Easwara Moorthy and Vu [59] performed a survey into people using SVAs on a smartphone in private
and public setting for private and non-private data. They found that the location and type of input
information were both influential in determining how likely someone is to speak to their phone. They
mention social acceptability as a factor for the use of voice input. When designing the voice adaptations,
social acceptability should be a consideration. Partly because of this, we exclude imitations of genders,
accents, or speech impairments in our adaptations.

2.5 Hypotheses

Since the research questions are generally worded and will not be tested with a statistical test, there is
no null hypothesis to accept or reject. Instead, some general expectations will be given as hypotheses.

(I) “How can a vocal adversary obfuscate gender from their speech in a non-computational manner against
neural and speech feature-based inference models?”

H: A vocal adversary can use techniques from voice disguise and features obtained with successful neural
adversaries to obfuscate gender in both neural and speech feature-based models.

Specifically;
(IT) “What speech features does a neural adversary leverage to successfully obfuscate gender?”
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H: We suspect that pitch or FO will be one of the top features leveraged by the neural adversary, as this
is found to be a characterizing feature for gender in speech [18].

IL.T “In what settings (white-box or grey-box) is the neural adversary successful in obfuscating gender
against a neural model?”
H: We suspect that a neural adversary is most successful in white-box scenarios, but some tranfer-
ability will occur between architectures and training data.

ILIT “Are neural adversaries successful in a grey-box setting where the inference attack is done with
extracted speech features and speech feature-based models rather than neural models?”
H: Following the observation in Figure [1} we suspect that neural adversaries will not be successful
against speech feature-based models.

IL.ITI “What is the overlap of speech features deemed useful for gender obfuscation and the ones leveraged
by the neural adversary?”
H: We suspect that pitch or FO will be a useful feature for gender obfuscation leveraged by the
neural adversary.

(III) “How can a vocal adversary leverage useful features discovered from neural adversaries to obfus-
cate their gender in a non-computational way?”
H: We suspect that pitch or FO will be an important feature in characterizing the voice adaptations that
can be used by a vocal adversary. We also predict that voice adaptations on their own will obfuscate
gender in both neural and speech feature-based models.

III.I “What do speech adaptations change in the speech feature space? How to these features compare
to the speech features leveraged by the neural adversary?”
H: We suspect that different voice adaptations will change the speech features in different ways,
mostly impacting pitch and intensity. We predict that the vocal adversary will partly leverage the
important features discovered from the neural adversary.

III.ITI “How successful is a vocal adversary adapting their speech in obfuscating their gender in a black-
box setting against neural and speech feature-based inference models?”
H: We predict that a vocal adversary will be more successful than a neural adversary in speech
feature-based inference models, as the speech features are directly changed per voice adaptation.
We also predict that the vocal adversary will be successful in obfuscating gender against the neural
inference models.

IILIIT “What is the utility of a vocal adversary measured with performance of an Automatic Speech
Recognition model?”
H: We predict that the utility of a vocal adversary will be lower for some voice adaptations but
acceptable for other voice adaptations.

3 Methodology

In the methodology section, we first describe the neural adversary using data, neural models, and how
the computational perturbations are generated. Then we describe how we step away from the neural-to-
neural methods and towards the vocal adversary using speech features and feature selection. Then we
briefly describe the vocal adversary and finally we describe how we will evaluate the two adversaries.

3.1 Data

An overview of the data used in this project can be found in Table [T} All data is spoken in English and
contains both speaker tags and gender information. Note that training data (on top), development data
(in the middle), and test data (on the bottom) are all separate independent data sets with no overlap of
recordings or speakers.
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Table 1: Overview of datasets: training, development and testing from top to bottom.

# speakers # utterances

data avg. duration F M F M

LS100h 12.69 s 125 126 14 342 14 197
LS960h 12.30s 1128 1210 135 889 143 352
Vox2-dev 7.78s 2312 3682 397 032 694 977
LSdev-clean 7.18 s 20 20 1374 1329
LSdev-other 6.44 s 16 17 1 450 1414
LStest-clean 742 s 20 20 1 389 1231
Voxtest 7.78 s 39 79 10 711 25 526
IEMOCAP 4.46 s 5 5 4 800 5 329

LibriSpeech [60] consists of people reading passages of books out loud and was initially recorded for
the purpose of developing Automatic Speech Recognition systems. It is split up into different sections
(LS100h, 100 hours of clean training data; LS960h, 960 hours of clean and less clean training data;
dev signifying the development set and test signifying the test set. ‘clean’ and ‘other’, denotes clean
or less-clean and more-noisy data respectively). Note that LS100h is a subset of LS960h, while the
other sets are separate and do not have any speaker overlap. In general, LibriSpeech is known as a
‘clean’ dataset, meaning that there is little background noise and the recording quality is generally high.
Furthermore, LibriSpeech is often used because of the gender-balanced subsets which makes for a fair
gender classification. The dataset ‘LibriSpeech test clean’ is one of the test sets used in this thesis and
will be called ‘LStest’ from now on.

Voxceleb [61] is an audio-visual dataset created from celebrity interviews from YouTube. Different
from the read LibriSpeech data, VoxCeleb contains spontaneous speech. It is described as an ‘in the wild’
dataset [42,62], meaning there is more background noise present and the recording quality varies. The
development set of Voxceleb 2, ‘vox2-dev’ is used as training set in this thesis and the test set of Voxceleb
2 will be called ‘voxtest’ from now on.

IEMOCAP [63] (interactive emotional dyadic motion capture database) contains both read speech
and semi-spontaneous speech. IEMOCAP is commonly used for speech emotion recognition and contains
recordings of dialogue between two actors acting out a scenario with emotion. There is some cross-talk
present in the data set and while the speakers are all actors, all the emotion in the speech is acted with
a prompt rather than genuine spontaneous emotion.

3.1.1 Data format

Since we intent our privacy protection to be before-the-mic, a raw waveform as input is most suited for
this project. Luckily, as mentioned before, End-to-End models that use raw waveforms as input are shown
to outperform other types of speech representations [41]. By using raw waveforms, the neural adversary
will not have any conversion loss either [11}[54].

Unless otherwise specified, we use the raw speech waveform in this thesis. LibriSpeech is in the ‘flac’
file format which is already scaled between in a [0, 1] range, while Voxceleb is in the ‘wav’ file format
and first needs to be scaled. To achieve this, the raw waveform must be divided by 32767 (2'°) since
it is originally a 16 bit integer. All models are trained and tested with the scaled data, including the
generation of the computational perturbations by the neural adversary, and then converted back to a full
wav file for speech feature extraction. All audio in this thesis is mono-channel and has a sampling rate
of 16 kHz.

Since the duration of the different audio recordings varies, see Table [l the data is padded or cut into
segments of 6 seconds similar to other paralinguistic research [11,27]. Xie et al. [62] and Lehmann and
Stadelmann [42] have shown that larger segments results in higher performance in speaker recognition,
and it is likely that this is also the case for gender inference. For training, a randomly selected 3 second
chunk from the recordings was taken.
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3.2 Neural models

For this thesis, three different neural architectures are used for gender inference: M5, WavLM and
XVector. The code for the training of the M5, WavLM and XVector networks can be found at the
GitHub pageﬁ Nik Vaessen wrote and executed the training for the neural gender inference models.

The M5 model is a convolutional neural network (CNN) designed to classify raw waveforms based on
Dai et al. [39]. It consists of four convolutional layers with batch normalization, ReLU activation and
a pooling layer, followed by a fully connected layer for gender classification. Note that a very similar
network with a different number of convolutional layers is used by Gong and Poellabauer [11], which
they call the WaveCNN. Another similar network is used by Stoidis and Cavallaro [14], which they call
GenderNet. CNNs are often used in speech classification as they are a specialized architecture that were
considered the state-of-the-art for speech tasks [2§].

The WavLM model [40] is a transformer network, pre-trained on LS960 for speaker recognition and
fine-tuned in this project as a gender classifier. To fine-tune WavLLM for gender classification, we average
the output of the transformer network and add three fully connected layers to classify gender. During
fine-tuning, everything but the last three fully connected layers are frozen in the first cycle, after which we
unfreeze the transformer network. The feature extraction CNN part of the WavLM is kept frozen during
the entire fine-tuning process. WavLM uses self-supervised learning and is currently the state-of-the-art
for many speech processing tasks, as it is as time of writing the top-performing network architecture on
the SUPERB benchmarkﬂ Note that HuggingFace provides multiple pre-trained WavLM networks, and
the one used in this project is “‘WavLM-Base’ pre-trained on L.S960, at time of writing number 3 on the
benchmark.

The X-Vector network [64] is widely known for the speaker recognition task [53|. Instead of raw
waveforms it uses MFCC features as input, and we extract 40 coefficients with the default values of
torchaudio [65] for this purpose.

Each of these three architectures are trained (or fine-tuned in the case of WavLM) on the three training
sets used in this project shown at the top of Table[l} LS100h, LS960h and Vox2-dev. In the remainder of
this thesis, the architecture name with the training or fine-tuning data as suffix will be used to describe
a trained model, i.e. M5-vox is a model with the M5 architecture trained with the vox training data.

3.3 Neural adversary

The neural adversary used in this thesis is most similar to the neural adversary examples listed in
section Computational perturbations are added to input audio in an attempt to change the output
label. The weights and architecture of a trained model called the ‘reference model’ is used to generate
computational perturbations that are added to the original input in an attempt to misclassify the input.

As mentioned, we reduce gender down to a binary class and define a successful computational per-
turbation when the label has been completely ‘flipped’ from Male to Female or from Female to Male.

The neural adversary is created with use of two of the neural architectures trained for gender inference:
the M5 models and the WavLM models. Unfortunately, other inference models used in this thesis are less
straightforward to use as a reference model for the neural adversary, since they do not use raw waveforms
and the conversion back to speech will introduce noise. Because the M5 and WavLM models are trained
on different sets of training data, there are six reference models in total.

To create the computational perturbations, Projected Gradient Descent (PGD) [66] is used, which is
an iterative version of the well-known Fast Gradient Sign Method (FGSM) [8]. PGD is able to create a
more powerful perturbation with multiple steps. The Equation for FGSM can be found at [I} and PGD
does one FGSM cycle each iteration to compute the perturbation that will be added to the original audio.

T =x; + ¢ sign(VJ(x;,y)), (1)

The perturbed waveform in iteration i is x;, and y is the true label. J is a loss function, which

“https://github.com/Loes5307/VocalAdversary2022
Shttps://superbbenchmark.org/leaderboard
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for x; is calculated with the reference model, which is the trained model for gender inference. The ¢ is
the perturbation rate, which we will expand upon later, and there is also a clipping rate to ensure the
perturbation does not exceed a certain limit. Finally, sign is the sign function denoting whether the
perturbation is positive or negative in value. This perturbation is then added to the initial input x, after
which the network is likely to misclassify x with a different label than y.

As the Equation shows, FGSM and thus also PGD use a loss function to compute the gradients of the
model. In our case, this function is the Cross-Entropy loss. A small experiment with the perturbation
rate that will be shown in section resulted in an optimal perturbation rate of 0.0005, and the results
from section shows that 100 epochs are preferred over 10. A clipping rate of 0.1 is used to limit the
size of the perturbation.

As mentioned in the Threat model in section the white-box scenario is when the reference and
inference model are one and the same. Transferability is tested with grey-box scenarios where the reference
model and the inference model are different. Either the architecture could be different or the data used
to train the models could be different. For the non-neural inference model, even the format of the test
data is different since the speech features are used for inference rather than the raw waveform. This will
be elaborated on in the next section.

3.4 From Computational to Vocal adversary

As mentioned before, the neural adversary has many downsides that we want to explore and possibly
mitigate using a vocal adversary. However, we also want the vocal adversary to be successful against
neural inference models. This is why we take inspiration from successful neural adversaries to create the
vocal adversary.

3.4.1 Speech features

With Praat [36], a total of 35 speech features were extracted from each recording including the compu-
tationally perturbed speech from the neural adversaries. An overview of the features can be found in
Table [2]in the next section. To list them here, the 35 features are the ones from the Praat voicereport:
number of Pulses, Periods and Voicebreaks; the degree of Voicebreaks, the fraction of Unvoiced parts,
jitter (local, local absolute, rap, ppg5), shimmer (local, local dB, apq3, apgb, apqll), mean of the au-
tocorrelation, Noise-to-Harmonics-Ratio (NHR), Harmonics-to-Noise-Ratio (HNR), mean and standard
deviation of period and the min, max, mean, median and standard deviation of pitch. Other than the
voice report features, we also extract duration, intensity (min, max, mean, standard deviation), the
fundamental frequency FO0, first three formants and the centre of gravity from the speech.

Note that the pitch used in this project is linear and estimated with Praat. No semitones or other log
transforms were performed in the calculation of pitch or any other features unless otherwise specified.

Fundamental frequency (F0) and pitch are linked to the tension in the vocal folds, estimating the
larynx frequency from speech. It is also said to be scaled with the lengths of the vocal folds [19].
Intensity is linked to the subglottic pressure, and is measured with the energy of a signal [50]. Formant
values are known to be correlated with vocal tract length [19].

Finally, the gender inference with speech features is performed with a Support Vector Machine (SVM)
with a linear kernel using the default values from Scikit-learn [67]. SVM is often used in combination
with speech features for classification tasks [29}34}/58].

3.4.2 Feature selection

Feature selection is a standard pre-processing step for feature-based system to increase the performance.
In the case of our vocal adversary, the feature selection has another reason. While the 35 speech features
extracted with Praat are interpretable and link back to speech production mechanisms, having 35 features
to change simultaneously in your speech is difficult in practice. Since we assume our vocal adversary
should be able to be an untrained speaker, having a list of features that are important in successfully
obfuscating gender is more useful.
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Figure 3: Accuracy scores for SVM gender classification on two LibriSpeech data sets. The SVM uses
LOSO cross validation and the number of features on the bottom are ranked with the SVM-RFE ranking
described in Table [2] where ‘1’ indicates only using the most important feature, ‘10’ indicates using the
top 10 features, and the full 35 features are at the far right of the x-axis.

Additionally, having a feature selection step means that the speech feature set can be extended easily
while the rest of the methodology of aiding a vocal adversary does not need to change. Instead of only
Praat features, in the future this could be expanded to include openSMILE features such as eGeMAPS or
ComPaRE features, which might give more insights into both the neural perturbations and the options
for the vocal adversary.

The feature selection in this thesis is performed with Recursive Feature Elimination (RFE) in combi-
nation with an SVM, also called SVM-RFE and well-known as a feature selection method [68]. RFE is
a wrapper feature selection algorithm that uses feature weights (support vectors in the case of SVM) to
iteratively discard the least important feature until only one feature is left. The inverse of the ordered
discard list is a ranking of the features based on importance to the classification task. This methodology
has been used in previous research [69,|70] for similar experiments analysing speech. The SVM used
to obtain the support vectors in the feature selection is a different SVM than the one used for gender
inference. The SVM in the SVM-RFE has a linear kernel as well and otherwise uses the default settings
from Sci-kit learn [67].

Table 2] shows the 35 features ranked on importance for the Male vs. Female classification, 1 being
the most important and 35 being the least important. Note that duration is the least important as it has
been padded or cut down to 6 seconds for all recordings.

Figure[3]shows the classification accuracy using this feature ranking. With these results, we can choose
a suited number of features for the feature selection, as the smallest number of features together with the
highest accuracy would be ideal. For LibriSpeech train, this seems to be at the top eight features, as the
highest accuracy is reached with this feature set. The smaller set LibriSpeech dev-other seems to overfit.
To obtain this Figure, every top number of features is taken as a set and tested separately. Because only
one data set is used (no test-train split), the Leave-One-Speaker-Out (LOSO) cross validation scheme is
used instead [3].

3.5 Vocal adversary

The vocal adversary recordings in this project consist of two speakers, one Male and one Female, both
native in Dutch but with an academic proficiency in English. They read a part of “The patchwork
girl of Oz”, a story by Lyman Frank Baum [71] in English. This story is also used as prompt in the
LibriSpeech [60] test set and is publicly available online. The prompt is part of the first chapter of the
story, “Ojo and Unc Nunkie”, and consists of 251 words split into 25 sentences.

The recordings were made with a Blue Snowball iCE microphone ﬁ set about 25cm from the speakers
mouth using Audacity 3.1.3.0 [72] with a sample rate of 16 kHz. Similarly to the other speech data in
this thesis, each sentence from the vocal adversary has been cut down or padded to 6 seconds to stay

Shttps://www.bluemic.com/en-us/products/snowball-ice/
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Table 2: The top 10 features ordered by importance for Male vs. Female classification obtained with
SVM-RFE for LS100h, including the mean feature values for Female (F) and Male (M) speakers from

LS100h.

Rank Feature Description mean F mean M Higher for..
1 pitch_mean mean of pitch 205.67 132.16 Female
2 autocor_mean mean of autocorrelation 0.9 0.86 Female
3 nhr_mean mean of Noise-to-Harmonics-Ratio 0.15 0.2 Male
4 pitch_std standard deviation of pitch 53.43 51.25 Female
5 pitch.max max of pitch 441.46 378.77 Female
6 intensity_mean mean of intensity 68.28 69.18 Male
7 shimmer_apqll shimmer computed with 11 neighbours 11.12 15.72 Male
8 shimmer_apq3 shimmer computed with 2 neighbours  3.92 5.26 Male
9 intensity_max max of intensity 78.76 79.46 Male

10  jitter_local_absolute mean absolute jitter 128.67 259.5 Male
11 jitter_rap jitter computed with 2 neighbours 1.14 1.35 Male
12 fracUnvoiced fraction of unvoiced pitch frames 43.25 44.13 Male
13 period_mean mean of period 5 7.95 Male
14  pitch_median median of pitch 195.57 117.55 Female
15  hnr_mean mean of Harmonics-to-Noise-Ratio 13.13 10.67 Female
16  pitch-min minimum of pitch 106.63 81.85 Female
17  shimmer_apgb shimmer computed with 5 neighbours  5.81 8.02 Male
18 nrPeriods number of periods 621.08 390.66 Female
19 pitch_var variability of pitch 443.04 394.83 Female
20 degreeVoicebreaks degree of voice breaks 34.73 36.2 Male
21  grav_center centre of gravity 918.2 770.54 Female
22 shimmer_local mean absolute shimmer 10.78 13.76 Male
23 nrPulses number of pulses 638.1 407.44 Female
24 nrVoicebreaks number of voice breaks 14.2 13.86 Female
25 jitter_ppgb jitter computed with 5 neighbours 1.26 1.54 Male
26 jitter_local absolute jitter 2.57 3.29 Male
27 period_std standard deviation of periods 1.34 2.19 Male
28 {0 fundamental frequency 837.75 806.35 Female
29 {2 second formant 3044.48  2997.67 Female
30 intensity_std standard deviation of intensity 40.14 38.41 Female
31 intensity_min minimum of intensity -57.48 -43.9 Male
32 f1 first formant 1964.6 1952.83 Female
33  shimmer_local_dB log mean absolute shimmer 1.37 1.63 Male
34 f3 third formant 4098.89  4079.67 Female
35 dur duration 6000 6000 -

consistent in fragment length.

The same exact prompt was read out with twenty voice adaptations, which will be elaborated upon
in the Results section. The voice adaptations are chosen based on voice disguise literature and the
computational perturbations from the neural adversary. By examining the change in speech features
with a computational perturbation (that defeats a neural inference model), and the speech features
important to classify gender in SVMs (seen in Table , a vocal adversary leverages the overlap of these

features to defeat both neural and speech feature-based gender classification.

3.6 Evaluation metrics

Following our goal of designing a Vocal adversary that is able to protect their gender in speech from
black-box inference attacks, some results are less interesting on their own and more interesting as a
stepping stone to the next part of the project.

Classification accuracy of gender in the neural models and a Support Vector Machine (SVM) using the
speech features is reported. Since our data sets are not all balanced on gender (see Table, both the full
accuracy and the accuracy for Female and Male speakers separately are mentioned. Some papers state
that true gender ambiguity in voices is reached when the final classification accuracy reaches 50% [14],
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which would equate a random guess. This is only a valid goal if the data set is balanced and both
Male and Female samples obtain around 50% accuracy. Since we follow the use case of a Smart Voice
Assistant, the user would be most interested in fully obfuscating their gender by ‘flipping’ their gender
label completely from Male to Female or from Female to Male 100% of the time. Note that the inverse
of the classification accuracy shows the success of the obfuscation.

The transferability of the obfuscated speech is important. It is not exactly known which, if any,
gender classification systems SVAs use and it is likely they vary system to system. Since we have seen
that a simple linear model can defeat a successful neural adversary of a state-of-the-art gender classifier,
we must take care that the obfuscation for the vocal adversary works for multiple models.

The utility of the system is the second most important metric. Utility indicates how well the Automatic
Speech Recognition (ASR) system, the original intended system for the voice input in an SVA| can handle
the privacy protected speech. This is often measured in Word Error Rate (WER) [7)/14}44./48], the number
of words that are incorrectly transcribed with an ASR system. If the accuracy for the gender classification
is low (indicating a successful obfuscation), but the WER is very high (indicating an unsuccessful ASR
transcription), the input speech might be protected in terms of privacy but completely useless in terms
of the utility of an SVA.

Equation [2 describes the calculation of the WER using the substitutions (.5), deletions (D), insertions
(I) and the total number of words (INV,,) in the reference compared to the hypothesis. Note that a lower
WER indicates a higher utility.

_S+D+1I

w

WER x 100% (2)

Since not all data in the test datasets have a transcription available and 6 second segments are used
for testing, the ASR transcription of the original data is taken as ground truth. This means the reported
WER will be a relative WER for the neural adversary. For the vocal adversary, the comparison with the
original prompt as ground truth is made.

There are multiple open-source ASR systems for transcribing English speech available online. For
this thesis, both DeepSpeech 2 |73] and ESPNet |74] were considered. DeepSpeech 2 performance has
been used before as a utility metric for privacy sensitive speech [7,/49], and ESPNet has been used for
this purpose as well [15], implying that both models could be suitable.

To determine which ASR would be most suitable, the IEMOCAP dataset was used. IEMOCAP is
a noisy dataset containing cross-talk, meaning that creating an automatic transcription is challenging.
Since it is assumed that creating an automatic transcription for neurally perturbed speech is challenging
as well, the ASR with the lowest WER for IEMOCAP was chosen for this project. For DeepSpeech 2, the
average WER for IEMOCAP was 40.62%. For ESPNet, the average WER for IEMOCAP was 65.71%.
Both of these WER results are quite high, but it is expected for noisy speech. Stoidis and Cavallaro [49]
report a 6.75% WER on LS100h with DeepSpeech 2, which indicates a much better performance on a
less noisy data set.

Following these results, the ASR used in the remainder of this project is DeepSpeech 2 |73].

We need to keep in mind that utility of the ASR system is just as important as protecting the gender
of the speaker. The user is already using an SVA and they will likely not switch to a more privacy
sensitive input modality such as pressing buttons. If the vocal adversary is to be employed, it should be
employed in an easy non-annoying daily manner of the users of SVAs.

4 Results

The result section is split up into two subsections: the neural adversary and the vocal adversary. Extended
results can be found in the Appendices of this thesis or at the GitHub pageﬂ

“https://github.com/Loes5307/VocalAdversary2022
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Figure 4: Gender classification accuracy and WER, (relative WER, DeepSpeech 2 transcription of per-
turbed audio compared to DeepSpeech 2 transcription of original audio) of computationally perturbed
LibriSpeech dev-other with reference model m5-LS100h with different perturbation rates. Note that the
x-axis is in log scale since the perturbation values range from 0.075 to 0.00005. The other settings for
the PGD were: 0.1 cutoff and 100 epochs. The chosen perturbation rate (0.0005) is highlighted with a
vertical line on the axis.

4.1 Neural adversaries

The results for the neural adversaries will be described in this section. First, the perturbation rates and
the parameters for the PGD will be explored. Then, the gender inference results will be given for the
neural models. Finally, the speech features will be explored and the gender inference results using these
speech features will be given.

4.1.1 Perturbation rates

To explore a suitable perturbation rate, the other parameters of the PGD have to be consistent. Initially,
the number of epochs for PGD was set to 10. Especially for the larger Voxceleb test set, and the larger
WavLM model, computing the neural perturbations with 100 epochs was not feasible in time for the
publication we were trying to wrap up. However, in this thesis project, there were sufficient resources
and time to recompute every neural adversary with 100 epochs. Since our Threat model (see Section
states that there are no to little restrictions for our neural adversary, 100 epochs is more suitable than
10. The results with 10 epochs are reported in Appendix [A]

For the perturbation rate, a small experiment with the development set LibriSpeech dev-other was
performed. The PGD was tested with different perturbation rates to find a suitable rate that allowed for
gender obfuscation (low inference accuracy) yet still an acceptable utility (low WER). The results of this
experiment can be seen in Figure[dl As expected, a low perturbation rate results in less obfuscation and
a higher utility while a high perturbation rate results in full obfuscation (accuracy at 0%) but also a low
utility (WER above 80%). Following the Figure, it was decided that a perturbation rate of 0.0005 (see
vertical line) was optimal for the experiments in this thesis. Note that ‘optimal perturbation rate’ will
differ between data sets and other factors, so the value of 0.0005 was an informed decision rather than a
perfect conclusion.

To briefly see the impact of the computational perturbations on the data, the mel-spectrograms for
the original, perturbed with M5-LS960h and perturbed with WavLM-LS960h can be found in Figure
for one Female and one Male speaker from LStest. Spectrograms of the same speakers perturbed with
all other neural adversaries can be found in Appendix [C}
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Figure 5: The Mel spectrograms for two speakers from LStest computationally perturbed with different
neural adversaries (reference model in subcaption). Inspired by Stoidis and Cavallaro .

4.1.2 Gender classification results

The white-box and some grey-box gender classification results for the neural adversaries can be found in
Table 3

The scenarios where the Reference and Inference model are the same result in a low accuracy, meaning
the gender obfuscation of the neural adversary was successful in a white-box setting. The grey-box
scenarios where the model architecture is the same but the training data differs results in a higher
accuracy, though it could still be stated that the gender obfuscation is successful as the majority of the
accuracies are below 50%. Grey-box scenarios with different model architectures were less effective, as
can be seen in Appendix

To inspect the utility of the neural adversaries we look towards the relative WER listed in the rightmost
columns of Table [3] It can be seen that LibriSpeech, the cleaner dataset, results in relatively low WER
regardless of perturbation. Note that Stoidis and Cavallaro report a 6.75% WER on the original
LibriSpeech dataset, and that our WER is relative to the 6 second fragment we use for the original dataset.
VoxCeleb, a noisier dataset, obtains a higher WER for the perturbed speech. However, compared to the
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Table 3: Gender classification accuracies on the LibriSpeech and Voxceleb test sets for the original and
the neurally perturbed data with different reference models. The white-box case where the Reference
and Inference model are the same are underlined. The WER with DeepSpeech 2 with regard to the
DeepSpeech 2 transcription of the original data is given as a measure of utility. The PGD for the neural
adversary was set to 100 epochs.

Inference model

Reference model M5-LS100h M5-LS960h M5-vox rel. WER

tot F M tot F M tot F M tot F M
Original LStest 96.56 96.69 96.43 96.83 96.24 97.32 92.98 87.09 99.25
M5-LS100h 0 0 0 8.27 0.37 17.22 48.28 25.07 74.6 5.96 6.75 5.06
M5-LS960h 13.52 1.11 2759 0 0 0 29.82  6.56 56.19 5.73 6.55 4.79
M5-vox 57.37 42.7 74 38.68 15.56 64.88 0 0 0 5.44 5.69 5.17
Original Voxtest 92.52 9549 91.31 95.47 93.81 96.14 97.11 94.58 98.14
M5-LS100h 0.2 0.25 0.18 11.67 2.08 15.58 51.1 37.73 56.55 27.87 25.11 29.17
M5-LS960h 14.21 4.12 18.33 0.84 0.06 1.16 31.88 16.53 38.15 26.75 24.43 27.73
M5-vox 59.86 49.54 64.08 48.8 18.33 61.23 0.26 0.22 0.27 26.81 22.77 28.5

WavLM-LS100h ‘WavLM-LS960h ‘WavLM-vox

Original LStest 97.81 98.6 96.91 98.71 98.53 98.91 9835 98.01 98.75
WavLM-LS100h 0 0 0 13.24 2.29 25.67 14.54 16.67 12.12 7.85 8.63 6.96
WavLM-LS960h 37.26 57.45 14.38 0 0 0 31.15 50.29 9.45 7.11 7.86 6.27
WavLM-vox 67.4 59.81 76 55.06 26.99 86.87 0 0 0 6.3 7.28 5.18
Original Voxtest 97.73 97.47 97.85 97 97.62 96.75 99.02 98.2 99.36
WavLM-LS100h 0.14 0.39 0.04 17.7 7.39 22 23.25 28.01 21.26 34.84 30.9 36.5
WavLM-LS960h 34.45 75.99 17.05 0.07 0.08 0.06 35.29 65.49 22.63 33.33 28.21 35.48
WavLM-vox 81.72 T78.25 &83.18 75.06 55.8 83.13 0.15 0.19 0.13 29.65 28.02 30.33

baseline WER of 40.62% that IEMOCAP obtained, the neurally perturbed Voxceleb obtains a lower
WER.

Our models with the original data outperform other gender classification models based on differ-
ent architectures or non-raw waveforms, indicating that raw waveforms indeed outperform other speech
representations and that WavLM in particular is successful in gender classification [11}14}32].

Extended results including more grey-box scenarios for the neural adversary with PGD set to 100
epochs can be found in Appendix [B] Similarly, the full results for the neural adversary with PGD set
to 10 epochs can be found in Appendix [A] As expected, the neural adversary using 100 epochs is more
successful in obfuscating the gender in a white-box scenario than the neural adversary using 10 epochs.

However, the WER of the neural adversaries using 10 epochs, as seen in Appendix [A] Table is
lower than the WER for the neural adversaries using 100 epochs. Intuitively this makes sense, since a
lower number of epochs is likely to mean a smaller perturbation, thus less ‘noise’ introduced. Since the
WER is relative to the original data, the less noise introduced the better the ASR will perform and the
lower the WER will be. Especially for the clean LibriSpeech test set, the WER seems to increase with
more epochs. For the Voxceleb test set this effect seems to be less substantial.

From this point, only results of the neural adversary with PGD set to 100 epochs will be given.

4.1.3 Speech features

From the 35 features described in section [3.4.1 and shown in Table [2} the most prominent features that
changed with each neural perturbation (according to the SVM-RFE) are noted here.

Table [4 shows the increase or decrease of the top 10 speech features with the computational pertur-
bations for different neural adversaries. Features that overlap between the top 10 important features for
the Male vs. Female classification and the original vs. perturbed classification are underlined. These
features show which features that are important in distinguishing gender in speech are also changed with
the perturbation. Note that to determine an increase or decrease, the mean feature value is taken for
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Table 4: The top ten features from Table |2| and whether the computational perturbation increases
(‘47) or decreases (‘-’) the value of that particular speech feature compared to the original speech. The
computational perturbation is generated with the neural adversary using the Reference model and the
Original data (LS = LStest 100h, vox = voxtest). The features have been split up in Female and Male
speech, shown in the format (Female/Male). Underlined features are the overlapping features for the top
10 Female vs. Male and the top 10 perturbed vs. original.

Original Reference pitch autocor nhr pitch pitch intensity shimmer shimmer intensity jitter_local
data model _mean _mean _mean _std _max _mean _apqll _apq3 _max _absolute
LS M5-LS100h -/t -/ +/+ +/+  -/+ +/- +/+ +/- +/+ +/-

LS M5-LS960h ~-/+ -/ S+ /A +/+ +/+ +/+ +/-

LS M5-vox -/+ -/- +/+ +/+ -+ 4/ +/+ +/- +/+ +/-

vOxX M5-LS100h -/- -/- +/+ -/- -/- +/+ -/- +/+ -/+ -/-

vOX M5-LS960h -/- -/- +/+ -/- -/- +/+ -/- +/+ -/+ -/-

VOX M5-vox LH’ Z E -/- -/- +/+ -/- ﬁ -/+ -/-

LS WavLM-LS100h -/+ -/~ +/+ S/t -+ +/- +/+ +/- +/+ +/+

LS WavLM-LS960h  -/+ -/- +/+ +/+  -/+ +/- +/+ +/- +/+ +/+

LS WavLM-vox -+ +/+ -/ - +/+ +/- +/+ +/+

vOx WavLM-LS100h +/+ -/- S+ -+ -/- +/+ -/- +/+ +/+ -/-

VOxX WavLM-LS960h +/+ -/- L/-ﬁ- -/- -/- i -/- ﬁ +/+ -/-

VOX ‘WavLM-vox +/4+ -/- L/+ -/+ -/- L/-&- -/- i -/+ -/-

the original and the perturbed speech. The actual value change of the speech feature is not examined in
more detail, but a brief manual check shows that most feature changes are relatively small.

Figure [6] shows another insight into the perturbation and the extracted features. It is similar to the
spectrograms in Figure [5] but the pitch, intensity and formants are drawn on top of the spectrograms,
showing how the neural adversary changes the way these speech features are computed with Praat. For
example, at the very beginning of the fragment, for the original speech no features seem to show up,
but for the perturbed speech some formants are detected. Mean pitch is one of the overlapping features,
as seen in Table [0 but the pitch in the spectrogram does not seem to change much by eye. Mean
intensity was not an overlapping feature, and it also does not seem to change when comparing the two
spectrograms.

000000

000000

Perturbe

Figure 6: Screenshots from Praat with the original speech (top) and perturbed speech (bottom)
from the first 3 second of the same Male speaker from LStest as in Figure The reference model for
the perturbed speech is WavLM-LS960h, making these spectrograms simply a different style and from a
different program than the spectrograms in Figure |5 where (b) is ‘original’ here and (f) is ‘perturbed’
here. Pitch (in blue), intensity (in yellow) and the formants (in red) are also drawn by Praat.
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Table 5: Gender classification accuracy results with linear SVMs trained on and using the feature ranking
obtained with LibriSpeech-train (seen in Table [2)) for neural adversaries described with the reference
model.

Inference model

Reference model SVM top 8 SVM top 10 SVM full

tot F M tot F M tot F M
Original LStest 89.34 95.9 81.44 94.22 959 92.19 92.29 94.67 89.42
M5-LS100h 89.42 95.27 86.19 89.42 94.89 86.62 86.35 94.06 80.87
M5-LS960h 90.6  95.46 86.51 90.36 95.01 86.51 87.49 92.04 83.72
M5-vox 91.03 95.86 86.41 90.99 95.34 86.92 &7.73 92.09 83.6

WavLM-LS100h 89.84 95.75 83.11 89.72 9553 &3.11 86.3 90.01 82.09
WavLM-LS960h 91.74 96.14 85.8 91.66 95.77 86.05 87.93 92 82.42

WavLM-vox 91.51 95.85 86.53 9148 954 86.96 88.34 93.11 82.86
Original Voxtest 85.17 91.59 824 8759 91.27 86.03 79.7 9586 72.88
M5-LS100h 86.2 909 842 81 90.73 86.99 80.93 95.19 74.9
M5-LS960h 85.81 91 83.63 88.03 90.66 86.92 82.66 93.97 77.9
Mb5-vox 86.15 91.24 &4 88.28 90.9 87.18 82.94 94.02 78.27

WavLM-LS100h 85.58 91.31 83.16 87.63 91.04 86.19 82.84 94.13 78.1
WavLM-LS960h 85.56 91.53 83.04 8742 91.11 8586 8251 94.5  77.46
WavLM-vox 85.7 915 8325 87.86 91.11 86.5 8225 94.58 77.06

The gender inference accuracy of the neural adversaries using speech features and SVMs can be found
in Table [} As expected, the neural adversary does not decrease the accuracy in the SVM. In some
cases, the neural adversary even increases the accuracy scores. Note that the feature selection seems to
be successful, as the top 8 and top 10 features often obtain a higher accuracy than when using the full
feature set.

4.2 Vocal adversaries

In this section, the results from the vocal adversary will be given. First we look into the speech adaptations
used by the vocal adversary, and how these adaptations impact the speech features. Then, we show the
gender inference results of the vocal adversary together with the utility.

4.2.1 Speech adaptations

The twenty voice adaptations used in this project can be found in Table [7] As mentioned before, the
adaptations used by the vocal adversary are inspired by voice disguise literature [50-52,[55L/58] and the
important features to distinguish Male and Female speech seen in Table[2l We see that the mean of pitch
is the most important speech feature, but also the standard deviation in pitch (meaning how much pitch
varies) and the maximum of pitch seem to be indicative of gender in speech. Furthermore, the mean and
maximum of intensity are distinguishing, which can be interpreted as a measure of loudness. Shimmer
and jitter are both less easy to directly influence in a voice, but they are influenced by vibration of the
vocal cords and sometimes indicative of pathologies [37]. Sounding ‘more pathological’ such as increasing
breathiness, hoarseness and roughness in a voice could potentially be obfuscating gender as well.

Voice adaptations made by the vocal adversary are in this thesis split up into three categories: only
voice, manual and with an object. ‘Only voice’ describes when no additional methods other than voice
can be used to adapt a voice. Lowrobot and Highrobot are both related to prosody and the phonemic
category [55]. The whispers and overlyhappy voice adaptations could be categorized as prosody related.
‘Manual’ describes when the vocal adversary temporarily deforms their face using their own hands, for
example pinching their nose, similar to the ‘deformation’ category in Perrot et al. [50]. ‘With an object’
describes the case in which readily available objects, such as a pen, are used to adapt the voice.
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Table [7] also contains the WER scores per vocal adversary per voice adaptation. Note that the WER
for the default voice is above 30% for both vocal adversaries. The WER is computed with the DeepSpeech
2 transcription compared to the original prompt.

Table [§ shows the top ten features most changed with different voice adaptations compared to default
speech of the vocal adversary. These features describe what characteristics of the voice are changed with
a voice adaptation in a technical way.

Table 6] shows whether the mean features increase (‘+’) or decrease (‘-’) with the adaptation compared
to the default speech for a vocal adversary. Similarly to Table [] for the neural adversary, Table [f] shows
the top 10 most important features for distinguishing Male and Female speech and underlines the overlap
with the top 10 features changed with the voice adaptation.

Table 6: The top 10 features for distinguishing Female and Male speech from Table [2| and whether the
voice adaptation of the vocal adversary increases (‘+’) or decreases (‘-’) the value of that speech feature
compared to the default speech. The value differences of Female and Male speech are given in the format
(Female/Male). The overlap of features of the top 10 Male vs. Female and the adaptation vs. default of
the vocal adversary are underlined.

Voice pitch  autocor nhr pitch pitch intensity shimmer shimmer intensity jitter_local
adaptation _mean _mean _mean _std _max _mean _apqll _apq3 _max _absolute
mediumroomreverb  +/+ /- /A -/t -/- /- +/+ +/+ -/- +/+
Whisper +/+ /- +/+ +/- A+ /- +/+ +/+ -/- +/-
whisperplus25db +/+ /- +/+ +/- +/+ +/+ +/+ +/+ +/+ +/-
stagewhisper RV +/+ -/- +/+ /- +/+ +/+ -/- -/-
Overlyhappy /A /A -/- +/- A+ A+ +/- +/- +/+ /-
Lowrobot A A M A X /- /- T+
Highrobot +/- +/+ -/- +/- +/- +/+ ~-/- -/- +/- /-
handwhisper /o) +/+ +/+ /- +/+ +/+ -/- +/-
hand +/- +/+ /- +/- A 4/ -/- /- -/- -/t
nose +/+ /- +/+ -/- -/- +/+ +/+ +/+ +/+ -/+
cheek +/+  H/t /- +/+  H/+ H/F +/- +/+ +/+ -+
penfront A A A - /- J+
penback +/- L/— -/+ -/- +/- +/- -/- -/+ +/- i
towel +/+ +/- -/+ A Y N +/+ +/+ -/- ~-/+
cup +/+ /- +/+ A+ +/+ S+ +/+ -+
Fan +/- ~-/- S+t -+ +/+ +/+ +/+ +/+ +/+
fanlowrobot +/- -/~ +/+ +/- +/- +/+ +/+ +/+ +/+ /-
fanhighrobot +/- ~-/- A/ -/ +/- +/+ +/- +/+ +/+ -/-
fanstagewhisper +/- -/- +/+ -/- +/- +/- +/+ +/+ +/- -/+
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Table 7: The twenty voice adaptations used by the vocal adversary in this project with the WER
(DeepSpeech2 transcription compared to the prompt) and a short description of each adaptation. Split
into the three groups of adaptations.

WER Voice adaptation description
tot F M
Only voice
33.055 34.69 31.42 default Talking normally
33.975 35.71 32.24 mediumroomreverb Talking normally. artificially added room reverb (with
Audacity. on the standard 'medium room’ setting)
77.55  66.53 88.57 whisper Whispering
77.955 72.24 83.67 whisperplus25db Whispering and artificially added 25dB with Audacity.
vaguely mimicking a megaphone
56.62  38.55 74.69 stagewhisper Loudly whispering
44.9 38.78 51.02 overlyhappy Talking with a high pitch while smiling broadly. resem-
bling how you would speak to a kittycat
3143 249  37.96 lowrobot Talking like a robot in a low pitch
34.08 26.53 41.63 highrobot Talking like a robot in a high pitch
Manual
96.935 96.73 97.14 handwhisper Whispering while covering your mouth with your hand
62.855 73.06 52.65 hand Talking normally while covering your mouth with your
hand
54.695 57.55 51.84 nose Talking nasally while pinching your nose with your hand
52.005 42.97 61.04 cheek Talking normally while pulling both cheeks with your
hands
With an object
69.595 71.43 67.76 penfront Talking normally with a pen between your teeth at the
front of your mouth
92.45  93.47 91.43 penback Talking normally with a pen between your teeth at the
back of your mouth. between your molars
40 33.47 46.53 towel Talking normally while the microphone is covered with a
towel
73.265 64.49 82.04 cup Talking normally while covering your mouth with a porce-
lain cup
47.55  46.12 48.98 fan Talking normally into a fan that is running on the lowest
setting between the mouth of the speaker and the micro-
phone
42.855 29.8 55.91 fanlowrobot Talking like a robot in a low pitch while talking into a fan
that is running on the lowest setting between the mouth
of the speaker and the microphone
40 33.06 46.94 fanhighrobot Talking like a robot in a high pitch while talking into a fan
that is running on the lowest setting between the mouth
of the speaker and the microphone
70.61 46.12  95.1 fanstagewhisper Loudly whispering into a fan that is running on the lowest

setting between the mouth of the speaker and the micro-
phone
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Table 8: The top ten speech features for all vocal adaptations in distinguishing the adaptation and the
default speech of the vocal adversary obtained with SVM-RFE.

Voice adaptation

Top ten features, from 1 to 10

mediumroomreverb

whisper

whisperplus25db

stagewhisper
overlyhappy
lowrobot
highrobot
handwhisper
hand

nose

cheek
penfront
penback
towel

cup

fan
fanlowrobot

fanhighrobot

fanstagewhisper

nhr_mean, jitter_local, shimmer_apq3, intensity_mean, autocor_mean, fracUn-
voiced, degreeVoicebreaks, shimmer_local, hnr_mean, pitch_min

pitch_mean, period_mean, shimmer_apq3, shimmer_local, period_std, jitter_ppg5,
intensity_max, shimmer_apq5b, jitter_rap, intensity_mean

pitch_mean, grav_center, pitch_median, autocor_mean, period_std, hnr_mean, in-
tensity_mean, period_mean, pitch_min, nhr_mean

pitch_median, period_mean, pitch_mean, shimmer_apq3, intensity_mean, inten-
sity_max, nrPeriods, fracUnvoiced, nrPulses, shimmer_apqll

period_mean, pitch_mean, jitter_local_absolute, intensity_mean, intensity_max, pe-
riod_std, pitch_var, pitch_min, intensity_std, nrPeriods

pitch_median, nrPeriods, intensity_mean, nrPulses, pitch_mean, pitch_min, shim-
mer_local_dB, jitter_rap, f3, intensity_max

intensity _max, period_std, shimmer_apqll, shimmer_apq5, jitter_local_absolute, jit-
ter_rap, jitter_ppgb, intensity_mean, shimmer_local_dB, pitch_mean

period_mean, intensity_mean, intensity_max, grav_center, pitch_mean, auto-
cor_mean, shimmer_local, pitch_median, shimmer_local_dB, jitter_ppqb

nhr_mean, shimmer_apq3, jitter_local_absolute, shimmer_local, shimmer_local_dB,
degreeVoicebreaks, nrVoicebreaks, pitch_median, period_mean, period_std
grav_center, hnr_mean, pitch.median, intensity_max, intensity_mean, {2,
pitch_mean, shimmer_local_dB, period_std, pitch_max

intensity_max, period_mean, autocor_mean, jitter_rap, period_std, degreeVoice-
breaks, intensity_mean, nrPulses, intensity_std, shimmer_apq3

shimmer_apqb, shimmer_apq3, shimmer_local dB, period_std, intensity_max,
pitch_max, pitch_var, pitch_.mean, intensity_mean, fracUnvoiced

jitter_ppq5, shimmer_local, shimmer_apqb, hnr_mean, nrPeriods, nrVoicebreaks,
shimmer_apq3, fracUnvoiced, jitter_local_absolute, autocor_mean

intensity _mean, pitch_median, fracUnvoiced, shimmer_apqll, intensity_min, inten-
sity_max, 2, shimmer_apq3, jitter_rap, jitter_local_absolute

shimmer_local_dB, hnr_mean, shimmer_local, jitter_rap, grav_center, pitch_median,
intensity_mean, shimmer_apq3, pitch_std, pitch_var

autocor_mean, hnr.mean, nhr_mean, intensity_mean, shimmer_apq3, shim-
mer_apqll, degreeVoicebreaks, nrPulses, grav_center, intensity _max

hnr_mean, jitter_local_absolute, autocor_mean, intensity_mean, period_std,
nhr_mean, shimmer_apq3, jitter_local, pitch_median, shimmer_apqll
shimmer_apq3, period_std, autocor_mean, jitter_local, nhr_mean, pitch_median, in-
tensity_max, hnr_mean, shimmer_apqll, shimmer_local_ dB

shimmer_apqb, period_std, shimmer_apq3, pitch_median, jitter_ppgb, inten-
sity_mean, hnr_mean, pitch_mean, jitter_rap, pitch_min

4.2.2 Gender classification results

The twenty voice adaptations used by the vocal adversary in an attempt to obfuscate gender from their

voice are tested with neural and non-neural methods.

Interestingly, some of the voice adaptations are successful in obfuscating gender for a neural inference
model. For M5 shown in Table [0} many adaptations reduce the accuracy of the inference model. Overall,
the Male vocal adversary seems to obfuscate their gender less than the Female vocal adversary.

For WavLLM shown in Table the vocal adversaries seem less successful in obfuscating their genders.

Here, especially the Female vocal adversary does not reduce their gender inference accuracy in many voice

adaptations.
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For X-Vector shown in Table some of the adaptations are successful in obfuscating gender while
others are not.

In general, the models trained with VoxCeleb seem to obtain the highest inference accuracies against
vocal adversaries, indicating that a ‘noisy’ training data set could make the model more robust against
vocal adversaries.

The vocal adversaries were also tested with an SVM using the 35 extracted speech features. Results
for the SVM inference can be seen in Table Differently from the neural adversaries, some voice
adaptations from the vocal adversaries are successful in obfuscating gender even in the linear SVM case.
The Female vocal adversary seems to be less successful against SVMs, while the Male vocal adversary is
successful with some adaptations.

Table 9: Gender classification accuracy results for the vocal adversary with the M5 models.

Inference model

Speech adaptation M5-LS100h M5-LS960h M5-vox

tot F M tot F M tot F M
default 100 100 100 95.83 91.67 100 62.5 25 100
whisper 50 95.83 4.17 50 0 100 50 0 100
lowrobot 100 100 100 62.5 25 100 50 0 100
highrobot 100 100 100 97.92 95.83 100 70.8  41.67 100
fan 100 100 100 58.33 16.67 100 58.33 16.67 100
overlyhappy 50 100 0 52.08 87.5 16.67 62.5 33.33 91.67
medium room reverb 100 100 100 95.74 91.3 100 59.57 17.39 100
whisper+25dB 72.92 62.5 83.33 66.67 91.67 41.67 79.17 83.33 75
stage whisper 73.47 100 45.83 100 100 100 75.51 52 100
handwhisper 64.58 95.83 33.33 50 0 100 50 0 100
hand 100 100 100 87.5 75 100 50 0 100
nose 100 100 100 95.83 91.67 100 75 50 100
cheek 100 100 100 94 88 100 54 8 100
pen front 100 100 100 85.41 70.83 100 64.17 8.33 100
pen back 100 100 100 85.41 70.83 100 54.17 833 100
towel 100 100 100 97.92 95.83 100 60.42 20.83 100
cup 97.92 100 95.83 95.83 100 91.67 62.5 25 100
fan lowrobot 100 100 100 56.25 12.5 100 54.17 833 100
fan highrobot 100 100 100 85.42 70.83 100 75 50 100
fan stagewhisper 100 100 100 75 50 100 64.58 29.17 100
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Table 10: Gender classification accuracy results for the vocal adversary with the WavLM models.

Inference model

Speech adaptation WavLM-LS100h WavLM-LS960h WavLM-vox

tot F M tot F M tot F M
default 100 100 100 100 100 100 100 100 100
whisper 93.75 100 87.5 93.75 100 87.5 97.92 95.83 100
lowrobot 100 100 100 100 100 100 100 100 100
highrobot 100 100 100 100 100 100 100 100 100
fan 97.92 100 95.83 100 100 100 97.92 100 95.83
overlyhappy 56.25 100 12.5 70.83 100 41.67 66.67 100 33.33
medium room reverb 100 100 100 100 100 100 100 100 100
whisper+25dB 89.58 100 79.17 75 100 50 100 100 100
stage whisper 100 100 100 89.58 100 79.17 100 100 100
handwhisper 89.58 100 79.17 87.5 91.67 83.33 52.08 4.17 100
hand 100 100 100 100 100 100 91.67 83.33 100
nose 100 100 100 100 100 100 100 100 100
cheek 100 100 100 100 100 100 100 100 100
pen front 100 100 100 100 100 100 95.83 91.67 100
pen back 100 100 100 100 100 100 89.58 79.17 100
towel 100 100 100 100 100 100 100 100 100
cup 97.92 100 95.83 100 100 100 100 100 100
fan lowrobot 100 100 100 100 100 100 100 100 100
fan highrobot 100 100 100 100 100 100 100 100 100
fan stagewhisper 50 100 O 62.5 100 25 58.33 100 16.67

Table 11: Gender classification accuracy results for the vocal adversary with the XVector models.

Inference model

Speech adaptation XVector-LS100h XVector-LS960h XVector-vox

tot F M tot F M tot F M

default 100 100 100 87.5 75 100 100 100 100
whisper 54.17 100 8.33 60.42 20.83 100 100 100 100
lowrobot 100 100 100 89.58 79.17 100 95.83 91.67 100
highrobot 100 100 100 100 100 100 100 100 100
fan 52.08 4.17 100 54.17 8.33 100 100 100 100
overlyhappy 50 100 0 60.42 87.5 33.33 85.42 100 70.83
medium room reverb 100 100 100 82.98 65.22 100 100 100 100
whisper+25dB 93.75 87.5 100 95.83 91.67 100 100 100 100
stage whisper 69.39 100 37.5 91.84 88 95.83 100 100 100
handwhisper 72.92 100 45.83 50 4.17  95.83 52.08 4.17 100
hand 100 100 100 83.33 66.67 100 93.75 87.5 100
nose 100 100 100 97.92 95.83 100 100 100 100
cheek 100 100 100 92 84 100 100 100 100
pen front 100 100 100 85.42 70.83 100 91.67 83.33 100
pen back 97.92 95.83 100 87.5 75 100 81.25 62.5 100
towel 100 100 100 75 50 100 100 100 100
cup 91.67 100 83.33 79.17 58.33 100 100 100 100
fan lowrobot 58.33 16.67 100 77.08 54.17 100 100 100 100
fan highrobot 58.33 16.67 100 97.92 95.83 100 100 100 100
fan stagewhisper 58.33 25 91.67 95.83 91.67 100 87.5 100 75
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Table 12: Gender classification accuracy results for the vocal adversary with the linear SVM models,
trained on and using the feature ranking obtained with LibriSpeech-train (seen in Table

Inference model

Speech adaptation SVM-topl0 SVM-full
tot F M tot F M

default 100 100 100 100 100 100
whisper 50 100 0 50 100 0
lowrobot 100 100 100 100 100 100
highrobot 100 100 100 100 100 100
fan 98 100 96 98 100 96
overlyhappy 50 100 O 50 100 0
medium room reverb 100 100 100 97.5 100 95
whisper+-25dB 50 100 0 50 100 0
stage whisper 50 100 0O 50 100 O
handwhisper 50 100 0 50 100 0
hand 100 100 100 100 100 100
nose 100 100 100 98 100 96
cheek 96 96 96 98 100 96
pen front 100 100 100 100 100 100
pen back 98 100 96 100 100 100
towel 96 100 92 100 100 100
cup 92.5 100 8 955 96 95
fan lowrobot 100 100 100 100 100 100
fan highrobot 100 100 100 95.5 100 91
fan stagewhisper 60.5 100 21 73,5 100 47

5 Discussion

In this section, we will first discuss the results of the neural adversary, then the vocal adversary and then
discuss some general choices made in this project. The limitations of this thesis will briefly be described
and finally we will put some future perspectives in the future work section.

As expected, the neural adversaries are successful in obfuscating speech in white and grey-box scenarios
where the model architecture is the same. However, the transferability of the neural adversaries show
some interesting trends. While M5 was trained from scratch, the WavLM was pretrained using LS960h
and only fine-tuned by us on different data sets. Additionally, LS100h is a subset of LS960h. It is
expected that the neural adversary using LS100h or LS960h with the WavLM architecture as reference
models would transfer well, following that both of those data sets are at least partially overlapping
with the train set of the WavLM inference models. While the inference accuracy is quite low for data
perturbed with WavLM-LS100h on all WavLM inference models, this does not hold for data perturbed
with WavLM-LS960h.

The actual speech feature values and whether the change in them with a computational perturbation
or voice adaptation is significant is out of the scope of this project. Furthermore, it is not that interesting
whether a speech feature is significant, but rather what that means in terms of speech production and
how that could be used for privacy protection. Little is known about the inner workings of a neural
network, and statistical significance does not necessarily mean that a feature will be important for the
classification.

The success of the vocal adversaries differed between models and voice adaptations. Additionally, the
Female and Male vocal adversary obtain different results. While the conclusions that can be drawn are
limited with only two vocal adversaries, it is interesting to see the differences that arise. Especially in the
speech feature-based SVM, the Female vocal adversary is not very successful in obfuscating their gender.
Only the ‘cheek’ or ‘cup’ voice adaptation seem to lower the inference accuracy, and then only by 4%.
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Note that the training data for the SVM is balanced on gender, so it should not necessarily default to a
Female classification. More research is necessary to draw any general conclusions, but it does seem like
the Male vocal adversary is more successful in changing the speech feature values in their voice. It is
known that untrained speakers might have trouble changing speech feature values such as fundamental
frequency. While neither vocal adversary was trained, individual differences might have impacted the
ability of the vocal adversary to change their voice.

The success of the vocal adversary is not diminished if only one of the speakers was successful with a
certain voice adaptation. It is very likely that different voice adaptations will work for different people,
and if one voice adaptation is found to successfully change a Male label to a Female label, that could
already be used by a lot of SVA users to obfuscate gender in their voices. We do not expect one voice
adaptation to work universally, which is why a broader range of voice adaptations need to be considered
in future work.

Another interesting finding of the vocal adversary is that the voice adaptations do not necessarily
reduce the utility of the ASR system. Both the low and high robot adaption for the Female vocal
adversary actually increase the utility compared to the default speech. This could be due to the monotone
voice and slowly articulated words in the robot voice adaptations. It seems that the vocal adversary does
not necessarily follow the same privacy-utility trade-off other methods have.

While DeepSpeech 2 generally obtains a low utility for most voice adaptations of the vocal adversary
(seen in the high WER scores), it can be expected that other ASR methods perform better. Especially in
SVAs, the input speech is often noisy and unclear as the user is not necessarily close to the microphone.
The SVA likely has a more robust ASR method to deal with these types of problems. Furthermore,
some voice adaptations like whispering could be built-in. Amazon Alexa, for example, has a whisper
functionality where the user can whisper to the SVA and the ASR will have no problem analysing that
speech. It is likely that most ASR systems actually used by SVAs will obtain a higher utility than the
WER scores reported in this thesis.

5.1 Limitations

In this thesis, we kept the scope of the adversaries rather limited. This was mostly done because of the
time constraints within a MA thesis. Furthermore, we based our methods on the use-case of an SVA and
kept more elaborate scenarios out of scope.

Since there are only two speakers as vocal adversaries in this project, it is likely that the results are
speaker-dependent rather than gender-dependent. The speakers are both in their early 20s and have the
same first language, but age difference could also be a contributing factor to the differences found in
their voices. Further exploration is needed to be able to draw any strong conclusions about the success
of gender obfuscation in the vocal adversaries. Additionally, the Female vocal adversary does not always
obtain a 100% accuracy using the default voice adaptation, suggesting that their voice might be more
ambiguous than the Male vocal adversary who always obtains a 100% accuracy.

The prompt for the vocal adversary (“The patchwork girl of Oz”) had some out-of-vocabulary words
which resulted in the relatively high WER even for the default recordings of the vocal adversary. A
different prompt will likely result in different WER values that could be better compared with the utility
of the neural adversaries, although between voice adaptations within the vocal adversaries the comparison
is still valid.

Futhermore, read speech (which all our vocal adversary data consists of) is inherently different than
the spontaneous speech or speech commands one would give an SVA. This difference in speech type could
result in quite different results for both the neural and the vocal adversary. However, read speech has
a lot of research benefits (prompt is known, articulation is relatively high, lots of data available, most
models are trained on this data for these reasons as well). It is a trade-off between consistency and
realistic everyday scenarios.

The 35 speech features used in this project likely do not encompass every part of variation in the
speech. It could be that the computational perturbations from the neural adversary change a part of the
speech that is not captured by any of the extracted speech features. If this was the case, it would explain
why the SVM inference with the perturbed speech does not decrease the accuracy at all.
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Furthermore, the feature extraction itself could be less reliable with the computational perturbations
from the neural adversary and the voice adaptations from the vocal adversary. Both adversaries introduce
some kind of noise or modification to the speech signal, which could worsen the feature extraction.
For example, the pitch from Praat is only an estimation, as the actual pitch is notoriously difficult to
measure from audio alone. Especially for the neural adversary, the computational perturbations introduce
something that is typically outside the scope of human speech, so Praat could simply be unable to capture
this in the audio.

Most of these limitations could be addressed by further research. Possibilities for future work will be
explored in the next section.

5.2 Future work

Since this project is the first one formally defining a vocal adversary, we urge researchers to explore this
concept in future work. The experiments with a vocal adversary performed as part of this thesis project
are limited and much more experimentation is possible in the future.

Selecting the voice adaptions for the vocal adversary that are successful and do not decrease the ASR
performance and collecting more data with these adaptations would be a logical next step. However, there
might be some adaptation options that we missed. We have not explored the seemingly obvious ‘talk
like another gender’ adaption, mostly because the interpretation of this instruction varies per speaker
and imitating someone else (an individual or a group of individuals) could have cultural implications
that speakers would rather avoid because of possible embarrassment. Both broader and more specific
exploration of voice adaptations would be interesting for the future of vocal adversaries.

Furthermore, the data recorded for the vocal adversary in this thesis is very limited. Only two
speakers (one Male and one Female) were recorded and findings are likely to be speaker-dependent as
well as possibly gender-dependent. Also for the neural adversary, it seems that some findings are both
data and model dependent. If more speakers are available, statistical testing becomes more feasible as
well. There are many more data sets, models and combinations to explore.

Given the scope of this project, we only looked at gender as a privacy sensitive paralinguistic quality
of speech. Furthermore, we considered the reductive binary gender (either Male or Female) rather than
a more nuanced and realistic representation of gender. However, there are many other paralinguistic
characteristics that would be interesting to protect. The same methods used in this thesis could be
employed to explore other obfuscations in speech.

Additionally, it might be interesting to test the vocal adversary with gender obfuscations for other
speech classification tasks. It has been found that gender obfuscation might also obfuscate speaker
identity, and it would be interesting indeed if that were the case for our vocal adversary. The testing of
the vocal adversary for other tasks than gender inference or ASR utility is out of the scope of this thesis,
but inspecting i.e. MFCC features of the voice adaptations could give us even more insights into the
potential uses of the vocal adversary.

The vocal adversary introduced in this thesis could potentially be mitigated by attackers. One pos-
sible mitigation against the vocal adversary could be training the gender inference on speech with voice
adaptations to still obtain the correct gender label even with the adaptations. Since the inference model
would be trained with adversarial examples (from the vocal adversary), this is called ‘adversarial train-
ing’. However, that is resource-intensive and likely requires a cascaded system to first classify the voice
adaptation before inferring gender. Without the additional step, training with voice adaptations could
decrease the inference performance on default speech as well, so either option is less than ideal for the
harmful third party trying to infer gender. Adversarial training has been left out of scope for this thesis,
but it would be very interesting to explore together with other possible mitigations against the vocal
adversary in future work.

Most likely, the vocal adversary is also interesting for so-called ‘data poisoning’. Data poisoning is an
obfuscation technique where the user makes sure their input is unusable for training. Since Amazons pri-
vacy policy states that speech input to Alexa could be used for “improving their services” with “machine
learning”, and it is impossible to know which future techniques could compromise privacy even more,
this might be an interesting application for the vocal adversary. Users cannot give informed consent to
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future speech processing tasks, but they are currently doing this when using an SVA.

Other than the vocal and neural adversaries, it would be interesting to test other privacy protection
methods with the speech features. Since we found out that our neural adversaries are fully defeated
by speech-feature based models, it could be the case that other privacy protection methods also fall
short. Voice conversion, for example, could be evaluated using the 35 speech features directly. This could
potentially improve privacy protection methods and possibly facilitate creative voice imitations for i.e.
voice actors.

Plus, the 35 speech features used in this thesis are hardly the only interpretable speech features
that exist. There are many more feature sets that are easily extracted from speech data. It could be
possible that computational perturbations from the neural adversary simply change something in the
speech not captured by the 35 speech features. Extending the feature set does not necessarily change
the methodology, as the feature ranking can still be employed to choose a suitable number of features
to inspect in more detail. The RFE feature selection or ranking is not an exhaustive method, and is
generally designed for bigger data sets than 35 features.

For now, we used the performance of the ASR DeepSpeech 2 as a proxy of the utility for an SVA.
However, it would be interesting to directly test the vocal adversaries with an SVA. Instead of using read
speech as the prompt, voice commands to an SVA could be used and evaluated with whether the SVA
performs the command afterwards. While human evaluation is less interesting than automatic evaluation
in our project, human intelligibility evaluation could be used as an additional measure.

Since it has been found that qualities of voice depend on the gender of the conversation partner, and
SVAs are often equipped with a ‘Female’ voice by default, it might be interesting to look more closely
into how the auditory feedback of an SVA could influence the users’ own voice. If anything, it could
facilitate a vocal adversary into changing their voice.

Finally, actual testing with a real-life SVA system could provide a realistic testing scenario. As
briefly mentioned before, SVAs do not require physical closeness to the device. Over-the-air testing could
possibly introduce noise and reverb depending on the environment, but since this is the intended use of
a vocal adversary it is important to test these realistic scenarios.
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6 Conclusion

In this thesis, we have addressed all research questions (RQs) stated in earlier sections. In this conclusion,
we will refer back to the RQs using their given numbers. We have shown with multiple experiments that
the current trend of solely employing neural-on-neural privacy-preserving methods are insufficient in
protecting against gender inference attacks in speech. We find that neural adversaries are successful in
obfuscating gender in a white-box scenario in otherwise highly successful neural gender inference models
such as WavLM, and there is some transferability in grey-box scenarios with the same neural architecture
(IL.I). However, the privacy protection plummets when extracted speech features and an SVM are used
for inference instead (I1.IT). The most important features changed with the computational perturbations
are pitch, NHR and shimmer, answering RQ II and II.ITI, but there seems to be no transferability for
neural adversaries to speech feature-based models.

The novel vocal adversary we propose leverages interpretable speech features useful for gender obfus-
cation in both speech feature-based and neural models. The voice adaptations from the vocal adversary
change features like pitch, intensity and shimmer in the voice, but these speech features differ per adap-
tation (ITL.I). Experiments with the twenty voice adaptations have shown the difference in success of the
vocal adversary against gender inference models, answering RQ III. Some adaptations prove to be useful
in obfuscating gender for both speech feature-based and neural inference models, answering our main RQ
I and IIL.II.

Interestingly, the utility of the vocal adversary does not consistently worsen with the adaptations
(IIL.IIT), suggesting that the vocal adversary might not follow the same strict privacy-utility trade-off
that neural adversaries do have. More data and experimentation with the voice adaptations are necessary
to draw any strong conclusions.

Since the concept of a vocal adversary has not been seriously considered in the literature before,
we urge privacy researchers to not only look at neural-to-neural methodology and include more feasible
methods for every day use. Additionally, we suggest that historical speech features are not forgotten
among deep neural networks, as they provide extra insights.

Current privacy protection for speech is insufficient with both legal and adversarial methods. Because
of this lacking protection, there is some sense of an inescapability of privacy risks among SVA users. This
privacy resignation is unneeded however, as the experiments in this thesis have shown. Easy, free, and
convenient protection of gender in voice is possible with the vocal adversary and could be used in every
day scenarios.
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A Full results for neural adversaries with PGD set to 10 epochs

Table 13: Gender classification accuracy results with linear SVMs trained on and using the feature ranking
obtained with LibriSpeech-train for neural adversaries with PGD set to 10 epochs.

Inference model

Reference model SVM top 8 SVM top 10 SVM full

tot F M tot F M tot F M
Original LStest 89.34 959 8144 94.22 959 9219 92.29 94.67 89.42
M5-LS100h 91.71 96.26 86.52 91.51 95.96 86.43 88.48 96.19 79.69
M5-LS960h 91.81 96.2  86.75 91.57 9598 86.49 88.38 93.67 82.27
M5-vox 91.69 95.83 86.92 91.57 956 86.92 88.7 93 83.73

WavLM-LS100h 89.68 95.75 82.84 89.83 9553 8342 86.42 90.26 82.1
WavLM-LS960h 91.7 9591 872 91.35 95.62 872 8793 9299 82.46

WavLM-vox 91.27 96.13 86.34 91.23 95.69 86.76 87.93 93.49 82.18
Original Voxtest 85.17 91.59 824 8759 91.27 86.03 79.7 9586 72.88
M5-LS100h 85.14 91.51 82.46 87.54 91.26 8598 79.82 95.69 73.15
M5-LS960h 85,16 91,5 82,49 87,58 91,22 86,05 80,8 94,73 74,93
M5-vox 85,2 91,6 82,5 87,62 91,29 86,07 81,82 94,55 76,46

WavLM-LS100h 85.48 91.57 8291 8758 91.09 86.1 827 9443 T77.75
WavLM-LS960h 85.15 91.51 8246 87.22 91.23 85.53 81.76 94.79 76.27
WavLM-vox 85.47 91.48 8293 87.78 91.3 8.3 81.66 94.84 76.1

Table 14: Relative WER scores using DeepSpeech 2 with regard to the DeepSpeech 2 transcription of
the original data for different neural adversaries using PGD set with 10 epochs for both LibriSpeech test
and Voxceleb test.

Reference model rel. WER
tot F M

Original LStest

M5-LS100h 1.99 2.32 1.6
M5-LS960h 1.82 2.11 1.47
Mb-vox 1.68 1.89 1.45
WavLM-LS100h 7 7.9 5.98
WavLM-LS960h 5.89 6.39 5.31
‘WavLM-vox 4 4.6 3.3

Original Voxtest

M5-LS100h 12.v7 10.81 13.59
M5-LS960h 11.7  9.67  12.55
Mb5-vox 119 947 1292

WavLM-LS100h 31.46 27.48 33.12
WavLM-LS960h 27.15 22.60 29.06
‘WavLM-vox 22.1 18.86 23.46
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Table 15: Gender classification accuracy results for neural adversaries with PGD set to 10 epochs.

Inference model

Reference model M5-LS100h M5-LS960h M5-vox
tot F M tot F M tot F M

Original LStest 96.56 96.69 96.43 96.83 96.24 97.32 9298 87.09 99.25

M5-LS100h 52.35 35.55 714 90.13 86.14 94.65 88.56 80.31 9791
M5-LS960h 91.81  90.27  93.56 69.12 57.3 82.53 86.83 77.36 97.58
M5-vox 95.14 9454 9582 9412 9218 96.32 54.08 34.66 _76.09

WavLM-LS100h 96.54 96.01 97.13 96.39 9543 9746 9458 90.72 98.94
WavLM-LS960h 96.62  96.67 96.56 96.62 9587 97.46 94.08 89.78 98.94

‘WavLM-vox 96.62 96.74 96.48 96.77 96.16 97.46 93.5 88.49  99.18
Original Voxtest 92.52 9549 91.31 9547 93.81 96.14 97.11 94.58 98.14
M5-LS100h 46.69 31.67 52.68 88.26 82.91 90.44 9553 91.9 97.01

M5-LS960h 84.04 87.71 82.54 64.39 46.44 71.72 94.58 90.2 96.37
M5-vox 89.81 93.68 88.24 92.89 90.19 93.99 55.22 48.58 57.94
WavLM-LS100h 92.76 95 91.85 9537 93.37 96.19 96.98 94.67 97.93
WavLM-LS960h 92.79 9545 91.7 95.47 93.58 96.25 95.47 93.57 96.25
WavLM-vox 92.58 9544 9142 95.46 93.71 96.18 97.1 94.56  98.14

WavLM-LS100h WavLM-LS960h WavLM-vox

Original LStest 97.81 98.6 96.91 98.71 9853 9891 98.35 98.01 98.75
M5-LS100h 97.65 98.53 96.66 98.75 98.75 98.75 98.39 98.38 98.41

M5-LS960h 97.69 98.3 96.99 98.71 98.82 98.58 98.55 98.6 98.49
M5-vox 98.35 98.3 98.41 98.75 98.75 98.75 98.39 9845 98.33
WavLM-LS100h 1.65 0.22 3.26 16.07 5.38 28.18 20.61 19.84 21.49
WavLM-LS960h 44.47 5892  28.09 0.94 0.52 1.42 41.78 52.29  29.85
‘WavLM-vox 77.39 75 80.1 62.77 45.35 82.53 0.39 0.52 0.25

Original Voxtest 97.73 97.47 97.85 97 97.62 96.75 99.02 98.2 99.36
M5-LS100h 97.31 9796 97.04 96.57 97.93 96 98.98 98.16 99.33
M5-LS960h 97.31 9793 97.05 96.6 97.94 96.04 9897 98.17 99.31

M5-vox 97.44 97.68 97.34 96.84 97.76 96.45 98.97 98.12 99.33
WavLM-LS100h 3 5.81 1.82 26.68 26.56 26.73 3496 42.16 31.94
WavLM-LS960h 47.09 81.38 32.73 3.93 5.46 3.28 57.64 76.63  49.69
WavLM-vox 85.07 86.88 84.31 81.08 73.77 84.14 6.25 9.43 491

XVector-LS100h XVector-LS960h XVector-vox

Original LStest 96.68 96.18 97.24 97.79 97.26 98.38 97.56 96.26  99.03
M5-LS100h 96.59 95.65 97.66 97.88 97.57 9824 97.45 96.24 98.83
M5-LS960h 96.39 95.5 97.41 97.81 97.42 98.24 9749 96.24 98.91

M5-vox 96.55 95.5 97.74 97.88 97.57 98.24 97.57 96.46  98.83
WavLM-LS100h 87.89 82.61 93.86 96 96.52 95.42 94.93 96.3 93.37
WavLM-LS960h 92.7 89.06 96.81 96.46 96.88 95.99 95.73 97.46 93.78
WavLM-vox 93.58 90.22 97.38 9746 97.39 97.55 95.08 96.45 93.54
Original Voxtest 89.44 96.59 86.44 97 94.57 98.03 98.45 97.69 98.77
M5-LS100h 90.57 96.18 88.22 97.01 94.3 98.15 98.45 97.55 98.83
M5-L.S960h 90.72  96.1 88.46 96.96 94.41 98.03 98.45 97.53 98.84
Mb5-vox 91.05 95.93 &9 96.9 94.24 98.01 984 97.52  98.77

WavLM-LS100h 87.26  91.76 85.38 93.4 95.01 9272 96.08 97.13  95.64
WavLM-LS960h 90.61 94.05 89.17 94.15 9525 93.69 96.47 97.29 96.13
WavLM-vox 92.01 94.05 91.15 96.26 9533 96.65 96.21 96.84 95.94
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B Full results for neural adversaries with PGD set to 100 epochs

Table 16: Gender classification accuracy results for neural adversaries with PGD set to 100 epochs.

Inference model

Reference model M5-LS100h M5-LS960h M5-vox
tot F M tot F M tot F M

Original LStest 96.56 96.69 96.43 96.83 96.24 97.32 92.98 87.09 99.25

M5-LS100h 0 0 0 827 037 17.22 48.28 25.07 74.6
M5-LS960h 13.52 1.11 2759 0 0 0 29.82 6.56  56.19
M5-vox 57.37 427 74 38.68 15.56 64.88 0 0 0

WavLM-LS100h 96.43 95.72 9724 96.12 9491 9749 &1.71 91 &3.91
WavLM-LS960h 96.55 96.46 96.66 96.39 9535 97.58 94.32 90.49 98.66

WavLM-vox 96.55 96.53 96.57 96.55 95.8 974 94 89.53  99.08
Original Voxtest 92.52 9549 91.31 9547 93.81 96.14 97.11 94.58 98.14
M5-LS100h 0.2 0.25 0.18 11.67 2.08 1558 51.1  37.73 56.55
M5-LS960h 14.21 412 1833 0.84 0.06 _1.16 31.88 16.53 38.15
M5-vox 59.86 49.54 64.08 48.8 1833 61.23 0.26 0.22 0.27

WavLM-LS100h 92.76 9496 91.87 95.34 93.19 96.22 96.95 94.54 97.94
WavLM-LS960h 92.78 9534 91.74 9549 93.45 96.32 97.03 94.54 98.05
WavLM-vox 92.57 9535 9143 9544 93.5 96.23 97.1  94.57 98.13

‘WavLM-LS100h WavLM-LS960h ‘WavLM-vox

Original LStest 97.81 98.6  96.91 9871 9853 9891 9835 98.01 98.75

M5-LS100h 97.1  97.57 96.57 97.8 97 98.7  98.08 98.23 97.91
M5-LS960h 97.77 9735 98.24 982 9779 98.66 97.77 97.79 97.74
M5-vox 98.12 97.57 98.76 94.24 89.53 99.58 97.34 95.87 99
WavLM-LS100h 0 0 0 13.24 2.29  25.67 1454 16.67 12.12
WavLM-LS960h 37.26 5745 1438 0 0 0 31.15 50.29 9.45
WavLM-vox 67.4  59.81 76 55.05 26.99 86.87 0 0 0
Original Voxtest 97.73 97.47 9785 97 97.62 96.75 99.02 98.2  99.36
M5-LS100h 97.8  96.79 98.22 96.69 97.69 96.27 98.93 97.67 99.45
M5-LS960h 97.92 96.84 98.37 96.83 97.59 96.51 98.95 97.75 99.45
M5-vox 97.82 96.63 9831 97.1  96.09 97.53 98.86 97.35 99.49
WavLM-LS100h 0.14 039 004 177 739 22 23.25 28.01 21.26
WavLM-LS960h 34.45 7599 1705 _0.07 0.08 0.06 35.29 6549 22.63
WavLM-vox 81.72 7825 83.18 75.06 558 83.13 0.15 0.19 0.13

XVector-LS100h XVector-LS960h XVector-vox
Original LStest 96.68 96.18 97.24 97.79 97.26 98.38 97.56 96.26 99.03

M5-LS100h 90.99 91 90.97 96.98 97.12 96.82 96.9  95.28 98.75
M5-LS960h 92.75 91.67 93.98 97.33 97.05 97.66 97.1  95.73 98.66
M5-vox 90.99 8791 9448 96.79 96.24 9741 96.28 94.69 98.08

WavLM-LS100h 87.15 83.78 90.97 96.32 96.61 95.32 94 96.83 90.8
WavLM-LS960h 92.63 90.27 95.32 96.08 96.83 95.23 951  97.64 92.22

WavLM-vox 92.71 89.53 96.32 97.18 97.35 96.99 95.14 96.61 93.48
Original Voxtest 89.44 96.59 86.44 97 94.57 98.03 98.45 97.69 98.77
M5-LS100h 83.8 944 7937 953 89.61 97.68 98.41 96.58 99.17
M5-LS960h 87.78 943  85.05 95.56 91.63 97.21 98.29 96.68 98.97
M5-vox 89.24 89.96 88.93 953 90.77 97.2  97.52 9545 98.39

WavLM-LS100h 83.3 9239 795 9315 94.75 9248 95.69 97.31 95.01
WavLM-LS960h 88.64 94.79 86.07 94.09 94.82 93.79 9586 97.32 95.24
WavLM-vox 90.55 93.11 89.47 96.15 94.86 96.69 96.14 96.68 95.91
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C Mel spectrograms for all neural adversaries
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Figure 7: The Mel spectrograms for two speakers from LStest computationally perturbed with different
neural adversaries using the M5 architecture (full reference model in subcaption). Inspired by Stoidis

and Cavallaro .
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Figure 8: The Mel spectrograms for two speakers from LStest computationally perturbed with different
neural adversaries using the WavLM architecture (full reference model in subcaption). Inspired by Stoidis

and Cavallaro .
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