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Abstract 

This thesis investigates whether AI-generated spear phishing e-mails lead to higher consumer 

vulnerability than human-crafted ones and whether self-efficacy moderates this relationship. 

Through a between-subjects online experiment participants were exposed to either GenAI or 

human-generated phishing e-mails and asked to respond as if they were the e-mail recipient. 

Results showed no significant differences in vulnerability between the two types of messages, 

nor a significant moderating effect of self-efficacy. However, phishing cue knowledge (PCK) 

significantly predicted lower vulnerability suggesting that recognizing phishing indicators 

remains a key protective factor. Although GenAI e-mails appeared more polished, this did not 

automatically translate to higher deception. These findings contribute to a growing body of 

literature exploring how emerging technologies and psychological traits shape cyber risk, and 

highlight the need to focus training efforts on practical cue recognition rather than just 

confidence-building. 

Keywords: spear phishing, Generative AI, phishing vulnerability, self-efficacy, cybersecurity, 

ai-generated deception, online fraud detection, experimental design. 
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1. Introduction 

Artificial Intelligence (AI) refers to systems that can perform tasks typically requiring human 

intelligence such as recognizing patterns, making decisions and understanding language 

(Russell & Norvig, 2020). In recent years AI has become increasingly common in society 

offering new possibilities in areas like customer service, automation and data analysis 

(Choudhury et al., 2025). At the same time these same developments also bring new risks, 

especially in the field of cybersecurity.  

One example where this risk becomes clear is spear phishing. These are phishing e-mails that 

are targeted and personalized often pretending to come from a trustworthy source (Eftimie et 

al., 2022). In the past, these e-mails were written by humans and often contained spelling or 

grammar mistakes that made them easier to recognize (Heiding et al., 2024). This has changed 

rapidly with the rise of generative AI (GenAI) tools like ChatGPT, which allow attackers to 

craft well written and convincing phishing e-mails within seconds (Bezzi, 2024; Schmitt & 

Flechais, 2024).  

As these e-mails become more professional and realistic it becomes more important to 

understand why some people are more vulnerable than others. Previous studies have looked 

into differences in phishing vulnerability based on things like knowledge, digital habits or risk 

perception (Goel et al., 2017; Vishwanath et al., 2011). Despite growing attention to phishing 

in general there is still little research that focuses specifically on AI-generated phishing e-

mails and how psychological traits like self-efficacy may influence the way people respond to 

them. 

Self-efficacy refers to someone’s belief in their own ability to perform certain tasks (Bandura, 

1977; Ribeiro et al., 2023). In the context of phishing previous research has found that both 

high and low levels of self-efficacy can be risky. For example people with high self-efficacy 

may be overconfident and miss warnings signs, especially when the message looks polished 

(Wright & Marett, 2010; Wang et al., 2016). On the other hand, people with low self-efficacy 

may doubt themselves and click too quickly out of uncertainty (Lee et al., 2023). Even though 

previous studies have looked at self-efficacy in phishing, no research has yet examined how it 

interacts with AI-generated versus human spear phishing e-mails. This indicates that a gap 

still exists in the current literature. While phishing has been widely examined, little attention 

has been given to how self-efficacy moderates the effect of different spear phishing e-mail 

types such as GenAI versus human-written e-mails. This study focuses on that specific link. 
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The goal of this study is to examine whether the type of spear phishing e-mail (GenAI versus 

human) influences vulnerability and whether self-efficacy moderates this relationship. This 

leads to the following research question: “To what extent do different types of spear phishing 

(GenAI vs. Human) e-mails influence spear phishing vulnerability, and to what extent does 

self-efficacy moderate this relationship?” 

This study contributes to the academic literature by combining insights from phishing 

research, AI-generated deception and psychological moderators such as self-efficacy. While 

previous studies have explored how users detect traditional phishing messages (Goel et al., 

2017; Vishwanath et al., 2011), little is known about how generative AI influences detection 

behavior and how individual traits affect this process. By examining self-efficacy as a 

moderator, this study provides a more nuanced understanding of how the effect of message 

type depends on an individuals perceived ability to detect phishing. This adds depth to 

existing models that explain phishing vulnerability (Vishwanath et al., 2011) and helps update 

theoretical frameworks in light of emerging technologies such as large language models 

(LLMs) (Choudhury et al., 2025).  

In practice, this study offers valuable insights for organizations that aim to reduce phishing 

vulnerability among employees or consumers. As phishing attacks become more realistic and 

personalized through the use of AI, it becomes increasingly important to understand how 

psychological traits influence vulnerability. Research shows that factors such as self-efficacy, 

personality traits and habitual online behavior play a critical role in determining vulnerability 

to phishing (Frauenstein et al., 2023; Kavvadias & Kotsilieris, 2025). Identifying self-efficacy 

as a moderating factor can help tailor training programs to better match users’ cognitive 

profiles and risk perception (Wang et al., 2012; Vishwanath et al., 2011). For example, users 

with high self-efficacy may benefit more from exposure to polished, realistic phishing 

simulations while those with low self-efficacy may need more guided support to increase their 

awareness and detection confidence (Wright & Marett, 2010; Parsons et al., 2014). 

This topic is relevant for many sectors such as education, government and healthcare, where 

phishing attacks have led to serious problems in recent years (Frauenstein et al., 2023). By 

increasing awareness of the psychological factors that influence how people react to phishing, 

policymakers can create more focused and effective cybersecurity campaigns. In addition, this 

study adds to existing research that stresses the need to look beyond technical solutions and 



6 
 

also consider human behavior when dealing with cyber risks. Many cyber incidents are 

caused by how people act or respond rather than by system errors, which is why it is 

important to combine psychological, organizational and technical strategies in cybersecurity 

(Smith et al., 2025). As cyber attackers keep using more advanced tools, it becomes even 

more important to understand how different people react to these threats in order to create 

flexible and human-focused security systems. 

The upcoming chapters are structured as follows:  

• Chapter 2 introduces the theoretical background and hypotheses. 

• Chapter 3 outlines the methodological approach used in this study. 

• Chapter 4 presents the results of the data analysis. 

• Chapter 5 provides a discussion, including limitations and recommendations for future 

research and the overall conclusion 
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2. Theoretical Background 

Within this chapter the literature that is used in this thesis will be presented. The literature is 

gathered via a systematic literature review (Ciuchita et al., 2022). The purpose of the literature 

review is to gather good quality articles that are specified towards the topic in question. This 

literature review was performed with the help of five other students that are researching the 

same main relationship. All the steps of the selection process, following the PRISMA 

framework (Moher et al., 2009) are presented in Figure 1.  

The first step was to determine a search term that was fitting for our main relationship. We 

included factors that were attached to our independent variable and dependent variable and 

tried to keep it broad into the cybersecurity domain. In phases one and two the main part of 

the filtering was done by general inclusion criteria like only English articles and quality had to 

be a minimal impact factor of two. An impact factor of 2 was chosen to ensure the academic 

quality of the articles (Hiebl, 2021). In the third phase the articles that remained were divided 

amongst pairs of two people. The pairs of two were constructed in order to have a better 

intercoder reliability for our whole project (Belur et al., 2018). The intercoder reliability for 

the literature review is calculated as 0.93, which is an acceptable score looking at the minimal 

value of 0.80 that needed to be reached (Wilson-Lopez et al., 2019). This calculation was 

made by dividing the times that both coders came to the same conclusion by the total of 

articles (Wilson-Lopez et al., 2019). During this process inclusion and exclusion criteria were 

used as a guideline for the filtering. In phase four the articles were filtered on accessibility of 

the article. In the last phase the final sample remained.  

Figure 1  

Systematic literature review. 
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2.1 Spear phishing and consumer vulnerability 

Spear phishing is a form of phishing in which an attacker poses as a trustworthy source and 

uses personal information to deceive an individual, organization or group (Eftimie et al., 

2022). The spear phishing process typically consists of five stages. It begins with the 

preparation phase, during which the attacker collects personal data to craft a convincing e-

mail. In the filter phase, this e-mail is tested against security systems. If not flagged, the e-

mail reaches the recipient, who then opens it in the third phase. The fourth phase involves the 

victim performing a risky action such as clicking a link or downloading an attachment. This 

may lead to malware infection or redirection to a malicious website. In the final phase the 

attacker gains access to sensitive information through the infected system or website (Eftimie 

et al., 2022). 

Understanding how individuals become victims of such attacks involves exploring the 

concept of vulnerability. Spear phishing vulnerability refers to the extent to which someone is 

likely to fall for a targeted phishing attempt (Hassandoust et al., 2020). This vulnerability is 

influenced by personal factors such as habits, motivation and cognitive biases that may be 

exploited by attackers (Hassandoust et al., 2020). 

To better understand the psychological processes behind such vulnerability, the Elaboration 

Likelihood Model (ELM) is often applied. According to this model, there are two main ways 

of processing information: the central route which relies on careful consideration and logical 

evaluation, and the peripheral route which is driven by heuristics and superficial cues (Petty & 

Cacioppo, 1986). Processing via the central route requires motivation and cognitive capacity 

while the peripheral route involves minimal cognitive effort and is more common in everyday 

decision making. 

In the context of spear phishing it is essential to identify which processing route is most 

frequently used when individuals evaluate suspicious messages. Research by Goel et al. 

(2017) shows that people often rely on the peripheral route, judging e-mails based on surface-

level characteristics such as formatting, logos or tone. This highlights a potential weak spot in 

digital awareness, as superficial processing increases the risk of falling for deceptive content. 

At the same time this knowledge is useful for attackers as it helps them craft messages that 

appear legitimate and bypass critical thinking (Goel et al., 2017). 
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This theoretical foundation underlines the importance of understanding not only the 

characteristics of phishing e-mails but also the psychological processes that influence how 

people interpret and respond to them. 

 

2.2 GenAI in spear phishing 

Generative Artificial Intelligence (GenAI) refers to a form of artificial intelligence that can 

autonomously generate new content by learning patterns from existing data (Choudhury et al., 

2025). In the context of spear phishing, GenAI is used to create highly realistic and 

personalized e-mails that mimic the tone, structure and writing style of legitimate senders 

(Schmitt & Flechais, 2024). These AI-generated spear phishing e-mails are crafted to deceive 

recipients more effectively than traditional, human-written ones (Heiding et al., 2024).  

A key technology behind this development is the use of large language models (LLMs) which 

are trained on datasets to produce coherent and contextually appropriate text (Heiding et al., 

2024). Through techniques such as prompt engineering where targeted instructions are used to 

guide the output of the model, attackers can instruct LLMs to generate messages tailored to 

specific individuals or scenarios (Trad & Chehab, 2024). This personalization is further 

enhanced by integrating publicly available data such as job roles or social media activity 

allowing for highly credible and targeted messages (Schmitt & Flechais, 2024). 

LLMs do not only imitate human language but can also adjust for tone, grammar and 

persuasive cues making the message appear more authentic and trustworthy (Bezzi, 2024). 

Some models are even capable of maintaining ongoing dialogues, strengthening the illusion of 

trust and increasing the likelihood of deception (Heiding et al., 2024). In addition GenAI can 

be combined with other AI technologies such as image generation tools to create fake 

identities with profile pictures or forged documents (Bezzi, 2024). 

In contrast human-generated spear phishing e-mails are often based on intuition or manual 

research and may contain linguistic errors or inconsistent formatting (Schmitt & Flechais, 

2024). According to Heiding et al. (2024) all of this makes them easier to detect and less 

successful in deceiving recipients. 

Because GenAI e-mails appear more professional and personalized, they may elicit greater 

trust which in turn can increase vulnerability to spear phishing (Heiding et al., 2024; Bezzi, 

2024). Research shows that users often rely on surface-level cues such as tone, structure and 
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spelling to assess whether a message is legitimate (Goel et al., 2017). Since GenAI messages 

tend to contain fewer linguistic errors and more closely mimic professional communication, 

they may avoid suspicion more easily than human-made phishing attempts which often 

contain linguistic inconsistencies (Schmitt & Flechais, 2024). 

In addition, AI tools can generate highly specific messages at scale through techniques such as 

prompt engineering, allowing for highly personalized phishing content that matches the 

recipient’s context (Trad & Chehab, 2024). This increases the chance of bypassing individual 

detection strategies and leads to higher engagement, as reflected in higher click-through rates 

for GenAI-generated e-mails (Heiding et al., 2024). 

GenAI messages frequently mirror real communication in tone and layout which can make 

them appear more credible to recipients (Bezzi, 2024). This means that recipients might 

perceive them as trustworthy, even when they contain harmful content (Bezzi, 2024). This 

perceived credibility can lower users alertness and make them more likely to respond (Bezzi, 

2024). These elements combined may help clarify why GenAI phishing messages tend to be 

more convincing than those created by humans.  

This leads to the first hypothesis of the study:  

H1: “GenAI spear phishing e-mails lead to higher vulnerability compared to human made 

spear phishing e-mails”. 

 

2.3 The moderating role of Self-efficacy 

The concept of self-efficacy refers to the broad belief individuals have in their ability to 

perform specific tasks (Bandura, 1977; Ribeiro et al., 2023). In the context of this research 

self-efficacy is used as a moderator in the relationship between the type of spear phishing e-

mail (GenAI vs. human) and spear phishing vulnerability. 

Several studies have shown that self-efficacy affects how people respond to phishing 

attempts, what elements they focus on and which cues they trust depending on the message 

type (Wang et al., 2016; Vishwanath et al., 2011). Ribeiro et al. (2023) for instance suggests 

that individuals with high levels of self-efficacy can become overly confident in their ability 

to detect phishing attempts, leading them to overlook potential warning signs. In particular 

when GenAI-generated messages are used (often more refined and professional), this 



11 
 

overconfidence may result in increased vulnerability (Bandura, 1997; Ribeiro et al., 2023; 

Wright & Marett, 2010). 

While self-efficacy is often seen as a protective factor in online settings (Vishwanath et al., 

2011), it may also lead to overconfidence, especially when messages appear sophisticated or 

trustworthy (Wang et al., 2016). This becomes particularly relevant in the context of GenAI-

generated phishing e-mails which often look more realistic, professional and emotionally 

persuasive than their human written counterparts (Bezzi, 2024; Heiding et al., 2024). 

Previous studies show that individuals with high levels of self-efficacy are more likely to rely 

on their own judgement rather than external cues when evaluating suspicious content 

(Harrison et al., 2016). Wang et al. (2016) found that overconfidence among high self-efficacy 

individuals can reduce their attention to subtle signs of deception, especially when the 

phishing message appears polished and legitimate. Similarly, Harrison et al. (2016) explained 

that these individuals often use peripheral (heuristic) processing routes which can be risky 

when messages lack obvious red flags, as is often the case with GenAI output. 

In contrast, individuals with lower self-efficacy may lack confidence in their ability to detect 

phishing which could lead them to either avoid acting or rely more heavily on external cues 

(Vishwanath et al., 2011). In some cases, this uncertainty may lead to more cautious 

behaviour such as avoiding clicking or reporting suspicious e-mails. In contrast, GenAI 

phishing e-mails are generally more grammatically correct and professionally written which 

may make human-generated e-mails that are often less polished easier to detect for individuals 

with high self-efficacy (Bezzi, 2024; Heiding et al., 2024). This suggests that the interaction 

between e-mail type and self-efficacy is particularly relevant in this study. That is, GenAI 

messages may disproportionately affect those with higher self-efficacy due to their reliance on 

internal confidence rather than critical scrutiny (Wang et al., 2016; Harrison et al., 2016).  

In contrast other research points out that low self-efficacy can also be risky. When people 

doubt their ability to detect phishing attempts they may feel overwhelmed or unsure which 

can lead to impulsive decisions or excessive trust (Lee et al., 2023). On the other hand some 

individuals with low confidence may become more cautious which can lower their 

vulnerability (Workman, 2007; Vishwanath et al., 2011). 

In addition Wright and Marett (2010) found that people with high self-efficacy often feel safer 

online which might lower their level of attention and lead to riskier behavior. Previous studies 

have shown mixed effects of self-efficacy suggesting that both high and low levels may 
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increase vulnerability under certain circumstances. However, recent literature offers stronger 

evidence that high self-efficacy can lead to overconfidence which in turn increases 

vulnerability to more refined phishing attacks. Based on this, the current study hypothesizes 

that self-efficacy moderates the relationship between e-mail type and phishing vulnerability, 

with higher self-efficacy increasing vulnerability to GenAI-generated e-mails compared to 

human ones. 

These insights form the following hypothesis:  

H2: “Self-efficacy moderates the relationship between spear phishing e-mail type (GenAI vs. 

human) and phishing vulnerability, with individuals high in self-efficacy expected to show 

increased vulnerability to GenAI-generated e-mails compared to those low in self-efficacy”. 

 

2.4 Control variables 

Fear of identity theft 

Fear of Online Identity Theft (FOIT) refers to the fear people experience when thinking about 

the misuse of their personal or financial information online (Guedes et al., 2022). This fear 

usually consists of two parts: fear of financial loss and fear of reputational damage (Hille et 

al., 2015). Financial loss can involve situations like someone stealing money or accessing 

accounts without permission. Reputational damage happens when someone misuses another 

person’s identity in ways that could be embarrassing or harmful to their reputation. 

Previous research has shown that FOIT can influence how people behave online, especially 

when it comes to trust and risk perception (Jordan et al., 2018). People who are more afraid of 

identity theft might be more cautious or suspicious when interacting with potentially harmful 

online content, like phishing e-mails (Guedes et al., 2022; Jordan et al., 2018). 

In this study, FOIT is included as a control variable because it may affect how vulnerable 

someone feels or behaves when confronted with phishing attempts (Guedes et al., 2022; 

Hassandoust et al., 2020). Previous studies have shown that individuals who experience 

higher levels of fear of identity theft are more likely to engage in cautious or avoidant online 

behavior, which can influence their ability to detect or respond to phishing cues (Guedes et 

al., 2022). By controlling for FOIT, this research can better isolate the effects of the e-mail 

type and self-efficacy on phishing vulnerability without the results being skewed by 

someone’s general fear of being targeted online. 
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Phishing cue knowledge 

Phishing Cue Knowledge (PCK) refers to an individual's ability to recognize typical signs of 

phishing attempts in e-mails such as generic greetings, urgent language, suspicious URLs or 

spelling and grammar errors (Vishwanath et al., 2011). This kind of domain-specific 

knowledge helps users interpret e-mails more critically by comparing message features to 

their existing mental models of legitimate communication (Sturman et al., 2024; Vishwanath 

et al., 2011). 

Previous research has shown that people with higher PCK are better at identifying deceptive 

e-mails, as they tend to focus more on structural cues like sender details, message tone or 

linguistic inconsistencies (Jakobsson, 2007; Vishwanath et al., 2011). This knowledge allows 

them to engage in more elaborate processing which reduces the risk of falling for phishing 

scams, especially those relying on superficial trust cues or urgency (Eveland et al., 2001; 

Petty & Cacioppo, 1986). In contrast, individuals with low PCK are more likely to rely on 

peripheral processing, increasing their susceptibility to deception (Petty & Cacioppo, 1986). 

In this study PCK is included as a control variable because prior familiarity with phishing 

indicators may influence how participants interpret and respond to both GenAI and human-

written phishing e-mails (Vishwanath et al., 2011; Sturman et al., 2024). Without controlling 

for this, differences in knowledge might wrongly influence the results for message type or 

self-efficacy. By controlling for PCK, this research aims to isolate the psychological 

mechanisms under investigation and increase the validity of the results (Vishwanath et al., 

2011). 
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2.5 Conceptual model and hypothesis 

Based in the previous literature study the following conceptual model is created for this study: 

Figure 2 

Conceptual model. 
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3. Methodology 

The focus of this study is on researching to what extent vulnerability is being influenced by 

different kind of spear phishing messages and to what extent self-efficacy has an impact on this 

relationship. The methodology for this research is discussed in the paragraphs below. The 

research is conducted by six students in total with all different moderating effects. 

 

3.1 Research strategy 

This study used a between-subjects online experiment to examine whether there were 

differences in spear phishing vulnerability between human and GenAI generated e-mails. This 

experimental design was chosen because it allows manipulation of a single independent variable 

(e-mail type) while minimalizing learning or fatigue effects that may arise in within-subject 

designs (Canfield et al., 2016). Previous studies in phishing research have successfully used 

similar experimental setups (Zhou et al., 2022; Williams et al., 2023). 

The online nature of the experiment enables broad and efficient data collection in a controlled 

environment which enhances ecological validity and practical feasibility (Williams et al., 2023). 

Participants were exposed to realistic e-mails and had to respond as if they were the persona 

itself. The persona used in this study is presented in appendix 8.  

A quantitative approach was applied to objectively measure phishing detection accuracy 

following prior studies in this domain (Xu et al., 2022; Williams et al., 2019; Lawson et al., 

2020; Parsons et al., 2019). Phishing detection accuracy is used as a behavioral indicator of 

spear phishing vulnerability as it shows how well participants are able to recognize malicious 

e-mails. A lower score means that someone is less accurate in spotting phishing which suggests 

they are more vulnerable to such attacks (Sarno et al., 2023; Xu et al., 2022). 

 

3.2 Sampling 

The target population for this study consisted of individuals aged 18 and older who have 

experience using e-mail. This age limit was based on the ethical research guidelines of 

Radboud University which allow participants from age 18 to provide informed consent 

independently, without the involvement of legal guardians (Radboud University, n.d.-c). This 
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ensured that no vulnerable groups were included and that all participants could give voluntary 

and informed consent (Ethical Review Committee for the Humanities, 2019). 

Spear phishing is a form of cybercrime that can potentially affect a broad range of people, 

regardless of demographic characteristics (Xu et al., 2022). However, in practice the sample 

for this study primarily consisted of university students and young adults within the 

researchers personal networks. As a result of this the findings are most applicable to this 

specific population and caution should be taken when generalizing results to the wider 

population. 

Participants were recruited using a convenience sampling method via personal social media 

platforms such as Instagram and WhatsApp. This method was selected because of its practical 

benefits for online experiments and its successful use in previous phishing research (Heiding 

et al., 2024; Xu et al., 2022; Stratton, 2021). Although the researchers initially shared the 

survey link themselves, it is likely that the post was also seen or reshared by individuals 

outside of their direct networks. This means that the full reach of the survey cannot be fully 

controlled, but access and distribution were still largely manageable. 

The goal was to obtain a minimum sample size of 100 participants. This is in line with 

recommendations for linear regression analysis which suggest that a sample of 100 is 

sufficient when the number of predictors is below six (Field, 2017). In this study, the 

predictors included the independent variable (e-mail type), the moderator (self-efficacy) and 

two control variables, all within this limit. After data cleaning the final dataset included 156 

valid responses which met the required sample size (Field, 2017). 

To ensure the constructs were measured reliably and validly, a confirmatory factor analysis 

(CFA) was conducted before testing the hypotheses. Since CFA falls under structural equation 

modeling, a rule of thumb is to include at least 10 respondents per indicator item (Hair et al., 

2019). The CFA included three latent variables: self-efficacy (3 items), fear of identity theft (3 

items), and phishing cue knowledge (8 items), resulting in a total of 14 items. Based on this, a 

minimum of 140 participants was required. This threshold was met with a final sample of 156 

respondents included in the analysis. Problematic items were removed in later iterations to 

improve model fit. 
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3.3 Operationalization 

Within this research different variables are measured: Spear phishing vulnerability, type of 

message and self-efficacy. There are also some control variables measured for this specific 

study, these are mentioned in the text below and can also be found in appendix 3.  

3.3.1 Spear phishing vulnerability 

In this research spear phishing vulnerability is measured through participants behavioral 

responses to e-mail scenarios, which simulate real-life decisions. Following the approach of 

Sarno et al. (2023) and Xu et al. (2022), participants were presented with multiple response 

options for each e-mail including: (reply, download attachment, click on link, search online, 

report, delete or ignore). These responses were categorized as high (reply, download 

attachment, click on link) and low (investigate, report, delete, ignore) vulnerability based on 

the classification of Xu et al. (2022). In order to measure spear phishing vulnerability within 

the dataset phishing detection accuracy was used measuring the percentage of correctly 

identified spear phishing e-mails (number of correctly identified spear phishing e-mails / total 

number of phishing e-mails presented) (Sarno et al., 2023; Xu et al., 2022).  

3.3.2 Moderator 

The moderator in this study self-efficacy is measured by a 7-point Likert scale ranging from 1 

(I completely disagree) to 7 (I completely agree). For this measure a developed scale from Chen 

et al. (2020) is used that consists of three items. This scale is developed for the phishing context 

specifically based on previous work from Wang et al. (2009) that measured self-efficacy in the 

e-mail identification setting.  

In this study, the validated phishing self-efficacy scale from Chen et al. (2020) was used. To 

make sure the items matched the specific context of spear phishing, the word “spear” was added 

to the original phishing-related statements. The adjusted items used to measure spear phishing 

self-efficacy can be found in Appendix 3. This small wording change helped improve content 

validity without changing the meaning or structure of the original scale (Diamantopoulos & 

Winklhofer, 2001). 

3.3.3 Independent variable 

The independent variable in this study is the type of spear phishing e-mail, which includes two 

categories: human-generated spear phishing e-mails and AI-generated spear phishing e-mails. 
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This variable is categorical in nature and was dummy coded for analysis (0 = human, 1 = 

GenAI) (Field, 2017). 

AI-generated spear phishing e-mails were created using the most recent accessible version of 

ChatGPT (GPT-4o). To tailor these messages to the fictional persona used in the experiment, 

the persona's profile (see Appendix 8) was first provided in the prompt to create personalized 

content. Example prompts included: “Write a phishing e-mail impersonating a manager 

urgently asking for login credentials” or “Pretend to be a delivery service requesting a click on 

a suspicious tracking link.” Although ChatGPT may restrict direct requests for “spear phishing 

e-mails” due to ethical guidelines, this was avoided by simply prompting the model to “write 

an e-mail” in a specific context (Heiding et al., 2024). In practice, the model had no problem 

generating convincing spear phishing e-mails. To create variation the AI was instructed to 

produce different e-mails, each targeting a different phishing tactic until a sufficient set was 

reached. 

Figure 3 

AI-generated spear phishing e-mail. 

 

Human-generated spear phishing e-mails were created based on the V-Triad model (Heiding et 

al., 2024), which manipulates messages along three pillars: credibility, compatibility and 

customizability. These messages were crafted manually by the researchers using contextual 

information from the fictional persona. Each message was written to closely mimic real-life 

phishing tactics that would bypass suspicion filters by adjusting content, tone and sender details 

such as creating urgency, impersonating authority figures or including misleading URLs 

(Heiding et al., 2024). 
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Figure 4  

Human-generated spear phishing e-mail. 

 

Genuine e-mails were also used as part of the experiment. These messages followed the cues 

described by Parsons et al. (2016), including: higher consistency, personalization, presence of 

links and credibility of sender. Genuine e-mails were collected from the researchers actual 

inboxes and were sent by well-known organizations such as Rabobank or bol.com in line with 

methods from Parsons et al. (2016). All selected e-mails were carefully checked to ensure they 

met the criteria for authentic communication and did not trigger suspicion (Parsons et al., 2016). 

3.3.4 Control variables 

Fear of Identity Theft (FOIT) is included as a control variable to account for individual 

differences in how cautious people behave when exposed to phishing threats. It reflects people’s 

concern about the misuse of their personal or financial information in online environments 

(Guedes et al., 2022). In this study, FOIT was measured using a 7-point Likert scale based on 

validated items from previous research that capture concerns related to both financial loss and 

reputational damage (Guedes et al., 2022). This variable was included to control for fear-related 

reactions that could influence how participants respond to phishing e-mails (Guedes et al., 

2022). 

The second control variable is phishing cue knowledge (PCK). This variable captures how well 

individuals recognize common indicators of phishing attempts, such as suspicious URLs, 

generic greetings, spelling mistakes or urgent requests. PCK was measured using a 7-point 

Likert scale adapted from Vishwanath et al. (2011). It was included as a control variable because 

individuals with higher knowledge of these cues may be less likely to fall for phishing e-mails, 
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regardless of whether the message was created by a human or GenAI (Vishwanath et al., 2011; 

Petty & Cacioppo, 1986). Controlling for this helps to reduce potential bias in the effects of e-

mail type and self-efficacy (Vishwanath et al., 2011). 

 

3.4 procedure 

Before starting the experiment the participant were presented with information regarding the 

experiment outlining the purpose of the study and their rights, including an informed consent 

question (Radboud University, n.d.-c).  

Participants were placed in a scenario using a fictional persona. They were asked to imagine 

themselves into the role of that person and complete a task involving sorting e-mails. This 

persona-based design is relevant in the spear phishing context because it encourages 

participants to empathize with the situation and thereby increasing the realism and personal 

relevance of the phishing attempt (Xu et al., 2022). The full description of the persona used in 

the study can be found in Appendix 8.  

After the scenario introduction participants were randomly assigned to one of two experimental 

conditions. Each group viewed a set of 14 e-mails, consisting of 7 spear phishing e-mails 

(GenAI or human-made) and 7 legitimate e-mails. The scenario also included three attention 

checks and survey questions for all of the moderation variables involved. The selection of e-

mails was based on methods from prior studies in the same domain (Xu et al., 2022; Williams 

et al., 2019; Lawson et al., 2020; Parsons et al., 2019).  

In this study, the independent variable was manipulated by presenting participants with either 

human-generated or GenAI generated spear phishing e-mails. All participants engaged in the 

same e-mail management task, which involved sorting e-mails addressed to a fictional persona. 

This approach helped simulate a realistic scenario and increased ecological validity (Dwivedi 

et al., 2022).  

The created e-mails were presented to the respondents as screenshots in randomized order using 

Qualtrics. After each message participants were asked what they would do with the e-mail. The 

response options are presented in appendix 3. The interactions were used to asses spear phishing 

vulnerability. The randomized presentation and realistic look of the task were crucial to reduce 

bias and improve experimental control over the experiment (Xu et al., 2022).  
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After completing the e-mail task, participants were asked to fill in a questionnaire that included 

items on the moderators and control variables. Finally, participants were debriefed and asked 

for a second confirmation of consent. This step ensured ethical compliance in line with Radboud 

University guidelines (Radboud University, n.d.-c; Ethical Review Committee for the 

Humanities, 2019). 

 

3.5 Data analysis 

To investigate the relationship between e-mail type, self-efficacy and spear phishing 

vulnerability, the data was analyzed using SPSS and ADANCO (Field., 2017).  

As a first step a confirmatory factor analysis (CFA) was performed in ADANCO to check 

whether the constructs of self-efficacy, fear of identity theft (FIOT) and phishing cue 

knowledge (PCK) were measured reliably and validly. These were treated as latent variables 

and were based on existing multi-item scales. These scales are presented in appendix 3. 

Following the guidelines from Hair et al. (2019), model fit was assessed using values like 

SRMR, d_ULS, and d_G. Items that showed low factor loadings were removed to improve 

the model. 

After the factor analysis was confirmed, the main analysis was conducted in SPSS. Because 

the independent variable (e-mail type) is categorical, and the moderator (self-efficacy) and 

outcome (spear phishing vulnerability) are continuous, Model 1 from the PROCESS macro by 

Hayes was used to test the moderating effect (Field, 2017; Hayes, 2022). This analysis tested 

both the direct effect of e-mail type and the interaction with self-efficacy. The results of this 

analysis are shown in paragraph 4.4.  

Before running this analysis all assumptions of linear regression were checked such as: 

linearity, normality of residuals, homoscedasticity, independence of error terms and 

multicollinearity (Field, 2017).  

A significance level of p < .05 was used to decide whether results were statistically 

meaningful. Lastly, the control variables fear of identity theft and phishing cue knowledge 

were added to the model to rule out other explanations (Field, 2017).  
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3.6 Ethical considerations 

Before conducting the experiment the ethical requirements from Radboud University were 

carefully followed. The study was assessed using the light track procedure which applies 

when specific conditions are met and full committee review is not required (Radboud 

University, n.d.-b). 

The following five conditions for the light track were all satisfied: 

1. Participants were healthy, capable, aged 18 or older, and took part voluntarily. 

2. Informed consent was obtained before starting the experiment. 

3. Privacy was ensured through full anonymization and secure storage of the data. 

4. The study involved minimal risk, as participants only evaluated simulated e-mails. 

5. The experiment was conducted in an online setting (Radboud University, n.d.-b). 

Participants were informed at the start screen about their rights, including the option to 

withdraw at any time. Only those who gave active consent (via a checkbox) proceeded with 

the survey. The consent form and accompanying information sheet followed university 

guidelines and included details about the study’s purpose, expected duration, potential risks, 

data handling and contact details of the researchers (Radboud University, n.d.-c). 

To minimize social desirability bias, a small degree of deception was used in the task 

description. A debriefing was shown at the end of the study to inform participants about the 

true purpose of the research (Ethical Review Committee for the Humanities, 2019; Radboud 

University, n.d.-c). 
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4. Analysis 

Within this chapter the results of the statistical analysis will be presented. The first part of this 

chapter presents the confirmatory factor analysis and the assumption checks that were 

conducted to prepare for the main analysis. The following part of this chapter will present the 

regression analysis that was performed using the process extension in SPSS.  

 

4.1 Descriptives & data cleaning 

To maintain data validity all respondents who failed the attention checks were excluded, 

leaving 160 participants. As part of the data screening process it was verified whether 

participants had provided informed consent at both the beginning and end of the study. All 

participants met this requirement so no further exclusions were necessary on that basis. 

As a final step in the data screening process, four participants were removed due to missing 

data on the moderator and control variables leaving the total number of respondents included 

in this study at 156. 

Although response time and straight-lining behavior were not separately analyzed, the 

inclusion of attention checks and consent verification ensured a basic level of data quality. 

Several statistics regarding the sample are presented in Appendix 9. The average age of the 

final sample was 25.3 years (SD = 9.1), with ages ranging from 19 to 70. In terms of gender 

the group was fairly balanced: 53.5% identified as female and 46.5% as male. Most 

participants were highly educated, with 45% holding a bachelor’s degree and 17% a master’s 

or doctoral degree. In addition, 31% completed upper secondary or vocational education 

(MBO/HAVO/VWO).  

Table 1 presents the descriptives for all the variables used in this study. The average score for 

phishing vulnerability (detection accuracy) is 0,71 with a standard deviation of 0,21, 

indicating that the respondents were relatively accurate in identifying the spear phishing e-

mails. The distribution of this variable was approximately normal with a slight negative 

skewness of -0.52 and a minimal kurtosis of -0.03 indicating a normal distribution.  

The variable type of e-mail was dummy coded (0= human, 1= GenAI) where the mean of 0,53 

indicates that the two conditions were approximately equally distributed throughout the 

research. As expected for a binary variable the distribution was not normal. This variable has 
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a kurtosis of -2.01 and a skewness of -0.13 but since the variable is classified as binary it is an 

acceptable score (Field, 2017). 

The moderator self-efficacy has a mean of 4,93 and a standard deviation of 1,17 indicating 

that the majority of the respondents had relatively high expectations of their ability to detect 

spear phishing. The distribution for this variable was considered acceptable with a skewness 

of -0.79 and a kurtosis of 0.55 (Field, 2017). 

The control variable fear of identity theft has a mean of 3,91 with a standard deviation of 1,46 

indicating a moderate level of concern among the respondents. The other control variable 

phishing cue knowledge has a high mean of 6,10 with a standard deviation of 0,89 indicating 

that most respondents considered themselves knowledgeable about the phishing cues. This 

variable showed a slight deviation from a normal distribution with a skewness of -1,43 and a 

kurtosis of 2,52. However the sample size was sufficiently large (N = 156) so the slight 

deviations in skewness and kurtosis were considered acceptable based on the Central Limit 

Theorem which states that the sampling distribution of the mean tends to approximate 

normality when the sample size exceeds 30 (Field, 2017; Ghasemi & Zahediasl, 2012). 

Therefore, this variable was treaded as normally distributed throughout the analysis (Field, 

2017; Ghasemi & Zahediasl, 2012). 

Table 1 

Means, standard deviations, skewness and kurtosis of the main variables (N = 156) 

Variable Mean Standard 

deviation 

Skewness Kurtosis 

Detection 

accuracy 

0,71 0,21 -0,52 -0,03 

Fear of identity 

theft 

3,91 1,46 -0,11 -0,99 

Self-efficacy 4,93 1,17 -0,79 0,55 

Phishing cue 

knowledge 

6,10 0,89 -1,43 2,52 

Type of e-mail 

(dummy) 

0,53 0,50 -0,13 -2,01 
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4.2 Confirmatory factor analysis 

In order to check whether the experiment in this study truly measured what was intended to be 

measured, a confirmatory factor analysis (CFA) was conducted (Hair et al., 2019). All items 

from the constructs self-efficacy, phishing cue knowledge and fear of identity theft were 

analyzed simultaneously to assess the overall model fit. This analysis examines whether the 

survey items correctly reflect the underlying constructs from the underlying models. The 

following steps ensured that the used scales within the analysis were both reliable and valid 

before running the main regression analysis (Field, 2017). 

According to Hair et al. (2019) model fit in CFA is commonly evaluated using three key 

indicators: the standardized root mean square residual (SRMR), the unweighted least squares 

discrepancy (d_ULS) and the geodesic discrepancy (d_G). For acceptable model fit, SRMR 

values should be below 0.08 while d_ULS and d_G should be as close to 0 as possible. In 

addition, average variance extracted (AVE) should be above 0.50 to indicate convergent 

validity and factor loadings are ideally above 0.60. 

To ensure the constructs in this study were measured reliably and validly, three iterations were 

conducted that led to the final constructs for the regression analysis. The variables within the 

first iteration showed poor overall model fit (SRMR = 0.1020; d_ULS = 1.0915; d_G = 

0.5273). Even though all constructs showed acceptable reliability, the AVE for the construct 

phishing cue knowledge (PCK) was too low (AVE = 0.4020) which is below the 

recommended threshold of 0.50 suggesting insufficient convergent validity. Items PCK_3 

(loading = 0.47) and PCK_6 (loading = 0.57) showed problematic loadings and were removed 

in order to improve the quality of the model in the following iteration. 

The second iteration showed an improvement in model fit although it still did not meet all 

recommended criteria (SRMR = 0.0974; d_ULS = 0.7398; d_G = 0.7392). The SRMR was 

slightly above the cut-off value of 0.08 and therefore considered acceptable for exploratory 

research (Field, 2017). While the reliability scores remained acceptable across all the 

constructs, the AVE for phishing cue knowledge was still too low (AVE = 0.3751) indicating a 

continuing lack of convergent validity. Within the phishing cue knowledge construct, multiple 

items showed insufficient factor loadings. This was particularly the case for PCK_8 (loading 

= 0.34), PCK_7 (loading = 0.45) and PCK_1 (loading = 0.58). These items were therefore 

removed in order to further improve the construct validity and reduce multicollinearity in the 

next iteration. 
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The last iteration showed a strong model fit, with all model indicators meeting the 

recommended thresholds (SRMR = 0.0651; d_ULS = 0.1188; d_G = 0.1117). In this iteration 

all the constructs met the required standards for reliability and validity, even after removing 

items in previous steps. The AVE values for each construct were above the threshold of 0.50, 

indicating sufficient convergent validity. The remaining items showed acceptable to strong 

factor loadings and were therefore retained as the final indicators. These final indicators were 

used to compute mean construct scores, which were used as input for the regression analysis 

in SPSS. 

In order to make the model run successfully in ADANCO, one item from the construct fear of 

identity theft and one item from the construct self-efficacy had to be removed during this final 

iteration. This decision was purely technical, as these items caused issues in the software 

despite being statistically acceptable in earlier iterations. Because the items had already 

demonstrated acceptable reliability and convergent validity before, and were not problematic 

in SPSS, all original items for fear of identity theft and self-efficacy were retained when 

computing the mean construct scores for the PROCESS analysis. This approach ensured 

consistency in interpretation while allowing the CFA model to meet the required fit 

thresholds. 

 

4.3 Assumption testing 

To make sure the regression model could be interpreted in a valid way several assumptions 

were tested before looking at the results. The assumptions for a regression analysis include 

linearity, normality, homoscedasticity, multicollinearity and independence of errors (Field, 

2017). Each of these assumptions were checked using the SPSS output that is explained in 

more detail below. The SPSS output is displayed in appendix 1.  

4.3.1 Linearity 

The assumption of linearity was checked using a scatterplot of standardized residuals versus 

predicted values. The plot showed a random and fairly even distribution of points around the 

zero without any visible curves or trends. This indicates that the relationship between the 

predictors and the dependent variable can be considered as linear (Field, 2017). 
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4.3.2 Normality 

Normality of residuals was assessed by inspecting the histogram and the normal probability 

plot of standardized residuals. The histogram showed a roughly bell-shaped distribution and 

the probability plot demonstrated that the majority of the points were close to the diagonal 

line. These findings confirm that the residuals are more or less normally distributed which 

confirms the assumption of normality (Field, 2017). 

4.3.3 Homoscedasticity 

In order to test the assumption of homoscedasticity, the standardized residuals were plotted 

against the predicted values. The spread of the residuals appeared to be evenly spread across 

the predicted values. There was no clear pattern or funnel shape displayed in the scatterplot, 

although a slight increase in spread was visible in the upper-right area. To account for any 

potential heteroscedasticity, the HC3 heteroscedasticity-consistent standard estimator in SPSS 

was used in the PROCESS regression analysis (Hair, 2019).  

4.3.4 Multicollinearity 

The multicollinearity was assessed using the variance inflation factor (VIF) (Field, 2017). All 

VIF values ranged from 1.004 to 1.108 which is well below the commonly accepted threshold 

of 5. This indicates that there is no problematic multicollinearity among the independent 

variables and all these variables can be used independently in the analysis.  

4.3.5 Independence of error terms 

The assumption of independence of errors was checked using the Durbin-Watson statistic. 

The result was 1.746 which falls within the acceptable range of 1.5 to 2.5. This indicates that 

the residuals can be considered independent and therefore the assumption was met (Field, 

2017). 

 

4.4 Hypothesis testing  

The results used in this section are displayed in appendix 2.  

4.4.1 Main effect of type of spear phishing message on vulnerability 

Before testing the hypotheses, the assumptions for linear regression were checked. All 

variables met the criteria for normality and homoscedasticity, so no data transformations were 

applied prior to the analysis. The independent variable was dummy coded as described earlier. 
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To test Hypothesis 1 (H1), a regression analysis was conducted to examine whether the type 

of spear phishing e-mail (GenAI-generated versus human-written) had a main effect on 

phishing vulnerability. 

The overall model was statistically significant, F(5, 150) = 2.32, p = .046, suggesting that the 

combination of predictors explained a small but significant portion of variance in phishing 

detection accuracy (R² = .0820). 

The main effect of e-mail type on phishing vulnerability was B = -0.0665, p = .050, with a 

95% confidence interval ranging from -0.1330 to 0.0000. While the p-value was just above 

the conventional threshold of .05 and the confidence interval included zero, the direction of 

the effect suggests that AI-generated e-mails may lead to slightly lower detection accuracy 

than human-written e-mails. Although not statistically significant, this pattern aligns with the 

initial hypothesis and may point to a subtle trend that could be further explored in future 

research. even though a small trend can be seen in the results, H1 cannot be supported due to 

the insignificance.  

4.4.2 Moderating effect of self-efficacy 

Hypothesis 2 mentioned that self-efficacy would moderate the relationship between e-mail 

type and phishing vulnerability in such a way that individuals with high self-efficacy would 

be more vulnerable to AI-generated spear phishing attacks than individuals with low self-

efficacy.  

In order to test this hypothesis the interaction term between e-mail type and self-efficacy was 

examined. The coefficient of the interaction effect was B = -0.0163, p = 0.5510 with a 95% 

confidence interval ranging from -0.0701 to 0.0375. The results showed that the p-value was 

far above the threshold of 0.05 and the confidence interval included zero concluding that there 

was no evidence of a significant moderation effect.  

As a result of these findings H2 could not be supported. This means that self-efficacy did not 

significantly influence the strength of the relationship between e-mail type and phishing 

vulnerability. Still, the negative direction of the interaction effect was in line with what was 

expected, which may suggest a possible trend. 
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4.4.3 Control variables  

In addition to the main and interaction effects, the two control variables were included to 

account for potential alternative explanations. Phishing cue knowledge showed a significant 

effect on phishing vulnerability (B = 0.0529, p = .014) suggesting that individuals who are 

more familiar with typical phishing cues were better at identifying fraudulent e-mails. Fear of 

identity theft on the other hand did not have a significant effect (B = 0.0135, p = .281). 

Although not significant the direction of the effect was slightly positive, indicating that 

respondents with higher fear levels may have been slightly more cautious but this was not 

strong enough to draw firm conclusions. 
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5. Discussion 

The findings of this research have provided valuable insights into the relationship between 

types of spear phishing e-mails and vulnerability for spear phishing. Although most effects 

were not statistically significant the results do offer relevant directions for future research and 

suggest that the distinction between human and AI generated spear phishing may be more 

subtle than expected. Given the limitations of this study it is advisable to interpret the results 

with some caution. Within this chapter the research process, the designs limitations, potential 

consequences and implications for interpreting the results are discussed. The end of this 

chapter will conclude with some recommendations for future research and an overall 

conclusion for this research.  

 

5.1 Discussion of the findings 

This study explored the impact of different spear phishing e-mail types (human-generated 

versus GenAI-generated) on spear phishing vulnerability and whether self-efficacy moderated 

this relationship. The goal was to understand if GenAI poses a unique threat to consumers and 

whether psychological traits such as self-efficacy can offer some protection. In order to 

investigate this objective, the following research question was formulated and was central to 

this research: “To what extent do different types of spear phishing (GenAI vs. human) e-mails 

influence spear phishing vulnerability, and to what extent does self-efficacy moderate this 

relationship?” 

While the overall regression model was significant, the main and interaction effects were not. 

However, the observed patterns in the data still offer meaningful insights that can guide future 

research.  

The first hypothesis (H1) stated that GenAI spear phishing e-mails would lead to higher 

vulnerability than human-generated ones. Although this difference was not statistically 

significant, the direction of the effect was in line with the hypothesis, suggesting that GenAI 

messages may result in slightly lower detection accuracy. This finding contrasts with the 

results from Heiding et al. (2024), who found that GenAI messages increased click-through 

rates. One possible explanation might be the specific e-mail content and the different context 

of the study. Although GenAI messages often look more smooth and clear (Bezzi, 2024), they 

may have also seemed too formal or fake, which could have raised suspicion among the 
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respondents. In contrast, human-crafted messages, although less polished, may have seemed 

more natural and realistic in tone which could have influenced the detection rate. 

The second hypothesis (H2) expected a significant moderating effect of self-efficacy on the 

relationship between e-mail type and vulnerability. This hypothesis was not statistically 

supported. However, the direction of the interaction effect was again consistent with the 

theoretical expectation. This may suggest that self-efficacy still plays a subtle role in how 

individuals process different types of spear phishing messages. While previous research from 

Vishwanath et al. (2011) and Ribeiro et al. (2023) suggested that high self-efficacy can either 

protect or endanger consumers depending on the situation, this study did not support this 

claim in this specific context. A potential explanation could be a limited variation in self-

efficacy scores or a disconnect between how confident people feel in their phishing detection 

abilities and their actual ability to detect suspicious messages (Vishwanath et al., 2011). For 

example, someone might believe they are good at recognizing phishing e-mails but still 

overlook subtle cues, especially in well-crafted messages. This mismatch between perceived 

and actual efficacy may reduce the effectiveness of self-efficacy as a protective factor. 

Additionally, other psychological factors like overconfidence or fatigue may have influenced 

the results (Rhee et al., 2009). Overconfidence can cause individuals to rely too much on their 

intuition rather than carefully evaluating the e-mail content which might lead to mistakes 

(Rhee et al., 2009). Fatigue, on the other hand, could reduce attention and cognitive effort, 

making it harder to detect suspicious elements in phishing e-mails. These factors may have 

blurred the expected moderating effect of self-efficacy in this experiment (Rhee et al., 2009).  

Although neither hypothesis were confirmed, the significant overall model indicates that the 

set of predictors still contributed meaningfully to explaining part of the variation in phishing 

vulnerability. This suggests that other elements such as how individuals process phishing cues 

(Vishwanath et al., 2011), their attitudes and perceptions regarding online threats (Rhee et al., 

2009) or how realistic and natural the message appears (Bezzi, 2024) could also play a role in 

their vulnerability to spear phishing. 

The findings of this research show how complex it is to detect spear phishing and suggest that 

there is no one-size-fits-all explanation. To really understand what makes people fall for these 

kinds of attacks, future research could look into other possible influencing factors like 

someone’s digital skills or their level of trust in technology (Vishwanath et al., 2011; Rhee et 

al., 2009). It might also be useful to take a closer look at how certain design elements in e-
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mails affect people’s reactions such as the tone of the message, visual layout, use of 

personalized details or urgency cues embedded in the subject line or content (Vishwanath et 

al., 2011). 

 

5.2 Theoretical and practical implications 

This study in particular adds to the literature on spear phishing by exploring the role of GenAI 

in spear phishing and how consumers respond to it. While the results did not show a 

significant difference in vulnerability between GenAI and human-made e-mails, the overall 

detection accuracy for both types remained relatively low with GenAI e-mails having an 

average detection accuracy of 0.69 and human-made e-mails 0.73. This suggests that both 

types of spear phishing e-mails can still pose a threat even if they do so to a similar extent. 

This also suggests that it’s not just about how advanced or polished a message is but also 

about how real or trustworthy it feels to the reader. Since this was not measured in the current 

study, future research could consider testing these perceptions in a pretest or include them as 

control variables to better understand their role in phishing detection (Bezzi, 2024). 

From a theoretical point of view the results show that psychological traits like self-efficacy 

are not always strong predictors on their own. Earlier studies (e.g., Vishwanath et al., 2011; 

Rhee et al., 2009) showed that confidence in one’s abilities could play a role in detecting 

phishing, but this study suggests that other factors might be just as important. One example 

within this study is phishing cue knowledge, which showed a significant effect in this 

research. This suggests that the ability to recognize typical signs of phishing, such as unusual 

links or suspicious formatting can still play a protective role even when facing more advanced 

attacks like GenAI-generated e-mails. Future studies could look at aspects like trust in 

technology, cognitive effort or AI familiarity to further explore which traits or skills actually 

help users spot phishing attempts. 

In practice the findings show that training programs for consumers or employees should not 

only focus on building confidence (Parsons et al., 2016). People may feel confident but still 

make wrong decisions when facing phishing e-mails. That is why a mix of awareness 

campaigns, real life examples and tips for recognizing common spear phishing signs may 

work better. Also, organizations could use these insights to improve their phishing simulations 

or warning systems. Since phishing cue knowledge had a significant effect in this study, it 
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may be more effective to focus on making users aware of subtle message features rather than 

just highlighting where the message comes from. 

 

5.3 Limitations & recommendations for future research 

Like any other research study, this one also has some limitations. The first limitation concerns 

the sample size and its potential impact on statistical power. Although the total number of 

participants was deemed sufficient, the division into two experimental groups (human versus 

GenAI) may have limited the ability to detect significant effects, especially in the moderation 

analysis which typically requires larger sample sizes for adequate power (Field, 2017). 

The second limitation concerns the fact that only seven e-mails were used to represent each 

condition in the experiment. This limited variety may have influenced how participants engaged 

with the task or spotted patterns. In real-world settings, spear phishing e-mails differ widely in 

language, layout, tone, and level of deception (Vishwanath et al., 2011). By using only a small 

and fixed set of e-mails, this study may not have captured the full range of phishing strategies 

people typically encounter which could limit the generalizability of the findings. A broader and 

more diverse set of stimuli is generally recommended in experimental research to improve 

ecological validity (Field, 2017). 

While the modified self-efficacy scale used in this study proved to be valid and reliable based 

on confirmatory factor analysis, future studies could explore the development of a dedicated 

spear phishing self-efficacy scale. Such a scale might capture more specific dimensions of 

individuals’ confidence in recognizing spear phishing threats (Chen et al., 2020; Field, 2017). 

Future research could improve on this study by using a larger group of participants and more 

varied spear phishing e-mails. Also using interviews or letting people talk out loud while 

preforming the task could give more insight into how they think when judging suspicious 

messages.  

An interesting point for future research is whether phishing cue knowledge works equally well 

for detecting AI-generated phishing e-mails. Traditional phishing messages often contain 

obvious cues such as spelling mistakes or unusual formatting which users with high PCK can 

easily spot. However, GenAI-generated e-mails tend to be more polished and professional. This 

raises the question whether PCK is still as effective when these typical red flags are missing. 
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Future studies could explore whether PCK interacts with e-mail type in predicting phishing 

vulnerability. 

 

5.4 Conclusion 

This study set out to explore whether GenAI-generated spear phishing e-mails are more 

effective than human-crafted ones and whether self-efficacy plays a role in how vulnerable 

people are to these threats. While the results did not show statistically significant effects for 

either hypothesis, the directions of the effects were consistent with theoretical expectations 

and suggest subtle trends that are worth exploring further. The fact that the overall model was 

statistically significant appears to be mainly driven by the effect of phishing cue knowledge 

(PCK) which showed a significant negative relationship with phishing vulnerability. This 

indicates that participants with better cue recognition skills were less likely to fall for phishing 

e-mails, contributing to the model's explanatory power. 

Although the detection accuracy was relatively low for both types of messages (0.69 for 

GenAI and 0.73 for human-crafted e-mails), the difference was not statistically significant. 

This suggests that both types of spear phishing e-mails can still be risky in practice. While 

PCK showed a clear protective effect, the control variable fear of identity theft (FOIT) did not 

significantly predict phishing vulnerability although it may have made some respondents 

more cautious. 

Despite the lack of strong effects for the main variables, the study still offers new insights into 

how people judge suspicious messages. While the results did not directly test this, the patterns 

suggest that how users perceive the tone and realism of a message might influence their 

response. This interpretation highlights the need to further explore how people process AI-

generated messages beyond their linguistic quality. 

These findings point to the importance of considering multiple psychological traits when 

studying phishing vulnerability. They also suggest that awareness training should not only 

focus on building confidence but also help people recognize common signs of phishing. 

Based on the significant effect of PCK it may be more effective to emphasize cue recognition 

strategies rather than just boosting general confidence. 
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In sum, this research contributes to the growing field of AI and online security by showing 

that even advanced technologies like GenAI do not always lead to more dangerous phishing 

e-mails, but that detecting them remains a challenge that requires further study. 
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Appendix 1: Assumption testing output 
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Appendix 2: Regression output 
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Appendix 3: Operationalization table  

Variables Scale type Items  

Spear phishing vulnerability Interval Item = reply, download 

attachment, click on link = 

vulnerable 

Item = report, delete, ignore, 

investigate further = not 

vulnerable  

Type of message Categorical  Human generated spear 

phishing e-mails vs. GenAI 

spear phishing e-mails 

Self-efficacy Interval (7 point likert scale) • “It is easy for me to 

identify an email as 

spear phishing” 

• “I feel comfortable in 

my abilities to detect 

forged emails” 

• “I feel confident in 

my abilities in 

determining whether 

an email is a spear 

phishing attack” 

Phishing cue knowledge Interval (7 point likert scale) • “Whenever I find an 

email suspicious, I 

always pay extra 

attention to the 

sender's name” 

• “Whenever I find an 

email suspicious, I 

always pay extra 

attention to the 
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sender's email 

address” 

• “Whenever I find an 

email suspicious, I 

always pay extra 

attention to the email 

address that appears 

when I reply to the 

email” 

• “Whenever I find an 

email suspicious, I 

always pay extra 

attention to 

grammatical and 

spelling errors in the 

subject line and from 

the sender” 

• “Whenever I find an 

email suspicious, I 

always pay extra 

attention to 

grammatical and 

spelling errors in the 

content of the email” 

• “Whenever I find an 

email suspicious, I 

always pay extra 

attention to warnings 

in the body of the 

email” 

• “Whenever I find an 

email suspicious, I 

always pay extra 
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attention to 

statements that 

indicate urgency” 

• “Whenever I find an 

email suspicious, I 

always pay extra 

attention to 

statements about time 

pressure or time-

related matters” 

Fear of identity theft Interval (7point likert scale) • “I am afraid someone 

could steal my 

personal and financial 

information online” 

• “I am concerned that 

someone may use my 

personal and financial 

information online 

without my 

permission” 

• I am concerned that 

my reputation could 

be damaged by the 

misuse of my 

personal and financial 

information online” 
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Appendix 4: E-mail manipulations 

4.1 AI generated e-mails: 
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4.2 Human generated e-mails: 
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4.3 Legitimate e-mails: 
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Appendix 5: Confirmatory factor analysis 

Iteration 1: 

 

 

 

HTMT 

 

HTMT 2 

 

Fornell-Larcker criterion 

 

Loadings 
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Indicator reliability 

 

Cross loadings 
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Indicator multicollinearity 

 

Inter-construct correlations 

 

Empirical correlation matrix 
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Iteration 2: 

 

 

 

HTMT 

 

HTMT 2 

 

Fornell-Larcker criterion 
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Loadings 

 

Indicator reliability 

 

Cross Loadings 

 

Indicator Multicollinearity 
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Inter-construct correlations 

 

Empirical correlation matrix 

 

Iteration 3: 
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HTMT 

 

HTMT2 

 

Fornell-Larcker criterion 

 

Loadings 

 

Indicator Reliability 

 

Cross Loadings 
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Indicator Multicollinearity 

 

Inter-construct correlation 

 

Empirical correlation matrix 
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Appendix 6: Survey questions 

• Would you like to participate in this study? 

• What is your age? (please enter a number in years) 

• What is your highest level of education completed? 

• What is your gender? 

• To check if you’ve been paying attention: Which bank does Sam use? 

• After reading this e-mail, what action would you take if you were Sam? 

• To check if you’re still there: Choose the answer option you were just able to click for each 

question under the e-mails. 

• Please answer the following statements based on how you currently feel. – I am 

compassionate and have a soft heart 

• Please answer the following statements based on how you currently feel. – I can be cold and 

indifferent 

• Please answer the following statements based on how you currently feel. – I am respectful 

and treat others with respect 

• Please answer the following statements based on how you currently feel. – I am sometimes 

rude to others 

• Please answer the following statements based on how you currently feel. – I assume that 

others have good intentions toward me 

• Please answer the following statements based on how you currently feel. – I tend to find 

faults in others 

• Answer the following statements: – I complete chores right away 

• Answer the following statements: – I usually put things back in their place 

• Answer the following statements: – I like order 

• Answer the following statements: – I never make a mess of things 

• Answer the following statements: – I do things without thinking 

• Answer the following statements: – I act on impulse 

• Answer the following statements: – I act quickly and on the spur of the moment 

• Answer the following statements: – I buy things impulsively 

• Answer the following statements: – I spend more money than I earn 

• Answer the following statements: – Once I’ve made up my mind, I’m not likely to change it 

• Answer the following statements: – My viewpoints are generally very consistent 

• Answer the following statements: – I often change my mind 
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• Answer the following statements: – I don’t change my mind easily 

• To check if you’re still there: – For this question, select the answer ‘Agree’ 

• Answer the following statements: – I’m afraid someone could steal my personal and 

financial information online 

• Answer the following statements: – I worry that someone could use my personal and 

financial information online without my permission 

• Answer the following statements: – I worry that my reputation could be harmed through 

misuse of my personal and financial information online 

• The following questions are about Generative AI. Generative AI (GenAI) is a category 

within AI that can create original content. GenAI can mimic human creativity based on 

patterns in data. Examples of new content that GenAI can produce include text, images, audio 

or videos. – I can recognize the artificial intelligence technologies used in the applications and 

products I use. 

• The following questions are about Generative AI. Generative AI (GenAI) is a category 

within AI that can create original content. GenAI can mimic human creativity based on 

patterns in data. Examples of new content that GenAI can produce include text, images, audio 

or videos. – I understand how GenAI technologies help improve the quality of translations 

made by online translation tools. 

• The following questions are about Generative AI. Generative AI (GenAI) is a category 

within AI that can create original content. GenAI can mimic human creativity based on 

patterns in data. Examples of new content that GenAI can produce include text, images, audio 

or videos. – I understand how GenAI technologies help improve the quality of translations 

made by online translation tools. 

• The following questions are about Generative AI. Generative AI (GenAI) is a category 

within AI that can create original content. GenAI can mimic human creativity based on 

patterns in data. 

• The following questions are about Generative AI. Generative AI (GenAI) is a category 

within AI that can create original content. GenAI can mimic human creativity based on 

patterns in data. Examples of new content that GenAI can produce include text, images, audio 

or videos. – I know how GenAI products perform voice recognition tasks. 

• The following questions are about Generative AI. Generative AI (GenAI) is a category 

within AI that can create original content. GenAI can mimic human creativity based on 

patterns in data. Examples of new content that GenAI can produce include text, images, audio 

or videos. – I can skillfully use GenAI applications or products to assist me with my daily 
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tasks. 

• The following questions are about Generative AI. Generative AI (GenAI) is a category 

within AI that can create original content. GenAI can mimic human creativity based on 

patterns in data. Examples of new content that GenAI can produce include text, images, audio 

or videos. – I generally find it easy to learn how to use new GenAI. 

• The following questions are about Generative AI. Generative AI (GenAI) is a category 

within AI that can create original content. GenAI can mimic human creativity based on 

patterns in data. Examples of new content that GenAI can produce include text, images, audio 

or videos. – I can use GenAI applications or products to work more efficiently. 

• The following questions are about Generative AI. Generative AI (GenAI) is a category 

within AI that can create original content. GenAI can mimic human creativity based on 

patterns in data. Examples of new content that GenAI can produce include text, images, audio 

or videos. – I can evaluate the functionalities and limitations of GenAI products after using 

them for a while. 

• The following questions are about Generative AI. Generative AI (GenAI) is a category 

within AI that can create original content. GenAI can mimic human creativity based on 

patterns in data. Examples of new content that GenAI can produce include text, images, audio 

or videos. – I can choose the appropriate solution from the options provided by GenAI 

applications and products. 

• The following questions are about Generative AI. Generative AI (GenAI) is a category 

within AI that can create original content. GenAI can mimic human creativity based on 

patterns in data. Examples of new content that GenAI can produce include text, images, audio 

or videos. – I can select the most appropriate GenAI application or product for different 

specific tasks. 

• The following questions are about Generative AI. Generative AI (GenAI) is a category 

within AI that can create original content. GenAI can mimic human creativity based on 

patterns in data. Examples of new content that GenAI can produce include text, images, audio 

or videos. – When I use GenAI applications or products, I always follow ethical principles. 

• The following questions are about Generative AI. Generative AI (GenAI) is a category 

within AI that can create original content. GenAI can mimic human creativity based on 

patterns in data. Examples of new content that GenAI can produce include text, images, audio 

or videos. – When I use GenAI applications or products, I stay alert about privacy and 

information. 

• The following questions are about Generative AI. Generative AI (GenAI) is a category 
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within AI that can create original content. GenAI can mimic human creativity based on 

patterns in data. Examples of new content that GenAI can produce include text, images, audio 

or videos. – I am always alert to misuse of GenAI technology. 

• When I find an e-mail suspicious, I always pay close attention to: – the sender’s name 

• When I find an e-mail suspicious, I always pay close attention to: – the sender’s e-mail 

address 

• When I find an e-mail suspicious, I always pay close attention to: – the e-mail address that 

appears when I reply to the e-mail 

• When I find an e-mail suspicious, I always pay close attention to: – grammatical and 

spelling errors in the subject line and sender name 

• When I find an e-mail suspicious, I always pay close attention to: – grammatical and 

spelling errors in the body of the e-mail 

• When I find an e-mail suspicious, I always pay close attention to: – warnings in the e-mail 

message 

• When I find an e-mail suspicious, I always pay close attention to: – statements indicating 

urgency 

• When I find an e-mail suspicious, I always pay close attention to: – statements involving 

time pressure or time-sensitive matters 

• Answer the following statements: – My knowledge about phishing is good. 

• Answer the following statements: – My ability to recognize phishing e-mails is good. 

• Answer the following statements: – I am alert to phishing e-mails. 

• Answer the following statements: – I can easily identify an e-mail as spear phishing 

• Answer the following statements: – I am confident in my ability to detect fake spear 

phishing e-mails 

• Answer the following statements: – I am confident that I can determine whether an e-mail is 

a spear phishing attack 

• I hereby give consent for my responses to be used for the purposes mentioned above. 
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Appendix 7: Descriptive page + consent form/debriefing 

Descriptive page 

Welcome to this study and thank you for your participation! 

This study aims to investigate how individuals organize their mailbox and what actions they 

take after reading an email. 

 

What can you expect? 

-First, you will be asked a number of questions regarding your personal information, such as 

age and gender. 

-Then, you will be shown 14 screenshots of emails that you have to read, and then answer a 

multiple-choice question about this email. This multiple-choice question will be about the 

action you would take after reading the email. 

-Finally, you will be asked a number of multiple-choice questions. 

 

Important information about your participation: 

-You are free to stop this survey at any time without any consequences. 

-After completing this questionnaire, your permission to use the collected data for the 

research will be requested again and you will be able to refuse this. 

-If you do not give permission for the use of your data, your completed data will be 

completely deleted. 

-Participation in this research is completely voluntary and completely anonymous. 

-This research maintains a minimum age of 18 years and the data is only used for academic 

purposes. 

-The research takes approximately 15 to 20 minutes. 

-For questions about this research, please contact ... 

-Click the box below if you want to participate in this research (Qualtrics box). 
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Consent form 

Thank you very much for participating in this research! This not only helps us as researchers, 

but also science one step forward. 

The collected data is used to realize the real goal of this research, this is explained below. 

When you are done, do not forget to click on the arrow filled in the page again to send your 

answers. 

This research is about vulnerability on a personal level to spear phishing emails. This was not 

shared with you at the beginning of the research in order to achieve realistic results. In short, 

we explain what this research exactly entails: 

You have just managed a number of emails, among which are fraudulent emails. These spear 

phishing emails are personalized based on the personality that caused you to carefully read 

through the research. Half of the participants of this research have come into contact with 

spear phishing emails created by humans, while the other half of the participants have 

managed emails created by generative AI. The Generative AI emails were created by 

ChatGPT 4-0. This research design is used to test the difference between the creator of the 

email (generative AI humans) and the effect of this on the vulnerability of individuals to 

phishing. The questions you answered after the email management task should provide 

information about your personal characteristics in order to investigate whether this has an 

effect on individual vulnerability to spear phishing emails. 

Spear phishing is a form of online fraud in which a personalized fake message is used to 

obtain someone's unfortunate information or to provoke other harmful actions. In this case, it 

concerns emails. 

The data from this research will only be used for a graduation purpose. This data will 

therefore be included in the Radboud University thesis repository for a period of at least seven 

years in accordance with the legal requirements. The data is anonymous. 

 

If you would rather not participate in this research after knowing the true nature of this 

research, you can indicate this in the following question. 

I give permission for my completed answers to be used for the purposes mentioned above. 
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If you have any questions, please do not hesitate to send an email to the email address at the 

bottom of the page, we will be happy to help you. 

 

Thank you again for participating in this research! 

 

Please click the arrow at the bottom of the page again to submit your answers. 
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Appendix 7: Attention checks 

After persona: 

To check if you are still there: Which bank does Sam have? 

A) ABN AMRO 

B) Rabobank 

C) ING Bank 

D) SNS Bank 

After Emails: 

To check if you are still there: Choose the answer option that you were just able to click while 

viewing the emails 

A) Click on link/attachment 

B) Forward 

C) Assign priority 

D) Answer 

Between regular questions: 

To check if you are still there: Choose the answer 'Agree' for this question 

A) Completely disagree 

B) Disagree 

C) Somewhat disagree 

D) Neutral/no opinion 

E) Somewhat agree 

F) Agree 

G) Completely agree 
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Appendix 8: Persona 

To make this research as realistic as possible, it is important that you can put yourself in the 

position of the person who appears in the various e-mails. This introduces Sam de Jong, a 

fictional persona that will be used in this study. Try to remember the information below. 

About Sam 

 

General information 

Name: Sam de Jong 

Age: 25 years old (born on September 30, 1999) 

Place of residence: Zonnewijzerlaan 123. 1234AB, Nijmegen 

Education: HBO and WO in communication and digital marketing 

Living situation: Lives with two friends in an apartment in Nijmegen 

Banking: A bank account at Rabobank 

 

Professional 

Works at: Bol.com 

Function: Junior online marketer 

Colleagues: Daan, Thomas, Lars, Emma, Julia and Anna 

 

Interests and online behavior 

Hobbies: Sports, festivals, vintage shopping, podcasts 

Social media use: Active and interested in digital tools and social media 
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Why Sam? 

The research includes the task of being able to classify e-mails as well as possible. Because 

personality variables are important for this research, a number of e-mails will also be 

personalized based on e-mails that may have been sent to Sam de Jong. Sam represents a 25-

year-old professional from Nijmegen. For the e-mail classification task, it is important to 

empathize with Sam's life as much as possible and to answer the e-mails in the way Sam 

would do this. 

 

Click START to begin (this is only possible after 30 seconds). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



80 
 

Appendix 9: Descriptives/frequencies/means  

Descriptives 

 

Frequencies 
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Means of detection accuracy per e-mail type 

 

 

 


