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Abstract

GenAl is increasingly being used today for both positive and negative purposes. The use of
GenAl results in new risks to the online security of individuals, customers, stakeholders, and
organizations. Spear phishing attacks become more effective and efficient when created with
GenAl, causing more victims. This study examined the extent to which the type of spear
phishing email (GenAl versus human) affects the degree of consumer vulnerability. It also
examined the role of fear of online identity theft as a possible influencing factor on the
relationship between email type and consumer vulnerability. To test these relationships, an
online between-subject experiment was conducted. Participants were given the task of
indicating from a fictional person whether or not they would interact with the emails shown.
Based on that, it could be interpreted whether the respondent considered the email legitimate
or suspicious. The emails involved genuine, GenAl-generated and human-generated emails.
The regression analysis showed that people interacted significantly more often with GenAl-
generated spear phishing emails. This indicates increased vulnerability to GenAl-generated
spear phishing emails compared to human-generated emails. Fear of online identity theft was
found to have no significant impact on the relationship between email type and consumer
vulnerability. The results of this study highlight the need to offer training in recognizing
phishing cues and specifically for phishing generated with GenAl. In addition, it is important
to focus on increasing knowledge and signaling skills, rather than fear communications.
Future research should focus on the use of GenAl in different forms of phishing. It is
additionally important to investigate whether behavioral indicators such as reaction time,
avoidance behavior and processing time have a mediating role between fear of online identity

theft and consumer vulnerability.

Keywords: Generative Al, human vs GenAl emails, spear phishing, consumer vulnerability,

phishing detection, fear of online identity theft, experimental study.
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1. Introduction

Phishing is a highly effective form of cyber fraud that enables criminals to deceive users and
steal sensitive data (Alkhalil et al., 2021). This type of cyber fraud involves sending
misleading electronic messages to obtain personal, sensitive, and valuable information, and
has evolved into a significant security threat to individuals, customers, stakeholders, and
organizations (Kamruzzaman et al., 2016; Lei et al., 2023; Moody et al., 2017). Phishers have
shifted from sending mass-emails targeting random victims to using a more targeted
approach, where emails are directed to specific victims, a technique that is called “spear-
phishing” (Alkhalil et al., 2021). In this type of phishing the attacker may gather personal
information about the victim, so that it appears to be a credible email from a trusted source
(Alkhalil et al., 2021). Because the emails seem so real, the success rate of spear phishing
attacks is even higher compared to standard phishing (Parmar, 2012). Phishing leads to
significant losses for individuals and organizations (Moody et al., 2017). The direct damage of
phishing is the cost of stolen goods or money (Halevi et al., 2013). Furthermore, individuals
can avoid online shopping and banking due to fear of phishing, resulting in a decrease in
business for organizations that offer their services online (Halevi et al., 2013). The trust of
individuals in online activities and in the attacked organization also decreases, and therefore
the organization must work hard to regain trust (Ali & Zaharon, 2022). An organization is
negatively affected by phishing, because it damages its reputation (Ali & Zaharon, 2022),
leads to overhead costs, and causes financial losses through the theft of assets or funds
(Halevi et al., 2013). In addition, phishing leads to monetary losses, because the fraudster

steals money and negatively impacts society and economic growth (Ali & Zaharon, 2022).

Target spear phishing messages were less common, because it required significant time and
effort to research and develop messages specifically tailored to their victims (Rajivan &
Gonzalez, 2018). However, with the advancement of Artificial Intelligence (Al), these
messages can now be executed with greater efficiency and human-like accuracy (Francia et
al., 2024). Abbass (2021, p. 95) defines Artificial Intelligence (Al) as: “a social and cognitive
phenomena that enables a machine to socially integrate with a society to perform competitive
tasks requiring cognitive processes and communicate with other entities in society by
exchanging messages with high information content and shorter representations”. Al
technologies can help detect phishing attacks, but they can also be used maliciously (Schmitt
& Flechais, 2024) and exploited to inflict harm (Anderljung et al., 2024). Al systems are, for
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example, already being used to automate fraudulent activities, violate human rights, and
generate harmful fake images (Anderljung et al., 2024). The systems are getting better at
mimicking human communication and trust signals, creating a new frontier for phishing
attacks (Schmitt & Flechais, 2024). Al systems such as GPT-4 produce text that closely
resembles human language, making them potentially powerful in crafting deceptive messages
more quickly and with fewer resources (Hazell, 2023). Unlike human-generated phishing,
which depends on personal creativity and context, Al-generated messages benefit from
scalability and efficiency (Francia et al., 2024), and this increases the possibilities and

effectiveness of these attacks (Schmitt & Flechais, 2024).

Phishing is one of the most common methods for identity theft (Brody et al., 2007). Identity
theft is an increasingly prevalent crime and happens when a criminal steals sensitive
information from an individual or a business and uses it to gain access to private financial
accounts (Brody et al., 2007). Identity theft is considered one of the most feared, fastest-
growing crimes and a public health problem (Burnes et al., 2020). In today’s world of
information technology, many criminals target their victims online (Brody et al., 2007). As a
result, online identity theft (OIT) can be viewed as an extension of traditional crimes, such as
fraud and identity theft (Guedes et al., 2022). Online identity theft can be defined as: “the
illicit and improperly use, via internet, of the personal and financial data which was obtained
without prior consent and knowledge by the cybercriminal” (Guedes et al., 2022, p. 474). The
growing threat of online identity theft has led to increased anxiety among individuals, known
as the fear of online identity theft (Guedes et al., 2022). Fear of online identity theft is
considered one of the most important psychological barriers to consumers (Martin et al.,
2017), and is a severe threat to the security of online transactions associated with e-commerce

services (Guedes et al., 2022).

Fear is one of the few reasons people fall for phishing. If a person is experiencing fear, that
person has a lower ability to control their attention on a single stimulus or destination
(Anderson et al., 2016). They could lose important data or make mistakes (Thatcher &
Perrewe, 2002). They may reject a valid message out of fear of engaging with a risky one, or
accept a risky message out of fear of overlooking a legitimate one (Ormond & Warkentin,
2015). But experiencing more fear results in less intention to respond to a phishing attack and

less actual clicking behavior (House & Raja, 2019).
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The aim of this research is to expand the current scientific knowledge about the differences in
consumer vulnerability to human versus GenAl-generated spear phishing emails and the
influence of fear of online identity theft on these differences. The associated research question
is as follows: “what are the differences of impact on consumer vulnerability between human-
generated and GenAl-generated spear phishing emails, and how does fear of online identity
theft moderate this relationship?”.
The following sub-questions have been formulated:
1. What is the impact of the type of spear phishing email (human-generated versus
GenAl-generated) on consumer vulnerability?
2. In what ways does fear of online identity theft moderate the relationship between the
type of spear phishing email and consumer vulnerability?
The research question will be answered with quantitative research focused on the data
obtained from an experiment that focuses on human and GenAl-generated spear phishing

emails.

Previous research has identified key factors related to consumer vulnerability and spear
phishing attacks. Studies have shown significant differences between individuals who fall for
phishing attacks and those who do not, which highlights the role of individual characteristics
in vulnerability (Ribeiro et al., 2023). Examples of these characteristics are technology
competencies, online routine activities related to leisure, fear of identity theft, perceived
cyber-victimization risk, and phishing detection self-efficacy (Ribeiro et al., 2023).
Furthermore, research of Jansen and Schaik (2018) shows that fear can have a protective
effect and can be an indicator of security behavior against phishing. It works for heightening
cognitions, attitudes, and behavior intentions (Jansen & Schaik, 2018) which can influence the
interaction of a person with a spear phishing email. Alongside, there is a growing scholarly
attention on the use of Al in the development and spread of spear phishing attacks (Hazell,
2023). The use of Al for the creation of spear phishing emails is not only realistic, but also
highly cost-effective, as each email can be generated with minimal time and effort (Hazell,
2023). However, despite these insights, no study to date has systematically examined how
consumer vulnerability differs between human-generated and GenAl-generated spear
phishing emails, nor how psychological factors, such as fear of online identity theft, may
moderate this relationship. This study not only provides new insights into the effectiveness of
Al in phishing attacks and the moderating role of fear of online identity theft, but also

contributes to updating existing models of phishing vulnerability. In doing so, it addresses a
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gap in the literature, especially in the light of rapid development and psychological impact of

generative Al in spear phishing contexts.

In addition to scientific relevance, this research also has relevant social value. Organizations
can apply the insights from this research to enhance their cybersecurity training programs.
This is important, as cybersecurity plays a crucial role in safeguarding critical assets and
information in today’s computer and information systems (Hijji & Alam, 2022). Additionally,
this research can support policymakers in developing regulations to address the growing
threat of Al-driven cyberattacks. The rapid escalation of such threats, specifically those
involving Al, require innovative strategies to improve cybersecurity and privacy measures
(Achuthan et al., 2024). For individuals, this research can provide insights into their own
vulnerability to modern spear phishing attacks. Raising awareness of personal characteristics
and individual differences in spear phishing vulnerability is essential for understanding
phishing attacks and developing effective prevention strategies (Ge et al., 2021). If individuals
understand how spear phishing works and how GenAl contributes to it, they can protect

themselves better from potential digital scams in their daily lives.

The theoretical framework is described in the next chapter. Chapter 3 outlines the research
method. In Chapter 4, the results of the data analysis are presented. The last chapter describes
the discussion, which covers the implications, limitations, recommendations, and conclusion

of this research.
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2. Theoretical background

Chapter 2 delves deeper into the theoretical concepts of this research. First, it describes how
the systematic literature review for this research was conducted (2.1.). Next, spear phishing is
explained (2.2.) and how this is applied in human-generated spear phishing and Al-generated
spear phishing (2.3.). After this, fear of online identity theft is elaborated, which serves as a
moderator in this research (2.4.). Then the control variables of this research are described

(2.5.) Finally, the conceptual model of the research is explained (2.6.).

2.1. Systematic literature review

Figure 1 shows the steps followed in the systematic literature review that has been done for
this research. According to Torraco (2016), a systematic literature review provides an
overview and critique to resolve inconsistencies in the literature and offers fresh new
perspectives on the topic. This systematic literature review was conducted by six researchers,
following the procedure recommended by Moher et al. (2009). In February 2024, the search
term: “TS=(phish* OR ((digital OR online OR cyber OR email) NEAR/O (scam* OR fraud*
OR hoax*)) OR cyberscam™® OR cyberfraud*)” was used in Web of Science and gave 4883
references. Filtering for articles written in English resulted in 2280 references. Subsequently,
filtering based on journal quality reduced this to 1296 articles. Then the title, abstract, and
content of the articles were screened. The articles were included if they were focused on
phishing, digital fraud, explained how Al is used in online fraud, gave a definition of key
terms for the research, and explained how GenAl phishing is made. For the screening, the
researchers were divided into pairs and were assigned a portion of the dataset. Each researcher
assessed the article to keep it or remove it from the dataset. This assessment was compared
with the coding of the other researcher and based on that the choice for inclusion or exclusion
was made. This resulted in intercoder reliability. Intercoder reliability is: “a statistic
commonly reported by researchers to demonstrate the rigor of coding procedures during data
analysis” (Cheung & Tai, 2021, p. 1155). The intercoder reliability is calculated by the
instances where the researchers came to an agreement and that is divided by the total amount
of articles. The minimum acceptable value when reporting the agreement is 0.80 (Wilson-
Lopez et al., 2019). The intercoder reliability of this research is 0.93 which is above the
minimum acceptable value. After that the articles that were not accessible were excluded
which led to 263 articles in the final sample. These articles were coded based on the content,
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thus the main effect, the six mediators of the researchers, the type of research, the method,
and important variables. The final sample contains articles that can be relevant for the

research of the six researchers that have done the systematic literature review.

Figure 1

Systematic research strategy and inclusion process

Search term in WoS on January 31, 2025: TS=(phish* OR ((digital Tidlasi &
OR online OR cyber OR email) NEAR/O (scam* OR fraud* OR nelusion.eriteria
hoax*)) OR cyberscam* OR cyberfraud*).

\J
Phase 1: 4889 articles » Only published articles as document type /603 excioded
Only English articles S + Only articles written in English 2

Y

Phase 2: ———— — . R
Quality of the journal 2.280 articles ?::)h?;:i:cs that are published in a journal which has an impact factor of 884 excluded

Included if:

* The article has phishing or digital fraud in the main focus
+ The article explaines how ai is used in online fraud

y * The article helps with the definition of key terms

Phase 3:
itle. abstra aisdl 3 * The article is relevant for the designing of Gen Al generated
Title, abstract, .dn content 1.396 articles phishing for the data gathering 1.131 excluded
screening

Excluded if:

* The article is too context specific

« The article is intended to improve law enforcement or policy makers
* The article focusses too much on a technical solution

\J
Phase 4: . _
. TR T 265 articles * Only articles which are accessible 2 excluded
Filter on accessibility

Y
Phise5: 263 articles
Final sample
Note. Adapted from “Preferred Reporting Items for Systematic Reviews and Meta-Analyses:
The PRISMA Statement,” by D. Moher, A. Liberati, J. Tetzlaff, & D. G. Altman, 2009, PLoS
Medicine, 6(7), 1000097 (https://doi.org/10.1371/journal.pmed.1000097). Licensed under
CCBY 3.0.

2.2. What is spear phishing?

The difference between phishing and spear phishing is the level of targeting and
personalization of the attack. Phishing is: “a form of social engineering that uses direct
messaging apps such as email to send requests” (Burns et al., 2019, p. 24). It is a non-targeted
approach and has a low level of targeting (Burns et al., 2019). Spear phishing, on the other
hand, is a targeted form of phishing against an individual, group, or organization (Burns et al.,

2019; Chiew et al., 2018). Spear phishing attacks differ from general phishing in that they
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involve prior knowledge of the victim, a higher level of targeting, and more resources to
execute (Burns et al., 2019). These attacks typically involve a specially crafted email that
impersonates a sender known to the victim, reducing suspicion by presenting content that is
relevant and familiar to the victim (Chiew et al., 2018). The typical target of a spear phishing
attack is a psychologically vulnerable individual who exhibits emotional triggers such as
greed, empathy, fear, or curiosity, and who tends to share significant amounts of personal
information online (Rathod et al., 2024). Exploiting these vulnerabilities, the attacker delivers
an email containing malicious links or attachments (Rathod et al., 2024). If the target clicks
on the link or opens the attachments they are led to a spoofed website where they are asked to
fill in personal information, for example personal identification numbers, passwords, account
numbers and access codes (Rathod et al., 2024). The collected information can be used for
malicious purposes, such as data leaks, follow-up attacks with the new information, identity
theft, financial fraud, spreading misinformation, cyberattacks, and infecting the victim’s

device with malware (Rathod et al., 2024).

2.3. Human-generated spear phishing versus GenAl-generated spear phishing

Information and communication technologies play a key role in enabling spear phishing
attacks, and the use of Al further increases their efficiency (Heiding et al., 2023). Al programs
can automatically generate personalized spear phishing emails based on just a few data points
about the chosen victim (Heiding et al., 2024). The success rate and the effort required to
create spear phishing emails differ between GenAl-generated and human-generated spear
phishing emails (Heiding et al., 2023). The use of Al makes it faster, easier, and more cost-
effective to launch spear phishing campaigns (Heiding et al., 2023). This makes attackers
increasingly opt for Al systems to develop spear phishing emails, as it is easier, faster, and
cheaper (Heiding et al., 2023). The use of Al enables the large-scale creation of personalized
emails more efficiently than human-generated ones, which increases the overall success rate
of such attacks (Heiding et al., 2023; Hazell, 2023). Research by Francia et al. (2024) shows
that Al-generated emails are perceived as more persuasive than those written by humans.
Similarly, Schmitt and Flechais (2024) demonstrate that the use of Al in spear phishing
enhances the realism of content, improves targeting and personalization, and enables
automated attack infrastructure. Furthermore, Al-generated messages are more efficient and
exhibit greater human-like accuracy, making malicious emails harder to distinguish from

legitimate ones (Schmitt & Flechais, 2024). When GenAl is combined with specific content,

12
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personal information, and persuasive techniques, spear phishing emails become even more
effective (Schmitt & Flechais, 2024; Lin et al., 2019). This combination increases the
likelihood that the victim will interact with a malicious link, thereby making them more
vulnerable to the attack (Schmitt & Flechais, 2024; Lin et al., 2019). From this, the following
hypothesis is proposed: H1: “spear phishing emails generated by GenAl lead to higher

vulnerability in comparison to human-generated spear phishing emails”.

2.4. Fear of online identity theft

Fear of online identity theft can be defined as: “an emerging negative consumer emotion
activated through consumers’ cognitive appraisal and/or own thoughts regarding the
possibility of the theft of personal and financial data when conducting transactions online”
(Hille et al., 2015, p. 2) and has two main dimensions: fear of financial losses and fear of
reputational damage (Guedes et al., 2022). Fear of financial losses is: “the fear of illegal or
unethical appropriation and usage of personal and financial data by an unauthorized entity
with the goal of getting financial benefits” (Guedes et al., 2022, p. 479). Fear of reputational
damage can be defined as: “the fear of misuse of illegally acquired personal data with the
objective of impersonation which can cause reputational damage to the victim for instance,
use the victim’s credit card to buy embarrassing products” (Guedes et al., 2022, p. 479).
Research by Jansen and Van Schaik (2018) shows that fear can lead to inappropriate thinking
and unpredictable emotions. If a spear phishing email contains a message describing an
unavoidable threat with high impact, the victim cannot see a perspective for action due to the
fear experienced (Jansen & Van Schaik, 2018). The victim will therefore not take protective
measures, making them more vulnerable to interacting with a spear phishing attack (Jansen &
Van Schaik, 2018). Research by Brands and Van Wilsem (2019) shows that individuals who
fear financial losses are more likely to avoid online activities rather than actively protect
themselves in the digital environment. If they do engage online and are confronted with spear
phishing, they may be more vulnerable, as their fear does not lead to proactive security
measures and may even coincide with reduced use of essential tools such as spam filters
(Brands & Van Wilsem, 2019). This suggests that fear can lead to a lack of protective
behavior, increasing the risk of falling victim to spear phishing attacks (Brands & Van
Wilsem, 2019). Additionally, spear phishers take advantage of the perception that the internet
is often unsafe by sending false warnings, threats of reputational damage, or urgent and
attractive offers (Wassermann et al., 2023). The fear experienced in combination with a sense
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of urgency increases the likelihood that a victim will interact quickly with a phishing attempt,
thereby making them more vulnerable to the attack (Wassermann et al., 2023). In addition, the
sophistication and speed of Al-generated attacks can increase feelings of fear, helplessness,
and stress in victims (Singh, 2025). Victims may feel overwhelmed by the complexity and
unpredictability of Al-generated spear phishing emails, which can contribute to chronic stress
and anxiety (Singh, 2025). Experiencing such feelings affects the decision-making process,
leading to more impulsive and less rational choices, which makes individuals more likely to
interact with a spear phishing email and thereby increases their vulnerability (Starcke &
Brand, 2012). This finding is supported by Abu Bakar and Zakaria (2021), who also report
that fear and anxiety increase vulnerability to phishing due to impaired judgement. Based on
this the following hypothesis is proposed: H2: “individuals experiencing higher levels of fear
of online identity theft are more vulnerable to GenAl-generated spear phishing emails than

human-generated spear phishing emails”.

2.5. Control variables

Self-efficacy and phishing cue knowledge were included as control variables in this research
to account for potential alternative explanations and to isolate the unique effect of type of
spear phishing email on consumer vulnerability (Field, 2017). Self-efficacy can be defined as
“the perception of a person’s ability in protecting themselves online” (Chen et al., 2020, p. 5).
Individuals with higher levels of self-efficacy are more likely to adopt security behaviors and
use problem-focus coping strategies to prevent potential spear phishing attacks (Chen et al.,
2020). Selt-efficacy is also related to phishing cue knowledge. Higher levels of self-efficacy
can lead to better detection performance (Chen et al., 2020). Accurately identifying a spear
phishing email depends on the recognition of phishing cues, such as suspicious URLSs, generic
greetings, spelling errors and urgent requests (Vishwanath et al., 2011). Phishing cue
knowledge refers to how well an individual can recognize phishing cues (Vishwanath et al.,
2011). Someone with high self-efficacy and strong phishing detection skills is generally less
vulnerable to such attacks (Chen et al., 2020; Vishwanath et al., 2011). These variables also
relate to fear of online identity theft. Individuals with lower levels of self-efficacy tend to
experience higher levels of fear, which may reduce their attention to phishing cues and
increase their risk of falling victim to a spear phishing attack (Chen et al., 2020; Ribeiro et al.,
2024; Vishwanath et al., 2011).
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2.6. Conceptual model
Figure 2

Conceptual model

Fear of online
identity theft

Control variables:
Self-efficacy
Phishing cue knowledge

H2 | +
Type of spear phishing Spear phishing
email (human versus > pear p ——
Genal generated) H1 4 vulnerability
2 %
e
Tonntes®




Radboud University g%

3. Methodology

First, the research design (3.1.) and the sampling (3.2.) of this study are elaborated, after
which the operationalization is described (3.3.). Next, the data collection procedure is
described (3.4.). Thereafter, the data analysis of this study is explained (3.5.). This chapter

ends with the ethical considerations (3.6.).

3.1. Research design

This research is a quantitative study. This type of research is based on a positivist paradigm,
which holds that behavior can be explained by objective facts and that social phenomena exist
as an objective reality, independent of individual beliefs (Firestone, 1987). The main goal is to
explain the causes of changes in social phenomena through objective measurement and
quantitative analysis (Firestone, 1987). Quantitative research aims to minimize errors and
biases in order to ensure clear and accurate observation (Firestone, 1987). For this research an
online between-subject experiment was used. A between-subject experiment is: “a type of
experimental design in which the subjects of an experiment are assigned to different
conditions, with each subject experiencing only one of the experimental conditions” (Oeldort-
Hirsch, 2017, p. 91). For this research, the experiment was conducted online and is therefore
an online between-subject experiment. Online experiments offer the opportunity to reach
diverse participants at low cost, while allowing for experimental control through random

assignment, which is important for a between-subject experiment (Paolacci et al., 2010).

3.2. Sampling

The participants for the experiment were gathered via convenience sampling through social
media. This method was used because the participants were easily accessible and it is more
convenient (Sedgwick, 2013). Other online experiments did have a similar approach (Heiding
et al., 2024; Xu et al., 2023) and therefore it was used for this experiment as well. After
gathering the respondents, a confirmatory analysis was performed. Confirmatory factor
analysis is: “a version of factor analysis in which specific hypotheses about structure and
relations between the latent variables that underlie the data are tested” (Field, 2017, p. 787)
and was performed to test if the construct was correctly measured and suitable for the analysis
(Hair et al., 2019). The variables tested in the confirmatory analysis consisted of a maximum

of eight items. According to Hair et al. (2019), the minimum required sample size for such an
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analysis is ten times the number of indicators per construct, which results in a required sample
size of 80 respondents. Following this, the main analysis of the study, a multiple regression
analysis, was conducted to examine the relationships within the model. A multiple regression
analysis is “a statistical technique that can be used to analyze the relationship between a single
dependent (criterion) variable and several independent (predictor) variables” (Hair et al.,
2019, p. 265). According to Field (2017), a minimum of ten participants per predictor variable
is necessary for regression analysis. Since this study included one dependent variable and four
predictor variables, the minimum required sample size was 40 respondents. In conclusion, the
required minimum sample size for this study was 80 respondents. The final sample size
exceeded this requirement, which increases the reliability and statistical power of the findings

and supports the generalizability of the results (Field, 2017; Hair et al., 2019).

3.3. Operationalization

3.3.1. Dependent variable

To measure the main relationship between the type of spear phishing email and consumer
vulnerability, the participants’ behavioral responses to the email scenarios were assessed.
These responses simulated decision-making on behalf of the fictive persona. Based on the
approach of Sarno et al. (2023) and Xu et al. (2022), participants could choose between
several reaction options. The options: “answer the email”, “download attachment”, and “click
on the link” show that the respondent finds the email trustworthy and is willing to interact
with the email. These responses indicate high vulnerability. The options: “investigate further”,
“report”, “delete”, and “ignore” show that the participant is suspicious and indicate a low
vulnerability. In this study, detection accuracy serves as a proxy for measuring consumer
vulnerability. It represents the percentage of correctly identified spear phishing emails and is
calculated by dividing the number of correctly identified spear phishing emails by the total
number of phishing emails presented (Sarno et al., 2023; Xu et al., 2022).

3.3.2. Independent variable

The independent variable, type of email, was categorical with two categories: GenAl-
generated and human-generated. The variables were dummy coded for the analysis (0 =

human and 1 = GenAl) (Field, 2017).
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The GenAl-generated spear phishing emails were created using the most recent version of
ChatGPT (GPT-40) (OpenAl, 2024). The content of the emails was tailored to fit the fictive
persona developed for this study. The prompts used to generate the emails were based on the
study of Heiding et al. (2024) and included elements related to the fictional persona, specific
phishing cues, and a realistic sender layout. The fake logos included in the emails were also
created using ChatGPT, despite the tool’s copyright restrictions. Notably, ChatGPT only
produced spear phishing emails when it was clear that the purpose was educational. Figure 3

presents an example of a GenAl-generated email.

Figure 3

GenAl-generated spear phishing email

The human-generated emails were created based on the V-Triad model, which emphasizes
that the emails should be credible, compatible and customizable (Heiding et al., 2024). These
emails were generated by the researchers using the information of the fictive persona. Each
email was designed to resemble a legitimate message from a real sender, but similar to the
GenAl-generated emails, it contained phishing cues that could be identified by participants.

An example of a human-generated email is presented in Figure 4.

Figure 4

Human-generated spear phishing email
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The third type email is the genuine email. These emails were written based on the cues
identified by Parsons et al. (2015). According to their criteria, genuine emails should be
consistent, personalized, include links, and originate from a credible source. The genuine
emails used in this study were based on actual emails received by the authors and were
created in line with guidelines from Parsons et al. (2015). Figure 5 presents an example of a

genuine email. All remaining emails used in the experiment are presented in Appendix 1.

Figure 5

Genuine email

FreeMail

3.3.3. Moderator

To measure the moderating variable, an adapted scale from Guedes et al. (2022) was used.
This scale conceptualizes fear of online identity theft through three statements based on two
main dimensions: fear of financial loss and fear of reputational damage. To measure fear of
online identity theft, participants responded to these statements, which were rated on a seven-
point Likert Scale ranging from 1 (strongly disagree) to 7 (strongly agree). The original scale
by Guedes et al. (2022) measured fear of online identity theft using three questions. These
questions were reformulated into statements to align with a Likert-scale format. However, the
content remained unchanged, preserving the validity of the construct (Field, 2017). The final

three statements used in this study are presented in Table 1.

3.3.4. Control variables

The first control variable self-efficacy was measured using a seven-point Likert scale ranging
from 1 (strongly disagree) to 7 (strongly agree). Three statements were adapted from an
existing scale (Chen et al., 2020; Wang et al., 2009), allowing respondents to indicate their

perceived ability to protect themselves against online threats. The second control variable is
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phishing cue knowledge and was also measured using a seven-point Likert scale ranging from

1 (strongly disagree) to 7 (strongly agree), based on the study by Vishwanath et al. (2011).
Respondents had to answer eight statements in which they assessed their own ability to

recognize phishing cues. These statements of the control variables are included in Table 1.

The complete operationalization is given in Table 1. These two variables were included to rule

out alternative explanations and to isolate the unique effect of the email type on detection

accuracy, thereby increasing the internal validity of the model (Field, 2017).

Table 1
Operationalization
Variables Scale type Items
Detection Ratio Low versus high vulnerability
accuracy
Type of email ~ Nominal Human-generated spear phishing email versus

GenAl-generated spear phishing email
Fear of online  Interval (seven-point Please answer the following statements:
identity theft Likert scale) 1. I am afraid that someone can steal my
personal and financial information online.

2. Tam concerned that someone may use my
personal and financial information online
without my permission.

3. Tam concerned that my reputation could
be damaged by the misuse of my personal
and financial information online.

Self-efficacy Interval (seven-point Please answer the following statements:
Likert scale) 1. I can easily identify an email as spear
phishing.

2. Tam confident in my ability to detect
spoofed spear phishing emails.

3. Tam confident that I can determine
whether an email is a spear phishing

attack.
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Table 1 (continued)

Variables Scale type Items
Phishing cue Interval (seven-point Whenever I find an email suspicious, I always pay
knowledge Likert scale) extra attention:

1. The name of the sender

2. The email address of the sender

3. The email address that will appear when |
reply to the email

4. Grammatical and spelling errors in the
subject line and the sender

5. Grammatical and spelling errors in the
content of the email

6. Warnings in the body of the email

7. Statements that indicate urgency

8. Statements about time pressure or time-

related matters

3.4. Data collection procedure

The online experiment begun with an introduction and a consent form regarding participation.
Next, participants answered demographic questions. If they chose to proceed, they were
introduced to a fictional persona. After this an attention check about the persona was given to
check if the respondent read the fictional persona carefully. An attention check is a check
question that has an obvious correct answer embedded in a survey to identify inattentive
respondents (Pei et al., 2020). The attention checks can be found in Appendix 2. Then the
email task started in which they must decide whether or not to interact with each email based
on the given persona (Xu et al., 2023). The use of fictional personas and narratives helps
replicate the target context, which is essential for research on spear phishing attacks (Xu et al.,
2023). To construct the fictional persona, four types of personally identifiable information are
included: primary, personal, professional, and interest-based information (Xu et al., 2023).
These categories are based on the four privacy circles of individuals, namely individual
privacy, relational privacy, group privacy, and socio-political privacy (Strauf3, 2017). In order

to create emails that are as realistic as possible, the types of personally identifiable
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information is combined with information that can be found online for fraudsters. Research by
Gotsch & Schogel (2021) shows that individuals indicate that they value privacy again, but at
the same time agree to release personal data on social network sites. Evans et al. (2011)
showed that individuals also base their trust on the default settings, as they believe companies
are experts and use the default settings to optimize individuals use. Therefore, the information
used in the emails which the fraudsters can see was based on the default privacy settings of
Facebook and LinkedIn, two social network sites which expose different personal information
of an individual online. The relevant information is name, gender, headline information,
education, work, current and past experience, activities, and certifications. The complete
fictional persona is presented in Appendix 3. Participants were randomly assigned to one of
two groups to perform the email task. Based on the research of Parsons et al. (2015), each
group was shown a total of 14 emails. One group received 7 spear phishing emails generated
by humans and 7 legitimate emails. The other group received the same number of emails, but
with the phishing emails generated by GenAl instead of by humans. Participants were asked
to review each email and indicate their intended response. These response options, based on
the work of Sarno et al. (2023) and Xu et al. (2023), reflect either high or low levels of
vulnerability. The experiment was designed to resemble a real-world setting as closely as
possible to elicit natural behavior (King et al., 2012). After the last email the second attention
check about the previous response options was asked. Following the email task, participants
completed a survey containing questions designed to measure the moderators and control
variables identified by the six researchers involved in this study. Between these survey
questions, a third attention check was asked, requiring the respondent to answer the question
with the given answer option. Appendix 5 contains the full survey, with the items relevant to
this research highlighted for reference. Finally, the true objective of the research was revealed,
and participants were given a second opportunity to provide or withdraw their consent for
data usage. The actual research objective was disclosed at the end because previous studies
have shown that participants who are aware they are part of a phishing study may behave
differently, reducing the real-world validity of the results (Parsons et al., 2014). If participants
are aware of the phishing focus, they may become more suspicious, which can introduce bias
in their decision-making (Anandpara et al., 2007). By revealing the true objective at the end,

such biases are minimized (Parsons et al., 2014).
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3.5. Data analysis

The dependent variable in this research, detection accuracy, was measured at the scale level.
The moderating variable was fear of online identity theft, and the independent variable was
email creator. Both served as predictor variables. Phishing cue knowledge and self-efficacy
were included as control variables. Fear of online identity theft, phishing cue knowledge, and
self-efficacy were continuous variables, while email creator was categorical. The data
analyses conducted in this research included a confirmatory factor analysis and a multiple
regression analysis. The confirmatory factor analysis was conducted to examine whether the
relationship between the items and their underlying constructs align with the theoretical
assumptions (Field, 2017). This analysis was performed using the ADANCO software
(SmartPLS GmbH, 2025). To test the relationships among the variables, a multiple regression
analysis was used, as it is the most appropriate design for this type of research (Field, 2017).
To analyze the moderating effect, model 1 of the PROCESS macro for SPSS was applied
(Field, 2017; Hayes, 2022).

3.6. Ethical considerations

For this research there were ethical aspects that are important to consider. There were two
forms of assessing research given by the ethical committee of the Radboud University. For a
light track a few conditions must be met to start the research, while for a full track the ethical
committee itself is required (Ethical Review Committee for Law and Management Sciences
(ETRM) | Radboud University, n.d.). For the light track there are a few conditions important
that must be kept in mind:

1. Participants are healthy, capable, older than 16, do not belong to a vulnerable group and
participate voluntarily in the research.

2. The participants are informed by means of an informed consent

3. The privacy of the participants is guaranteed

4. The research is not invasive, intensive and has minimal risks

5. The research takes place within Europe or in an online environment (Radboud University,
n.d.-a).

The participation in this research was voluntary and the participant could withdraw at any
time, so condition one was met (Consent form requirements | Radboud University, n.d.-b). For

the second condition the participant must sign an informed consent (Consent form
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requirements | Radboud University, n.d.-b). This is done by means of a yes/no question
presented before and after completing the survey. If a respondent did not give consent, their
data was not stored or was deleted prior to analysis. The descriptive page and consent form
can be found in Appendix 4. The data collected was anonymous and only used for this
research. The experiment was based on scenarios and therefore did not harm the participants.
The data collected from the experiment is stored in RIS for Students, an online environment
with academic data protection provided by Radboud University (Privacy &
Informatieveiligheid | Radboud Universiteit, n.d.; Regeling Bescherming Persoonsgegevens |
Radboud University, 2024). The data and relevant analyses, including the output, will be
securely archived there for seven years and then deleted. With this condition three and four
were met. The last requirement was met because of the fact that the experiment was
conducted online within the inner circle of the researchers and could only be completed if the

respondent was 18 years or older.

The informed consent must be written in first person and it must be possible to indicate that
the participant has read and understood the data. This is done with a question before and after
the experiment. The participant must know that they can withdraw at any moment and they
must be informed about the data gathering process and the storage of it (Consent form
requirements | Radboud University, n.d.-b). The elements about the research that should be
given are: the purpose of the study, what participants will be asked to do, the expected
duration of the experiment, potential risks or discomforts, how personal data will be handled
and protected, the voluntary aspect of the participation, the right to withdraw at any time
without consequences and contact information for further questions or concerns from both the
researchers and the data protection officer appointed by Radboud University (Consent Form
Requirements | Radboud University, n.d.-b). Lastly, the researchers stated that they were
conducting the study as students of Radboud University, which was indicated in the consent
form (Consent Form Requirements | Radboud University, n.d.-b). Because deception was
used in the experiment to obtain sincere responses, a debriefing was necessary. Participants
had to be informed of the true purpose of the study and were given the opportunity to
withdraw their data. This was done through the consent form presented at the end of the
survey. In this form, the actual research objective was explained, and participants were asked
whether they still consented to the use of their data. (Consent Form Requirements | Radboud

University, n.d.; Ethical Review Committee for the Humanities, 2019).
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4. Results

This chapter presents the results of the data analysis. First, the data cleaning and preparation
and sample descriptives are described (4.1.). Next, a confirmatory factor analysis is conducted
(4.2.). After that, the assumptions for the regression analysis are tested (4.3.). This chapter
ends with a regression analysis, performed using the PROCESS extension in SPSS, followed

by an interpretation of the results (4.4.).

4.1. Data cleaning and preparation & sample descriptives

To ensure the dataset was suitable for analysis, several procedures were carried out to clean
and prepare the data. The original sample consisted of 205 respondents. However, 9 were
excluded because of invalid consent, or because they only accessed the study preview without
participating. An additional 37 respondents were excluded for failing the attention checks or
having missing data on these items. Finally, 4 more respondents were deleted because of
missing data on key variables used in the analysis. The final dataset contained 156
respondents and was sufficient for the planned regression analysis. The sample consisted of
156 Dutch or Dutch-speaking respondents, of whom 52.6% were female and 46.8% were
male. The average age was 31.7 years (SD = 13.16), with 23 being the most frequently
reported age (14.7%). Regarding education level, 44.9% of respondents had completed a
higher professional or university bachelor's degree, while 17.3% held a higher professional or
university master's degree or doctorate. Additionally, 31.4% had a secondary education level,

and 6.4% had a low education level. The full relevant demographics are shown in Appendix 6.

Table 2 presents the descriptive statistics of the key variables. The corresponding SPSS output
is provided in Appendix 7. On average, participants were relatively accurate in detecting
phishing emails (M = 0.71, SD = 0.21), with a slightly left-skewed but approximately normal

distribution.

The variable email type is a dichotomous measure (0 = human, 1 = GenAl), with a mean of
0.53, indicating a balanced distribution. Given its binary nature, skewness and kurtosis are not

meaningful and can be disregarded (Field, 2017).
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The moderator fear of online identity theft had a moderate mean score (M =3.91, SD = 1.47),

suggesting that respondents reported a moderate level of concern. The distribution was close

to normal.

The control variables self-efficacy (M =4.93, SD = 1.17) and phishing cue knowledge (M =
5.81, SD = 0.79) indicate that participants generally felt confident in their abilities and
knowledge about phishing indicators. Both variables were slightly negatively skewed,
meaning that most participants gave higher scores. Given the sufficient sample size (N - 156),

this skewness is not problematic for further analysis.

Table 2

Descriptive statistics

Variable Mean Standard Skewness Kurtosis
deviation

Detection 0.71 -0.21 -0.52 -0.03

accuracy

Email type 0.53 0.50 -0.10 -2.02

Fear of online 3.91 1.47 -0.11 -0.99

identity theft

Self-efficacy 4.93 1.17 -0.79 0.55

Phishing cue 5.81 0.79 -0.56 -0.00

knowledge

4.2. Confirmatory factor analysis

A confirmatory factor analysis (CFA) was conducted to test how well a prespecified
measurement model, consisting of measured variables and latent factors, fits the observed
data (Hair et al., 2019). The analysis checked whether the survey questions truly measured the
variables fear of online identity theft, self-efficacy, and phishing cue knowledge the way they
were intendent to. The following steps were taken to ensure the validity and reliability of the
model prior to performing the regression analysis (Field, 2017). For this research, three

confirmatory factor analyses were conducted using the same variables, with items removed in
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each iteration to improve the model fit and validity. The corresponding analysis output is

presented in Appendix 8.

The first analysis showed a poor model fit, this is shown by the following values: SRMR is
0.1169, dursis 1.4351, and dg is 0.8297. The Standardized Root Mean Square Residual
assesses the difference between observed and predicted correlations (< 0.08 are considered
good, and < 0.10 are acceptable) (Field, 2017). durs (squared Euclidean distance) and dg
(geodesic distance) are measures that indicate how much the model differs from the actual
data. Lower values and values withing the 95% confidence interval suggest a better model fit
(Field, 2017). In addition, outer loadings indicate how strongly indicators are associated with
their latent construct. Loadings > 0.70 are ideal, 0.40—0.70 are questionable and may be
retained based on theoretical justification, and loadings < 0.40 should be removed (Field,
2017). For this model, loadings for fear of online identity theft and self-efficacy were all
above 0.70, while those for phishing cue knowledge were mostly below 0.40 and were
therefore removed. Additionally, the Average Variance Extracted (AVE) shows whether the
items are closely related and really measure the same concept (convergent validity). A value
of > 0.50 is considered acceptable (Field, 2017). The AVE for phishing cue knowledge was
0.2883, suggesting poor convergence. In contrast, the AVE values for fear of online identity
theft and self-efficacy met the required threshold. To measure construct reliability the
Joreskog’s rtho was used. Values > 0.70 indicate acceptable internal consistency (Field, 2017).
All variables met this criterion. In order to assess discriminant validity, the HTMT
(Heterotrait-Monotrait Ratio of Correlations) criterion was applied. Values < 0.85 suggest
sufficient distinctiveness between constructs (Field, 2017). All HTMT values in this model

were below 0.85, indicating good discriminant validity.

To improve the first model, two phishing cue knowledge items (PCK_7 and PCK_8) were
deleted for the second analysis. Model fit improved: SRMR = 0.0922, durLs = 0.6629, and dg =
0.4420. SRMR was now just below the acceptable threshold of 0.10. Both duts and dg values
fell within the 95% confidence intervals, indicating acceptable fit. All item loadings were now
above 0.40, but items PCK 1 and PCK 2 were below 0.50 and thus removed in the third
analysis to further improve the model. The AVE of phishing cue knowledge is improved but

remained below 0.50. Joreskog’s rho remained above 0.70 for all variables, and HTMT values
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The final model consisted of three items for fear of online identity theft, three for self-
efficacy, and four for phishing cue knowledge. Model fit indicators were: SRMR = 0.0903,
durs = 0.4488, and dg=0.3761. These values are all within acceptable thresholds. All item
loadings exceeded 0.50. However, AVE for phishing cue knowledge remained low (AVE =
0.3595), indicating insufficient convergent validity. Additionally, Joreskog’s rho = 0.6907 for
this variable was just below the recommended threshold, suggesting a potential issue with

internal consistency. HTMT values remained acceptable.

Phishing cue knowledge was included as a control variable, and multiple versions were tested.
The first iteration had the weakest performance and excluded from the regression analysis.
While the third iteration showed better convergent validity, the second iteration performed
better on internal consistency. Since the AVE remained below 0.50 in both versions, the
convergent validity of this construct is weak. Nevertheless, the reliability and item loadings
were acceptable, indicating moderate internal coherence. The second iteration was ultimately
chosen for use in the regression analysis due to its broader context coverage and better
reliability. Final scores were calculated by computing means of the items and used in SPSS

for the regression analysis.

4.3. Assumptions regression analysis

For a regression analysis it is important to use reliable and relevant data. The assumptions
belonging to a regression analysis have been tested using SPSS and are elaborated in detail
below. Field (2017) described the following assumptions for a regression analysis: influential
cases/outliers, linearity, normality, homoscedasticity, and multicollinearity. The SPSS output

of the tested assumptions is shown in Appendix 9.

4.3.1. Influential cases/outliers

To test if there are influential cases or outliers, the Cook’s distance and the standardized
residual were examined. The maximum Cook’s distance value is 0.060 and thus meets the
requirement that the value must be less than 1. The standardized residual must be between -3
and 3. The minimum value in this study is -2.977 and the maximum value is 1.652. This

means that there was no indication of an influential outlier.

28



Radboud University g%

4.3.2. Linearity

To assess linearity, the scatterplot of the standardized residuals was evaluated against the
standardized predict values. The residuals were not completely randomly scattered, because of
a slight curved pattern. This indicated that the relationship between the independent variables

and the dependent variables might not have been strictly linear.

To further investigate potential non-linearity, scatterplots were created between each
individual predictor and the dependent variable. For both fear of online identity theft and self-
efficacy, the data points appeared to be fairly evenly distributed without a clear trend.
However, phishing cue knowledge was not perfectly linear. While the scatterplots and residual
analysis indicated some signs of potential non-linearity in the relationship between phishing
cue knowledge and detection accuracy, a linear regression model was nonetheless applied.
The scatterplot of phishing cue knowledge and detection accuracy showed a positive sloping
curve to level of at higher levels. This pattern aligns with theoretical expectations from
previous studies, which suggest that greater phishing knowledge leads to improved detection
performance. Although the relationship may not be strictly linear, the model was specified as
linear to remain consistent with the theoretical framework and to facilitate interpretability.
The potential deviation from linearity was acknowledged as a limitation. The results should

therefore be interpreted with some caution.

4.3.3. Normality

To assess the assumption of normality, both the histogram of the standardized residuals and
the P-P plot were assessed. The histogram showed a bell-shaped distribution that corresponds
to a normal distribution. The P-P plot showed the points mostly on a straight line. The
combination of these two observations indicated that the normality assumption was

sufficiently met.

4.3.4. Homoscedasticity

For the assessment of homoscedasticity, the scatterplot of the standardized residuals was
evaluated against the standardized predict values. To assume that homoscedasticity exists, the
points in the scatterplot should be randomly distributed, i.e. without any pattern. The
distribution of the residuals was slightly funnel-shaped, with greater variance at the lower and

higher end of the predicted values. This pattern suggests a mild violation of the
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homoscedasticity assumption. To account for this, heteroscedasticity-consistent standard

errors (HC3) were used to obtain more robust estimates (MacKinnon & White, 1985).

4.3.5. Multicollinearity

The assumption of multicollinearity can be assessed based on the Tolerance values (> 0.1) and
the VIF values (< 5). All variables had Tolerance values well above the minimum value of 0.1
and the VIF values were all below 1.2 which is well below the maximum value. This indicates

that there was no multicollinearity in the model.

4.4. Regression analysis

The regression analysis was used to test the two hypotheses and the influence of the control
variables of this research. The regression analysis was conducted using model 1 of the
PROCESS function version 4.2 in SPSS (Hayes, 2022). Three options were selected in
PROCESS, namely “generate code for visualizing interactions”, “only continuous variables
that define products”, and “HC3 (Davidson-MacKinnon)”. The output of the regression

analysis is shown in Appendix 10.

4.4.1. Direct effect of the type of spear phishing email on consumer vulnerability

The first hypothesis of this research was: “spear phishing emails generated by GenAl lead to
higher consumer vulnerability compared to those generated by humans”. The dependent
variable in this study is consumer vulnerability, operationalized as detection accuracy. This
was calculated by dividing the number of correctly identified emails by the total number of
phishing emails viewed by the participant. The resulting values range from 0 to 1, with higher
scores indicating greater detection accuracy and therefore lower vulnerability to spear

phishing.

The regression analysis showed that the entire model explains 9.3% of the variance in
detection accuracy (R2 =.093, F(5,150) = 3.13, p = .010). This indicated a statistically
significant effect of the totality of predictors on the detection accuracy. This analysis showed
that the type of email is a significant predictor of detection accuracy and thus consumer
vulnerability (B =-0.071, p = .035). The negative direction of the coefficient showed that
respondents performed significantly worse on GenAl-generated emails compared to human
made emails. The confidence interval does not include a 0 (CI [-0.137, -0.006]), which shows
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that there is statistical evidence that the difference in accuracy between the two types of
emails is not based on coincidence. The regression analysis showed that there is a significant
difference in detection accuracy and thus consumer vulnerability between GenAl spear
phishing emails and human made spear phishing emails. Consumer vulnerability was found to
be higher for GenAl-generated spear phishing emails compared to human-generated ones,

thereby supporting Hypothesis 1.

4.4.2. Moderating effect of fear of online identity theft

The model examined whether fear of online identity theft (FOIT) moderates the relationship
between email type and consumer vulnerability. The corresponding hypothesis stated that:
“individuals experiencing higher levels of fear of online identity theft are more vulnerable to
GenAl-generated spear phishing emails than human-generated spear phishing emails”. The
interaction term between email type and FOIT was not significant (B = 0.024, p =.326, 95%
CI [-0.024, 0.072]). Adding the interaction term explained only 0.7% additional variance and
was not statistically significant (AR2 =.007, F(1,150) = 0.970, p = .326). This indicates that
FOIT does not moderate the effect of email type on consumer vulnerability. The main effect
of FOIT was also not significant (B = -0.004, p = 0.806), indicating that fear of online identity
theft does not have a direct effect on phishing detection accuracy. Thus, the level of fear of
online identity theft does not influence the extent to which respondents recognize and

correctly interact with the types of spear phishing emails. H2 is therefore not confirmed.

4.4.3. Control variable self-efficacy

One of the control variables used in this research was self-efficacy. Self-efficacy was not
found to be a significant predictor of respondents’ accuracy (B =-0.008, t = -0.56, p = .578,
95% CI [-0.037, 0.021]). Since the relationship is not significant, any inferred effects are not
statistically significant. Thus, the degree of self-efficacy had no meaningful influence on the

detection accuracy in distinguishing the different types of emails.

4.4.4. Control variable phishing cue knowledge

The second control variable used in this research was phishing cue knowledge. This variable
did significantly predict phishing detection accuracy (B = 0.065, SE =0.023,t=2.84,p =
.005, 95% CI [0.020, 0.111]). The positive regression coefficient shows that the respondents
with greater knowledge of phishing cues were significantly better in their assessment of the
emails and thus less vulnerable to phishing attacks. It can be concluded that knowledge of
phishing cues is a protective factor for recognizing phishing messages.
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5. Discussion

First, a discussion of the findings is given (5.1.). Then, the theoretical contribution (5.2.) and
the practical implications (5.3.) of this research are described. This is followed by the
limitations and recommendations for future research (5.4.). The chapter will end with the

conclusion (5.5.).

5.1. Discussion of the findings

This study examined how the type of spear phishing email (GenAl versus human-generated)
influences consumer vulnerability, and whether fear of online identity theft moderates this
relationship. The following question was central: “what are the differences of impact on
consumer vulnerability between human-generated and GenAl-generated spear phishing

emails, and how does fear of online identity theft moderate this relationship?”.

The findings show that participants were more vulnerable to GenAl-generated emails,
supporting Hypothesis 1: “spear phishing emails generated by GenAl lead to higher
vulnerability than those generated by humans”. This is in line with previous studies (Heiding
et al., 2023; Hazell, 2023; Schmitt & Flechais, 2024; Lin et al., 2019), which highlight the
growing realism and efficiency of GenAl-generated messages. When combined with personal
information and persuasive techniques, these emails become highly convincing, significantly
increasing the likelihood that recipients will click on malicious links and fall victim to the

attack.

Contrary to expectations, Hypothesis 2: “individuals experiencing higher levels of fear of
online identity theft are more vulnerable to GenAl-generated spear phishing emails than
human-generated spear phishing emails”, was not supported. Fear of online identity theft did
not moderate the relationship between email type and consumer vulnerability. This contradicts
earlier studies (Guedes et al., 2022; Jansen & Van Schaik, 2018; Brands & Van Wilsem,
2019), which suggested that fear can influence responses to phishing. However, Walsh et al.
(2016) found the opposite, suggesting that fear of online identity theft can actually reduce
vulnerability by making individuals more cautious and less likely to engage with suspicious

content, even if it means avoiding some legitimate online activities.
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In addition, phishing cue knowledge was found to be a protective factor, indicating that
greater awareness of phishing cues improves detection accuracy and reduces vulnerability.
Self-efficacy was not a significant predictor of detection accuracy, which indicates that feeling

confident is not enough to recognize phishing emails accurately.

5.2. Theoretical contribution

This research contributes to the existing literature by offering new insights into how GenAl
enhances the effectiveness of phishing attacks, how consumer vulnerability plays a role in this
process, and why fear of online identity theft does not moderate this relationship. This
research confirms that people are significantly less accurate in recognizing GenAl spear
phishing emails and therefore more vulnerable for it. This supports the existing theories of
Heiding et al. (2023; 2024), Hazell (2023), Schmitt and Flechais (2024), and Lin et al. (2019),
about the persuasiveness of spear phishing messages generated with GenAl. This conclusion
contributes to the literature by suggesting that digital fears may not directly influence
individuals’ behavioral responses, which aligns with the findings of Walsh et al. (2016). In
conclusion, general perceptions of fear may have limited relevance, while context-specific
fear or threat experiences appear to have a stronger influence on behavior. This aligns with
Bouton’s (2002) research, which concludes that general perceptions of fear are less relevant,
whereas context-specific fears or experiences (i.e., learned threats tied to particular situations)
are significantly more influential in shaping behavior. The significant influence of the control
variable phishing cue knowledge indicates that knowledge of phishing cue characteristics is a
good predictor of detection accuracy and thereby a smaller vulnerability. This confirms the

theories of Sarno et al. (2022) that knowledge is a protective factor in digital decision-making.

5.3. Practical implications

To generate the GenAl emails, ChatGPT was used. However, due to copyright and legal
restrictions, ChatGPT does not reproduce existing logos or mimic the exact email design of
real senders. The designs also appeared relatively simple, which may have made them seem
less authentic than genuine emails. As a result, the emails used were suboptimal in terms of
realism. Despite this limitation, the study still found significant effects, suggesting that

consumer vulnerability may be even greater if more advanced or less restricted Al tools are
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used by phishers. In particular, the lower detection accuracy of GenAl spear phishing emails
highlights their increased realism and demonstrating that their realism makes them harder to
recognize, which in turn raises the risk of users falling victim. GenAl systems are constantly
being developed and will be able to cause more problems in the future. For individuals and

companies, it is thus important to increase this knowledge and train on this aspect right now.

Consistent with the findings of this research, and those of Chen et al. (2020), Sarno et al.
(2020), and Vishwanath et al. (2011), it can be concluded that increasing individuals’
knowledge and recognition skills improves detection accuracy and thereby reduces consumer
vulnerability. Since greater knowledge of phishing cues is associated with better detection
accuracy and reduced vulnerability (Sarno et al., 2022), it is important to provide targeted
training focused on recognizing the specific characteristics of spear phishing, especially when

generated with GenAl.

Finally, fear of online identity theft showed no significant effect. Therefore, it may be more
effective to focus on building knowledge and enhancing signal recognition skills rather than

relying on fear-based risk communication strategies.

5.4. Limitations & recommendations for further research

This research also contains some limitations. Firstly, the sample type of this research was a
convenience sample because it was the most convenient for this study. This type of sample
may contain sampling biases which minimize the generalizability of the sample results and
therefore the results of this overall study (Kriska et al., 2013). However, the data obtained
through this method is carefully evaluated during the analysis to reduce the possible
limitations. Future research could improve the study by not using a convenience sample.
Using a more diverse or representative sample would provide a broader understanding of how

different populations respond to spear phishing attempts.

A second potential limitation concerns the relationship between phishing cue knowledge and
detection accuracy. Visual inspection of the scatterplot revealed a flattening positive
relationship, which suggested a possible violation of the linearity assumption. Despite this
indication, the relationship was modeled linearly, in line with the theoretical framework and

previous research suggesting that greater phishing knowledge leads to improved detection
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performance. This decision allows for easier interpretation and comparability with prior
studies. Nevertheless, the linear model may underestimate the complexity of the actual
relationship. Future research is recommended to explore this relationship using non-linear
modeling techniques, which may offer a more accurate understanding, particularly at higher

levels of phishing cue knowledge, where the benefit to accuracy tends to level off.

Another limitation is the way of measuring the moderator. In this study, fear of online identity
theft was measured via self-report and was not linked to observable behavior. Future research
could improve this by incorporating behavioral measures, such as hesitation time when
interacting with potentially suspicious emails, avoidance behavior of certain messages, or
actions taken to verify a sender’s identity. These indicators could provide a more accurate
reflection of how fear, specifically fear of identity theft, influences decision-making in the
context of spear phishing. Additionally, a fearful respond may only be triggered in realistic
and risky environments, rather than in a controlled online experiment such as the one used in
this study. This suggests that the role of fear of online identity theft may be underestimated in
this research. Future research could explore this further by examining fear responses in more

realistic environments.

Further research could examine the influence of fear of online identity theft on specific
behavior rather than solely on detection accuracy. Behavioral indicators such as reaction time,
avoidance behavior, or time spent evaluating emails may mediate the relation between fear of
online identity theft and detection accuracy. For instance, heightened fear of online identity
theft could result in longer processing times, increased caution, and ultimately reduced
vulnerability. By employing alternative measurements, future studies could investigate
whether fear of online identity theft leads individuals to avoid engaging with spear phishing

emails or to interact with them more cautiously.

This research focuses on only one type of phishing, spear phishing. It was found that emails
created using GenAl result in higher vulnerability. Future research could focus on different
types of phishing messages created using GenAl to find out if each type of phishing causes a
higher vulnerability when GenAl is applied. This could increase knowledge about phishing

vulnerability and contribute to the development of training by attack type.
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This research focused exclusively on spear phishing. The findings indicate that emails
generated using GenAl lead to increased vulnerability. Future research could focus on
different types of phishing messages generated with GenAl to determine whether the use of
GenAl consistently increases vulnerability across different phishing variants. This could
enhance the understanding of phishing vulnerability and support the development of more

targeted, attack-specific training.

5.5. Conclusion

This research offers insights into the relationship between the type of spear phishing email
and consumer vulnerability with the moderating effect of fear of online identity theft. It
confirms that a spear phishing email generated with GenAl results in a higher vulnerability
than those generated by humans. Results show that fear of online identity theft does not have
a significant effect on the relation between email type and consumer vulnerability. The same
applies to the control variable self-efficacy, which did not show a significant main effect. In
contrast, phishing cue knowledge did have a significant main effect on consumer

vulnerability.

These findings contribute to the discussions on the effectiveness of the type of spear phishing
email in detection accuracy and consumer vulnerability, highlighting the important role of
GenAl in improving these phishing messages. Future research should focus on the influence
of fear of online identity theft on behavioral outcomes and explore how different GenAl-

generated phishing types affect the consumer vulnerability.
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Appendix

Appendix 1. Email manipulations

1.1. GenAl-generated emails

+ Nieuwe email

(2 [PostvakiN 12 |
== Verzonden

@ Concepten
E Archiveren
Spam

w Prullenmand
3 Belangrijk

Voor het lzatst bijgewerkt: zojuist

—+— Nieuwe email

J=> Verzonden

[#] Concepten
E Archiveren

g Spam

m Prullenmand
1 Belangrijk

Voar het laztst bijgewerkt: zojuist

Bevestig uw contactgegevens

Klantenservice Rabobank <vklantenservice@rab0bank-veiliginloggen.nl> Beantwoorden Doorsturen Rapporteren ses
Aan:U

A Rabobank

Beste Sam de Jong,

Rabobank voert momenteel een algemene controle uit van de contactgegevens van al onze klanten. Om ervoor te Zorgen dat u belangrijke informatie
en meldingen correct blijft ontvangen, vragen wij u vriendelijk om uw gegevens kort te controleren en waar nodig bij te werken via ons beveiligde
systeem.

Deze controle is onderdeel van onze standaard dienstverlening en draagt bij aan een soepele communicatie en optimale service.

U kunt uw gegevens eenvoudig verifiéren via onderstaande link:

Gegevens verifiéren

Heeft uvragen? Onze klantenservice staat voor u klaar.

Met vriendelijke groet,

Rabobank Klantenservice
klantenservice@rabObank-veiliginloggen.nl

Bevestig je account voorkeuren

Podimo Nederland <support@podimeo-nederlank.com> Beantwoorden Doorsturen Rapporteren sss
Aan:U

() Podimo

Hoi Sam,

We voeren momenteel een update uit van gebruikersvoorkeuren binnen Podimo Nederland. Om je luisterervaring te blijven afstemmen op jouw
interesses, vragen we je om je voorkeuren kort te bevestigen via onderstaande link.

Zo blijf je podcasts ontvangen die passen bij jouw smaak en zorgen we dat je geen afleveringen mist van je favoriete shows.
Je voorkeuren zijn altijd aanpasbaar en het kost minder dan een minuut.

Voorkeuren bilwerken

Dank je wel voor het blijven luisteren via Podimo.

Met vriendelijke groet,

Team Podimo Nederland
support@podimo-nederlank.com

3w,

Uoire
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+ Nieuwe email

4] | Postvak IN 10 |
Verzonden
Concepten
Archiveren
Spam

Prullenmand

T=RHRY

Belangrijk

Voor het laatst bijgewerkt: zojuist

—+— Nieuwe email

(54 | Postvak IN 5
== Verzonden
Concepten
E Archiveren
g Spam
Prullenmand
1 Belangrijk

Voor het lastst bijgewerk: zojuist

Radboud University

ierped
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ure ¥

FreeMail

Je persoonlijke korting is klaar voor gebruik

XXL Nutrition <info@xxlnutrition.com> Beantwoorden Doorsturen Rapporteren eee
Aan:U
Hey Sam,

Om jou te bedanken voor je interesse in XXL Nutrition hebben we een exclusieve kortingscode voor je klaargezet. Deze geeft je 15% korting op je
volgende bestelling, geldig op ons volledige assortiment — van eiwitten tot trainingsaccessoires.

Je hoeft alleen maar even je code te activeren via de onderstaande link.
Activeer mijn korting

De code is geldejg tot en met zondag, dus wacht niet te lang met bestellen.

We hopen dat je weer iets vindt wat past bij jouw doelen!
Met sportieve groet,

Team XXL Nutrition

ONTDEK NU ALLE VOORDELEN
IN ONZE WEBSHOP:

NUTRITION

FreeMail

Exclusieve pre-sale toegang voor vaste klanten

Kilo Kilo <info@kilokilovintage.nl> Beantwoorden Doorsturen Rapporteren ess
Aan:U

KILO
KILO

VINTAGE
Hi Sam,

Als trouwe bezoeker van onze winkel in Nijmegen krijg jij exclusieve toegang tot onze pre-sale van het nieuwe lenteseizoen. Denk aan unieke vintage
jassen, sneakers en accessoires die nog niet in de winkel liggen.

Wia onderstaande link krijg je alvast een eerste blik én kun je direct je favorieten reserveren.
Bekijk de collectie

Let op: de pre-sale start voor anderen pas op vrijdag, dus wees er gptijd bij.

We hopen je snel terug te zien in de store of online!

Groetjes,

Team Kil
info@kilol ntage.nl

adNy,
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-I— Nieuwe email Fl-f__' ’_,' [4 ;l 1 l

DX Spoed: advertentie targeting lijkt verkeerd ingesteld

> Verzonden
E Concepten Julia van Leeuwen <julia.vanleeuwen@bol.com=> Beantwoorden Doorsturen Rapporteren sse
. Aan:U

E Archiveren
Hey Sam,

g Spam

m Prullenmand Er lijkt iets mis te zijn met de targeting van de nieuwe campagne voor duurzame woonaccessoires. Daan meldde dat er verkeer uit een verkeerde
doelgroep binnenkomt, wat de prestaties van de campagne vandaag kan beinvloeden. Zou je direct even kunnen checken of alles goed staat?

3 Belangrijk Gebruik hiervoor de onderstaande link om de instellingen te controleren:

https://www.bol.comchampagnereview.com

Laat het me weten zodra je het hebt bekeken — ik ben momenteel in een mesting en kan niet snel reageren.
Dank je wel!

—Julia
Online Marketing | bol.com

juliavanleeuwen@bol.com

bol.com

Voor het lastst bijgewerkt: zojuist

+ Nieuwe email

&4 Uw pakket kon niet worden afgeleverd

= Verzonden
E Concepten Klantenservice PostNL <klantenservice@postnl.nl> Beantwoorden Doorsturen  Rapporteren ees
E Archiveren Aan:U
g Spam -
w Prullenmand
3 Belangrijk
Beste Sam,

Uw pakket kon vandaag helaas niet worden afgeleverd. Uit onze administratie blijkt dat uw adresgegevens niet volledig geregistreerd zijn, waardoor de
bezorging tijdelijk is opgeschort.

Om herbezorging alsnog mogelijk te maken, vragen wij u vriendelijk maar dringend het formulier in te vullen dat als bijlage is toegevoegd.
Bezorggegevens Sam.pdf.exe

Let op: als we voor 18:00 vandaag geen reactie ontvangen, wordt het pakket automatisch retour gestuurd naar de afzender.

Bedankt voor uw begrip en medewerking.

Met vriendelijke groet,

PostNL Klantenservice
klantenservice@postnl.nl

Voor het laatst bijgewerkt: zojuist

3w,
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%ﬂma-

46



—+— Nieuwe email

59 FostvakiN 5|
¥ Verzonden

%] Concepten
E Archiveren

g Spam
m Prullenmand
F3 Belangrijk

Voor het laatst bijgewarkr: zojuist

Radboud University ;%5
W

FreeMail

Actie vereist: Uw account is tijdelijk geblokkeerd

Klantenservice Rabobank <klantenservice@rabobank.nl> Beantwoorden Doorsturen Rapporteren ses
Aan: U

A Rabobank

Beste Sam,

Bij een recente controle is ongebruikelijke activiteit op uw Rabobank-account vastgesteld. Uit voorzorg is uw toegang tijdelijk beperkt. We verzoeken u
dringend uw gegevens te b igen omv ige toegangte f 1.

Klik op onderstaande link om de controle uit te voeren:
Herstel mijn account

Deze controle dient uiterlijk binnen 24 uur te worden afgerond om verdere beperkingen te voorkomen. Na succesvolle verificatie wordt uw toegang
direct hersteld.
Onze excuses voor het ongemak. We danken u voor uw begrip en medewerking.

Metvriendelijke groet,

Rabobank Klantenservice
klantenservice(@rabobank.nl

3w,

%cnz@

%ﬂma-
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1.2. Human-generated emails

+ Nieuwe email

= Verzonden

[#] Concepten
E Archiveren

g Spam

m Prullenmand
= Belangrijk

Vioor het lastst bijgewerkt: zojuist

—+— Nieuwe email

Py
> Verzonden

=] Concepten
E Archiveren

g Spam

m Prullenmand
[ Belangrijk

Voar het laatt bijgewerkt: zojuist

FreeMail

Voor jou geselecteerd!

Podimo Nederland <klantenservice@podimo-nederland.com=> Beantwoorden Doorsturen Rapporteren see
Aan: U

Hallo Sam,

We hebben gezien dat je al geruime tild gebruikt maakt van ons Podimo platform. Als een teken van ons waardering hebben wij een cadeaukaart voor
Jje terwaarde van €24 euro zodat je 2 maanden op onze kosten kunt Luisteren naar onze beste podcats. De cadeaubon is te gebruiken tot 31 december
2025.

Wij wensen je veel luisterplezier! Log in of creéer een account om je cadeaubon te claimen. Vul de cadeaucode in bij het afsluiten van het Podimo
abonnementin het afrekenscherm.

Claim je cadeau

Met vriendelijke groet,

Kim Janssen
Klantenservice Nederland

FreeMail

Belangrijke mededeling: Ongebruikelijke activiteit op uw rekening

Rabobank Account Beveiliging <beveiliging@rabobank.com> Beantwoorden Doorsturen Rapporteren see
Aan: U

3 Waarschuwing
Rabobank Je bent gehackt

Beste Sam,

'Wij hebben onlangs een melding ggkregen dat er een via meerdere |P adressen is geprobeerd om jouw account in te komen. Uit voorzorg hebben we je
account tijdelijk geblokkeerd, aangezien de veiligheid van onze klanten voorop staat. Hierdoor verzoeken we u dringen om uw identiteit te bevestigen
en uw wachtwoord te veranderen om te voorkomen dat dit nog vaker zal gebeuren. Uw identiteit verifiéran kan via de onderstaande link:

Bevestig uw identiteit binnen 24 uur om verdere beperkingen te voorkomen. Wij waarderen uw vertrouwen en medewerking en hopen uw rekening
gauw weer actief te kunnen maken.

Met vriendelijke groet,
Rabobank Beveiligingsteam

3w,

Uoire
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+ Nieuwe email

[
¥ Verzonden

Concepten

m Prullenmand
3 Belangrijk

Voo het lastst bijgawerkt: zojuist

Nieuwe email

ve [+

Postvak IN 4
Verzonden
(% Concepten
=1 Archiveren
g Spam
m Prullenmand
1 Belangrijk

Voor het laatst bijgewerkt: zojuist

Radboud University {95t

FreeMail

Profiteer v6or 23:59 uur van 20% korting!

XXL Nutrition <klantenservice@xxlnutrition.com> Beantwoorden  Doorsturen
Aan: U

Hey Sam,

Rapporteren ses

Hieperdepiep! XXL Nutrition blaast vandaag alweer 20 kaarsjes uit. Om het in perspectief te plaatsen: deze tijd staat gelijk aan het drinken van 7.300
eiwitshakes.

Ga naar onze website voor 23:59 uur vanavond en profiteer van maar liefst 20% Korting op alles van XXL nutrition, XOME en Fitmeals!

Volg ons

Klantenservice Neem contact met ons op
szlj:ﬁing [/ Wiantenservice@xxinuriion com
Algemene

voorwaarde

FreeMail

Uitnodiging voor opening Kilo Kilo vintage store in Nijmegen!

Kilo Kilo <uitnodiging@kilokilostore.nl> Beantwoorden Doorsturen
Aan:U

Rapporteren eee

KILO KILO

STORE
NIMMA

Beste Sam,

Vanwege jouw eerdere interesse in vintage shopping ben je uitgenodigd voor de opening van onze nieuwe Kilo Kilo winkel in Nijmegen op 15 juni 2025!
Wat kunt je verwachten?

+  Exclusieve preview: Ontdek zeldzame vintage items voor ze openbaar worden.
+  Persoonlijke kortingscode: Speciaal voor onze gasten, zodat jij jouw favoriete items kunt scoren.
+  Netwerkmogelijkheden: Maak kennis met influencers en anderen die jouw passie delen.

Omdat we gelimiteerde plekken hebben is deze uitnodiging slechts twee dagen geldig! Zorg dat je jouw code snel activeert via deze link.

Wij kijken ernaar uit je te verwelkomen op dit bijzondere event en samen de wereld van vintage te vieren. Mocht je vragen hebben, aarzel dan nietom
contact met ons op te nemen :).

Met vriendelijke groet

Marianne de Groot
Hoofd Marketing Kilo Kilo

adNy,
%,
Uoirer
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+ Nieuwe email

B2 PosivakIN 7 |
£> Verzonden

%] Concepten

E Archiveren

g Spam

m Prullenmand
3 Belangrijk

Voor het lsatst bijgewerkt: zojuist

+ Nieuwe email

(>4 | Postvak IN 13

== Verzonden

%] Concepten
=7 Archiveren

Spam

w Prullenmand
2 Belangrijk

Voor het lastst bijgewerkt: zojuist
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FreeMail

Dringend: Bevestig je salarisaanpassing voor 17:00 vandaag

HR Bol.com <hr-bol.com@b0l.com> Beantwoorden Doorsturen Rapporteren sse
Aan:U
Beste Sam,

In verband met een interne salarisaanpassing willen we je op de hoogte stellen van een wijziging in jouw compensatie per volgende maand. Onze HR-
afdeling heeft een correctie in de administratie ontdekt waardoor je recht hebt op een vernoogde vergoeding.

Om dit te verwerken, vragen we je om voor 17:00 vandaag je gegevens te verifiéren via het onderstaande beveiligde HR-portaal door te klikken op deze
link.

Aangezien dit een dringende administratieve kwestie is, waarderen we je snelle actie . Mocht je vragen hebben, neem dan gerust contact op met jouw
HR-contactpersoon.

Metvriendelijke groet,

Daan Vermeer

HR Manager BoLcom

Tel: +31 6 12345678

Eeschikbaar op ma t/m do tussen 08:00 - 16:30
Eapendarpsaweg 100, 2528 B) Utrecht

FreeMail

Starter met studieschuld... Wat doet dat met mijn hypotheek?

Rabobank <hypotheekadviesrabobank@outlook.com> Beantwoorden Doorsturen Rapporteren ses
Aan:U

4

Rabobank

Inloopmoment hypotheken pechgeneratie

Beste de Jong,

Veel starters van de pachg ie habben vragen: “Kan ik nog wel een hypotheek krijgen?”, "Hoe zit het met mijn studieschuld?” en "Kom ik
ooit nog van die schuld af7" Wij erkennen de zorgen die jullie habben en schieten jullie te hulp.

Vanaf mei 2025 organiseren wij gratis online en fysieke informatie bijeenkomsten voor starters van de pechgenerstie.
Waar: Concertgebouw de vereniging
Weanneer: Elke tweade maandag van de maand
Tijdschema:
- Aanvang: 19:30
- Start bijeenkomst: 20:00 - 21:00
- Afsluitende borrel: 21:00- 22:00
Zit jij met dezelfde vregen in deze snel veranderende wereld? Meld je dan aan via daze link

Met riendelijke groet,
Team Rabobank

3w,
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ieuwe email

-

Postvak 14

Verzonden
Concepten
Archiveren
Spam

Prullenmand

t=aRHRY R

Belangrijk

Voor het lastst bijgewerkt: zojuist

Bestelling: [AO004T8C6A] Je pakje van Greetz komt eraan

PostNL <notificatie@postnl.nl> Beantwoorden Doorsturen Rapporteren ess
Aan:U

‘We bezorgen binnenkort je pakje van Greetz &1

Je krijgt nog een berichtje met de bezorg datum en =tijd [ H

Op track & Trace zie je wanneer we je pakje bezorgen en of je de bezorging kunt wijzigen.

Bezorgadres

Sam de Jong
Zonnewijzerlaan 123
1234 AB Nijmegen

Afzender
Greetz Nederland

Trak & trace-code
3SJRFE6485304

Handige besteltip!
+  Bepaal z&lf waar we je pakketten bezorgen. Stel je standaard bezorg-voorkeur in €én keer in voor gl je pakketten.
= Stelje bezorgvoorkeur in

Tot snel,
PostNL

3w,
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1.3. Genuine emails

_|_

Nieuwe email F |‘€_.: .F_.' ['/I ;l 1 l
0 Postvak IN 5|

We staan vandaag voor de deur tussen 19.35 - 21.30 uur (JJD000090254000040942533)

> Verzonden

E Concepten DHL eCommerce <noreply@dhlparcel.nl > Beantwoorden Doorsturen  Rapporteren ses
E Archiveren Aan:U

& spam T ————

w FrllEmrTETE We staan vandaag voor je deur

3 Belangrijk

Beste Sam de Jong,

Onze bezorger staat vandaag op de stoep met je pakket 1)D000090254000040942533van AMAZON EU SARL. Komt het niet goed uit? Wijzig dan
eenvoudig je bezorsafspraak.

Verwacht bezorgmoment
Donderdag 21 november
Tussen 18.35 - 21.30 uur

Volg je pakket
Met de Mijn DHL app heb je elke zending zelf in de hand. Letterlijk. Je volgt ze allemaal in é€n handig overzicht. Zo weet je precies wanneer de gele bus
woor de deur staat!

Download de app

Dit: bericht wordt automatisch verstuurd, je kunt er niet op reageren. Vragen? Ga naar onze support-pagina. Onze mailadressen eindigen altijd op @dhlecommerce. nl, @dhlparcel.nl of
@dhl.com en we vragen je nooit via mail om inlog- of betaalgegevens. lets niet in de haak? Check het hier! Lees hisr hoe wij met je persoonsgegevens omgaan.

Voor het lastst bijgewerkt: zojuist

~+| Niewwe emait FreeMail

b Bevestiging van uw afspraak

== Verzonden

g Concepten Tandartsenpraktijk DugDent <info@duodent.nu> Beantwoorden Doorsturen Rapporieren ses
E Archiveren Aan:U

g Spam Geachte 5. de Jong,

w Prullenmand Hierbij bevestigen wij dat u een afspraak heeft gepland in onze praktijk.

F1 Belangrijk In geval van verhindering wordt u verzocht daarvan 24 uur tevoren bericht te geven

daar de tijd anders in rekening gebracht wordt.

Datum: dinsdag 06 mei 2025 om 10:20 uur
Behandelaar: Dr. M. Jansen
Patiént: Sam de Jong

Metwriendelijke groet,
Tandartsenpraktijk DuoDent

5 ] DucDent

DuoDent heeft mat geen enkele zorgve 1 afgesl

Dit kan mogelijk gevolgen hebben voor uw ver, i 1 bij een prothese-behar
of implantologie in de edentate kask

Voor het laatst bijgewerkt: zojuist
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—|— Nieuwe email

Voor het laatst bijgewerk: zojuist

Postvak IN
Verzonden
Concepten
Archiveren
Spam
Prullenmand

Belangrijk

—|— Nieuwe email
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]
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Postvak IN
Verzonden
Concepten
Archiveren
Spam
Prullenmand
Belangrijk

Voor het laatst bijgewarkt: zojuist

Radboud University §

Vue Netherlands <VueNetherlands@inmomentfeedback.com=>
Aan: U

ol bed ()

We haren graag je mening!

Beantwoorden Doorsturen Rapporteren sss

Vue wil van je horen
NEDERLAND

Beste Sam

Bedankt voor je bezoek aan Vue Nijmegen op 2025-03-25.

Vue is altijd bezig om de bioscoopbeleving te verbeteren, daarom wagen we 3 minuten van je tijd om jouw ervaring van je bioscoopbezoek met ons te
delan.

Alvast hael arg badankt voor jouw feadback!

Om de wagenlijst te starten, ik hier:

Deze vragenlijst is viteraard anoniem. Jouw antwoorden worden niet in verband gebracht met jouw naam of e-mail.
Nogmaals dank!

Vriendelijke groet,
Vue Cinemas

ol bnd (&)

_FreeMail &7

Tijd voor je belastingaangifte!

Rabobank <noreply@email.rabobank.nl> Beantwoorden  Doorsturen

Aan:U
Klaar voor je belastingaangifte?

Rapporteren ses

Alles wat je moet weten
Beste S. de Jong,
Vanaf maart kun je weer je belastingaangifte doen. Met de juiste informatie is je aangifte zo gefikst. Wij helpen je graag om goed voorbereid te zijn.

Wij maken het je makkelijk

= Ontdek welke gegevens je nodig hebt voor je aangifte
= Welke belastingvoordelen voor jou van toepassing zijn

= Meer tips om je aangifte scepel te laten verlopen

Van aftrekposten tot deadlines: check hier alles wat je most weten voor je aangifte in 2025.

Met vriendelijke groet,
Rabobank

Vind je deze e-mail nuttig?
Wil je deze mails niet meer ontvangen? M

3N,
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| Nieuwe emait FreeMail

= Je iCloud-opstag s vol

2> Verzonden

%] Concepten ICloud <noreply@email.apple.com= Beantwoorden Doorsturen Rapporteren see
. Aan:U

E Archiveren

Spam Beste Sam de Jong,

ﬂ Prullenmand Je iCloud-opslag is vol. Omdat je over de limigt van je

F: Belangrijk opslagabonnement bent gegaan, worden er geen back-ups in iCloud
meer gemaakt van je foto's, documenten, contacten en
apparastgegevens. Ook worden je foto's en video's niet meer naar
iCloud-foto's gelpload. iCloud Drive en apps voor iCloud worden niet op
je apparaten bijgewerkt.

‘Om deze iCloud-diensten te blijven gebruiken, moet je bijwerken naar
iCloud+ of minder opslagruimte gaan gebruiken.

Werlk bij naar iCloud+ met 50 GB voor € 0,99 per maand

Met vriendelijke groet,

Het iCloud-team

“» iCloud

iCloud is een dienst van Apple.
Apple ID | Support | Alzemene voorwaarden | Privacybeleid
Copyright © 2025 Apple Distribution Internationsl Ltd_ Hallyhill Industrial Estate, Hollyhill,
Caork, Ireland. Alle rechten voorbehouden.

Voor het laatst bijgewarkt: 2ojuist

+ Nieuwe email F”_l & ["I ol i l

4 Bericht van Belastingdienst (document ontvangen)

J== Verzonden

E Concepten MijnQverheid <noreply@mijn.overheid.nl> Beantwoorden Doorsturen Rapporteren sse
= Aan:U

E Archiveren

g Spam -
“ Prullenmand

FJ Belangrijk
Geachte 5. de Jong,
Er staat een document in uw Berichtenbox van Belastingdienst.
Log in op MijnQverheid om het bericht te bekijken.
Mogelijk moet u naar aanleiding van dit bericht actie ondernemen.
Lees het daarom op tijd.
Met vriendelijke groet,
finOver
Ditis een automatisch gegenereerd bericht. Een reactie op dit bericht zal niet worden gelezen
of beantwoord.
MiipQuerheid stuurt geen meldingen met een link naar ite. Dit is om te
dat u met valse e-mails naar e=n namask-website wordt geleid (zogensamde phishing).
Neem daarom het webadres van MijpQyerheid op in uw Favorieten en ga altijd van daaruit
nearde website. Ontvangtu toch een e-mail met daarin een link, dan is deze dus nooit van
Voor het laatst bijgewerkt: zojuist MiipQuarheid.

fﬂ any
%cne@
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—+— Nieuwe email

B2 [ PostvakIN & |
> Verzonden

%] Concepten
E Archiveren

g Spam

m Prullenmand
1 Belangrijk

Voor het latst bijgewerkt: zojuist

Kies zelf hoe je betaalt met Klarna

Klarna <noreply@e.klarna.com=> Beantwoorden Doorsturen Rapporteren ses
Aan:U

Klama
I\_ v
Flexibel betalen voor je online shopping
an grotere artikelen tot dagelijkse essentials, Klarna is de beste manier om
te betalen voor alles wat je nodig hebt, op welke manier je maar wilt. Shop
vandaag nog en deel je aankoop in 3 renteloze betalingen of betaal tot 30
dagen na het plaatsen van je bestelling.
Shop nu

Zo betaal je

Shop online bij je favoriete merken en betaal met Klarna.

Betaal in 3 delen Betaal later in 30 dagen

Je aankoop wordt automatisch gesplitst in 3 renteloze betalingen.  Geniet van de flexibiliteit om tot 30 dagen later te betalen.
Zodra je je eerste betaling hebt gedaan, worden de 2 laatste Zodra de winkel je bestelling verzendt, ontvang je een e-mail van
betalingen elke 30 dagen afgeschreven. Klarna met details over je betaling.

Download de Klarna appvoor: 105 | Androxd

Karna.com Privagy

eNZenIO Afmeiden
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Appendix 2. Attention checks
After persona:
To check if you are still there: Which bank does Sam have?
A) ABN AMRO

C) ING Bank
D) SNS Bank

After Emails:
To check if you are still there: Choose the answer option that you were just able to click while

viewing the emails

B) Forward
C) Assign priority
D) Answer

Between regular questions:

To check if you are still there: Choose the answer 'Agree' for this question
A) Completely disagree

B) Disagree

C) Somewhat disagree

D) Neutral/no opinion

E) Somewhat agree

G) Completely agree

T
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Appendix 3. Fictional persona
To make this research as realistic as possible, it is important that you can put yourself in the
position of the person who appears in the various e-mails. This introduces Sam de Jong, a
fictional persona that will be used in this study. Try to remember the information below.

About Sam

General information

Name: Sam de Jong

Age: 25 years old (born on September 30, 1999)

Place of residence: Zonnewijzerlaan 123. 1234AB, Nijmegen
Education: HBO and WO in communication and digital marketing
Living situation: Lives with two friends in an apartment in Nijmegen

Banking: A bank account at Rabobank

Professional
Works at: Bol.com
Function: Junior online marketer

Colleagues: Daan, Thomas, Lars, Emma, Julia and Anna

Interests and online behavior
Hobbies: Sports, festivals, vintage shopping, podcasts

Social media use: Active and interested in digital tools and social media

Why Sam?

The research includes the task of being able to classify e-mails as well as possible. Because
personality variables are important for this research, a number of e-mails will also be
personalized based on e-mails that may have been sent to Sam de Jong. Sam represents a 25-
year-old professional from Nijmegen. For the e-mail classification task, it is important to
empathize with Sam's life as much as possible and to answer the e-mails in the way Sam

would do this.

Click START to begin (this is only possible after 30 seconds).
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Appendix 4. Descriptive page & consent form

4.1. Descriptive page

Welcome to this study and thank you for your participation!

This study aims to investigate how individuals organize their mailbox and what actions they

take after reading an email.

What can you expect?

First, you will be asked a number of questions regarding your personal information,
such as age and gender.

Then, you will be shown 14 screenshots of emails that you have to read, and then
answer a multiple-choice question about this email. This multiple-choice question will
be about the action you would take after reading the email.

Finally, you will be asked a number of multiple-choice questions.

Important information about your participation:

You are free to stop this survey at any time without any consequences.

After completing this questionnaire, your permission to use the collected data for the
research will be requested again and you will be able to refuse this.

If you do not give permission for the use of your data, your completed data will be
completely deleted.

Participation in this research is completely voluntary and completely anonymous.
This research maintains a minimum age of 18 years and the data is only used for
academic purposes.

The research takes approximately 15 to 20 minutes.

For questions about this research, please contact jules.janssen@ru.nl

Click the box below if you want to participate in this research (Qualtrics box).

AdNy
%
Cieyren

£ &
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4.2. Consent form
Thank you very much for participating in this research! This not only helps us as researchers,

but also science one step forward.

The collected data is used to realize the real goal of this research, this is explained below.
When you are done, do not forget to click on the arrow filled in the page again to send your

answers.

This research is about vulnerability on a personal level to spear phishing emails. This was not
shared with you at the beginning of the research in order to achieve realistic results. In short,
we explain what this research exactly entails:

You have just managed a number of emails, among which are fraudulent emails. These spear
phishing emails are personalized based on the personality that caused you to carefully read
through the research. Half of the participants of this research have come into contact with
spear phishing emails created by humans, while the other half of the participants have
managed emails created by generative Al. The Generative Al emails were created by
ChatGPT 4-0. This research design is used to test the difference between the creator of the
email (generative Al humans) and the effect of this on the vulnerability of individuals to
phishing. The questions you answered after the email management task should provide
information about your personal characteristics in order to investigate whether this has an
effect on individual vulnerability to spear phishing emails.

Spear phishing is a form of online fraud in which a personalized fake message is used to
obtain someone's unfortunate information or to provoke other harmful actions. In this case, it

concerns emails.

The data from this research will only be used for a graduation purpose. This data will
therefore be included in the Radboud University thesis repository for a period of at least seven

years in accordance with the legal requirements. The data is anonymous.
If you would rather not participate in this research after knowing the true nature of this

research, you can indicate this in the following question.

I give permission for my completed answers to be used for the purposes mentioned above.
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If you have any questions, please do not hesitate to send an email to the email address at the

bottom of the page, we will be happy to help you.

Thank you again for participating in this research!

Please click the arrow at the bottom of the page again to submit your answers.
Researchers: Brian van Pomeren, Jules Janssen, Liam Diepeveen, Liset Braakhuis, Louise

Mobach and Quinten Krekels

Email address contact person: jules.janssen@ru.nl
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Appendix 5. Survey questions
Would you like to participate in this study?
What is your age? (please enter a number in years)
What is your highest level of education completed?
What is your gender?
To check if you’ve been paying attention: Which bank does Sam use?
After reading this e-mail, what action would you take if you were Sam?
To check if you’re still there: Choose the answer option you were just able to click for
each question under the e-mails.
Please answer the following statements based on how you currently feel. — I am
compassionate and have a soft heart
Please answer the following statements based on how you currently feel. — I can be
cold and indifferent
Please answer the following statements based on how you currently feel. — [ am
respectful and treat others with respect
Please answer the following statements based on how you currently feel. — I am
sometimes rude to others
Please answer the following statements based on how you currently feel. — I assume
that others have good intentions toward me
Please answer the following statements based on how you currently feel. — I tend to
find faults in others
Answer the following statements: — I complete chores right away
Answer the following statements: — I usually put things back in their place
Answer the following statements: — I like order
Answer the following statements: — [ never make a mess of things
Answer the following statements: — I do things without thinking
Answer the following statements: — I act on impulse
Answer the following statements: — I act quickly and on the spur of the moment
Answer the following statements: — I buy things impulsively
Answer the following statements: — I spend more money than I earn
Answer the following statements: — Once I’ve made up my mind, I’'m not likely to
change it

Answer the following statements: — My viewpoints are generally very consistent
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Answer the following statements: — I often change my mind
Answer the following statements: — I don’t change my mind easily

To check if you’re still there: — For this question, select the answer ‘Agree’

The following questions are about Generative Al. Generative Al (GenAl) is a category
within Al that can create original content. GenAl can mimic human creativity based
on patterns in data. Examples of new content that GenAl can produce include text,
images, audio or videos. — I can recognize the artificial intelligence technologies used
in the applications and products I use.

The following questions are about Generative Al. Generative Al (GenAl) is a category
within Al that can create original content. GenAl can mimic human creativity based
on patterns in data. Examples of new content that GenAl can produce include text,
images, audio or videos. — I understand how GenAl technologies help improve the
quality of translations made by online translation tools.

The following questions are about Generative Al. Generative Al (GenAl) is a category
within Al that can create original content. GenAl can mimic human creativity based
on patterns in data. Examples of new content that GenAl can produce include text,
images, audio or videos. — I understand how GenAl technologies help improve the
quality of translations made by online translation tools.

The following questions are about Generative Al. Generative Al (GenAl) is a category
within Al that can create original content. GenAl can mimic human creativity based
on patterns in data.

The following questions are about Generative Al. Generative Al (GenAl) is a category
within Al that can create original content. GenAl can mimic human creativity based
on patterns in data. Examples of new content that GenAl can produce include text,
images, audio or videos. — I know how GenAl products perform voice recognition
tasks.

The following questions are about Generative Al. Generative Al (GenAl) is a category

within Al that can create original content. GenAl can mimic human creativity based

62



Radboud University g%

on patterns in data. Examples of new content that GenAl can produce include text,
images, audio or videos. — I can skillfully use GenAl applications or products to assist
me with my daily tasks.

The following questions are about Generative Al. Generative Al (GenAl) is a category
within Al that can create original content. GenAl can mimic human creativity based
on patterns in data. Examples of new content that GenAl can produce include text,
images, audio or videos. — I generally find it easy to learn how to use new GenAl.

The following questions are about Generative Al. Generative Al (GenAl) is a category
within Al that can create original content. GenAl can mimic human creativity based
on patterns in data. Examples of new content that GenAl can produce include text,
images, audio or videos. — I can use GenAl applications or products to work more
efficiently.

The following questions are about Generative Al. Generative Al (GenAl) is a category
within Al that can create original content. GenAl can mimic human creativity based
on patterns in data. Examples of new content that GenAl can produce include text,
images, audio or videos. — I can evaluate the functionalities and limitations of GenAl
products after using them for a while.

The following questions are about Generative Al. Generative Al (GenAl) is a category
within Al that can create original content. GenAl can mimic human creativity based
on patterns in data. Examples of new content that GenAl can produce include text,
images, audio or videos. — I can choose the appropriate solution from the options
provided by GenAl applications and products.

The following questions are about Generative Al. Generative Al (GenAl) is a category
within Al that can create original content. GenAl can mimic human creativity based
on patterns in data. Examples of new content that GenAl can produce include text,
images, audio or videos. — I can select the most appropriate GenAl application or
product for different specific tasks.

The following questions are about Generative Al. Generative Al (GenAl) is a category
within Al that can create original content. GenAl can mimic human creativity based
on patterns in data. Examples of new content that GenAl can produce include text,
images, audio or videos. — When I use GenAl applications or products, I always
follow ethical principles.

The following questions are about Generative Al. Generative Al (GenAl) is a category

within Al that can create original content. GenAl can mimic human creativity based
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on patterns in data. Examples of new content that GenAl can produce include text,
images, audio or videos. — When I use GenAl applications or products, I stay alert
about privacy and information.

The following questions are about Generative Al. Generative Al (GenAl) is a category
within Al that can create original content. GenAl can mimic human creativity based
on patterns in data. Examples of new content that GenAl can produce include text,
images, audio or videos. — I am always alert to misuse of GenAl technology.

When I find an e-mail suspicious, I always pay close attention to: — the sender’s name
When I find an e-mail suspicious, I always pay close attention to: — the sender’s e-mail
address

When I find an e-mail suspicious, I always pay close attention to: — the e-mail address
that appears when I reply to the e-mail

When I find an e-mail suspicious, I always pay close attention to: — grammatical and
spelling errors in the subject line and sender name

When I find an e-mail suspicious, I always pay close attention to: — grammatical and
spelling errors in the body of the e-mail

When I find an e-mail suspicious, I always pay close attention to: — warnings in the e-
mail message

When I find an e-mail suspicious, I always pay close attention to: — statements
indicating urgency

When I find an e-mail suspicious, I always pay close attention to: — statements
involving time pressure or time-sensitive matters

Answer the following statements: — My knowledge about phishing is good.

Answer the following statements: — My ability to recognize phishing e-mails is good.
Answer the following statements: — I am alert to phishing e-mails.

Answer the following statements: — I can easily identify an e-mail as spear phishing
Answer the following statements: — [ am confident in my ability to detect fake spear
phishing e-mails

Answer the following statements: — I am confident that I can determine whether an e-
mail is a spear phishing attack

I hereby give consent for my responses to be used for the purposes mentioned above.
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Appendix 6. Demographics

Statistics
Wat is uw hoogst
behaalde
Wat is uw opleidingsniveau
geslacht? ?
N Valid 155 156
Missing 1 0
Mean 1,53 5,73
Median 2,00 6,00
Mode 2 6
Statistics

Wat is uw leeftijd? (vul een

getal in in jaren)

N Valid 156
Missing 0
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6.2. Frequencies tables

Wat is uw geslacht?

Cumulative

Frequency Percent Valid Percent Percent

Valid Man 73 46,8 47,1 47,1
Vrouw 82 52,6 52,9 100,0
Total 155 99,4 100,0

Missing System 1 ,6

Total 156 100,0

Wat is uw hoogst behaalde opleidingsniveau?

Cumulative

Frequency Percent Valid Percent Percent

Valid Vmbo, havo-onderbouw, 10 6,4 6,4 6,4

vwo-onderbouw, mbol

Havo, vwo, mbo2-4 49 31,4 31,4 37,8
Hbo-, wo-bachelor 70 44,9 44,9 82,7
Hbo-, wo-master, doctor 27 17,3 17,3 100,0
Total 156 100,0 100,0

Wat is uw leeftijd? (vul een getal in in jaren)

Cumulative

Frequency Percent Valid Percent Percent

Valid 19 6 3.8 3.8 3.8
20 4 2,6 2,6 6,4
21 16 10,3 10,3 16,7
22 14 9,0 9,0 25,6
23 23 14,7 14,7 40,4
24 12 7,7 7,7 48,1
25 6 3,8 3.8 51,9
26 7 4,5 4,5 56,4
27 9 5,8 5,8 62,2

ES
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28 5 3,2 3,2 65,4
29 2 1,3 1,3 66,7
30 1 ,0 ,6 67,3
32 3 1,9 1,9 69,2
34 3 1,9 1,9 71,2
35 1 ,6 ,6 71,8
36 1 ,0 ,6 72,4
38 1 ,0 ,6 73,1
39 2 1,3 1,3 74,4
40 1 ,0 ,6 75,0
41 2 1,3 1,3 76,3
44 1 ,0 ,6 76,9
45 2 1,3 1,3 78,2
46 3 1,9 1,9 80,1
48 2 1,3 1,3 81,4
49 1 ,6 ,6 82,1
50 3 1,9 1,9 84,0
51 2 1,3 1,3 85,3
52 6 3.8 3.8 89,1
53 2 1,3 1,3 90,4
54 2 1,3 1,3 91,7
55 3 1,9 1,9 93,6
56 1 ,6 ,6 94,2
57 1 ,6 ,6 94,9
60 1 ,0 ,6 95,5
61 3 1,9 1,9 97,4
62 1 ,0 ,6 98,1
67 1 ,6 ,0 98,7
69 1 ,0 ,6 99,4
70 1 ,0 ,0 100,0
Total 156 100,0 100,0




6.3.

Frequency

Frequency

Frequency
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Bar chart

Wat is uw geslacht?

100

B0

Man Vrouw

Wat s uw geslacht?

Wat is uw hoogst behaalde opleidingsniveau?

Wmbo, havo- Havo, vwo, mbo2-4 Hbo-, wo-bachelor Hbo-, wo-master,
onderbouw, vwo- doctor
onderbouw, mbol

Wat is uw hoogst behaalde opleidingsniveau?

Wat is uw leeftijd? (vul een getal in in jaren)

19 21 23 25 27 29 32 35 38 40 44 46 49 51 53 55 57 61 67 70

Wat is uw leeftijd? (vul een getal in in jaren)
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Appendix 7. Descriptives

Descriptive Staiistics
N Mmonum — Maxmum TVean Std. Deviation Skewness Furtosis
Statistic Statistic Statistic Statistic Statistic Statistic Std. Enor Statistic Std. Emor

ACC_HAI 156 .00 1,00 7125 ,21343 -519 194 -,028 ,386
MailType 156 ,00 1,00 5256 ,50005 -,104 194 -2,015 ,386
FOIT 156 1,00 7,00 39124 1,46457 -111 194 -,994 ,386
Selfef 156 1,00 7,00 49316 1,16565 -, 192 194 546 ,386
PCKnew 156 333 7,00 5,8107 ,719060 -,559 194 -,003 386

Valid N (Listwise) 156
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Appendix 8. Confirmatory factor analysis

8.1. Confirmatory factor analysis 1

Model 1

0964
Self_Efficacy_1

0838
Self_Efficacy_2 Self efficacy
04975

Self_Efficacy_3

PCK_1
PCK 2
PCK_3
PCK_4
PCK_S
PCK_B

PCK_T

PCK_8

-0.028

v / |

Phishing cue knowledge

Construct operationalization

r of online identity theft

Construct

Type of outer model

Number of indicators

Predefined reliability

Fear of online identity theft Latent variable (Mode A consistent)

Self efficacy

Latent variable (Mode A consistent)

Phishing cue knowledge Latent variable (Mode A consistent)

3
3
8

1,0000
1,0000
1,0000

Model fit index

Value

HI95 HI99

SRMR  0,1169
duLs 1,4351
de 0,8297

0,1136 0,1330
1,3547 1,8587

1,0669 2,2286

Outer loadings

Indicator

Fear of online identity theft  Self efficacy  Phishing cue knowledge

fear_of_identity_the_1
fear_of_identity_the_2
fear_of_identity_the_3
PCK_1

Self_Efficacy_1
Self_Efficacy 2
Self Efficacy 3

0,7931
0,8939
0,7467

0,9644
0,8375
0,9748

0,4530
0,4998
0,7048
0,6262
0,5762
0,6634
0,3491
0,2624
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Average Variance Extracted

Construct Average variance extracted (AVE)
Fear of online identity theft 0,6619
Self efficacy 0,8606
Phishing cue knowledge 0,2883

Construct reliability

Construct Dijkstra-Henseler's rho (ps)  Joreskog's rho (p.)  Cronbach's alpha(a)
Fear of online identity theft 0,8602 0,8538 0,8493
Self efficacy 0,9540 0,9485 0,9484
Phishing cue knowledge 0,7826 0,7502 0,7809

Discriminant validity

Construct Fear of online identity theft  Self efficacy  Phishing cue knowledge
Fear of online identity theft

Self efficacy 0,0262

Phishing cue knowledge 0,1858 0,3694
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8.2. Confirmatory factor analysis 2
Model 2

D978

Seif_Efficacy_1
0849

Self_Efficacy_2 Self efficacy
0951

Self_Efficacy_3

r 3

-0.028

PCK_1

\ 4
PCK_2
PCK_3
PCK_4

PCK_5

PCK_6

Construct operationalization

r of online identity theft

Construct Type of outer model Number of indicators  Predefined reliability

Fear of online identity theft ~ Latent variable (Mode A consistent) 3 1,0000

Self efficacy Latent variable (Mode A consistent) 3 1,0000

Phishing cue knowledge Latent variable (Mode A consistent) B 1,0000
Model fit index

Value  HI95  HI99
SRMR 0,0922 0,1027 0,1334
dus  0,6629 0,8226 1,3890

dg 0,4420 0,9675 1,6103

Outer loadings

Indicator Fear of online identity theft  Self efficacy  Phishing cue knowledge
fear_of_identity_the_1 0,8285
fear_of_identity_the_2 0,9172
fear_of_identity_the_3 0,6937
PCK_1 0,4297
PCK_2 0,4769
PCK_3 0,6679
PCK_4 0,5967
PCK_5 0,5465
PCK_6 0,6310
Self_Efficacy_1 0,9776
Self_Efficacy_2 0,8491
Self Efficacy 3 0,9508

KRV
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Average Variance Extracted

Construct Average variance extracted (AVE)
Fear of online identity theft 0,6696
Self efficacy 0,8602
Phishing cue knowledge 0,3185

Construct reliability

Construct Dijkstra-Henseler's rho (p,)  Joreskog's rho (p.)  Cronbach's alpha(a)
Fear of online identity theft 0,8708 0,8572 0,8493
Self efficacy 0,9527 0,9484 0,9484
Phishing cue knowledge 0,7448 0,7328 0,7461

Discriminant validity

Construct Fear of online identity theft  Self efficacy  Phishing cue knowledge
Fear of online identity theft

Self efficacy 0,0262

Phishing cue knowledge 0,2248 0,3863
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8.3. Confirmatory factor analysis 3

Model 3

0946
Self_Efficacy_1

0.854
Sell_Efficacy_2

0978
Self_Efficacy_3

0,655
PCK_3

0584
PCK_4

Self efficacy

-0.029

0.416

0.215

0536 [—Phishing cue knowledge

PCK_5
0517
PCK_6

Construct operationalization

Yo

0.7
fear_of_identity_the_té———

0.960
fear_of_identity_the_——Fear of online identity theft

fear_of_identity_the_

0691

Ly

Construct

Type of outer model

Number of indicators

Predefined reliability

Fear of online identity theft

Self efficacy

Phishing cue knowledge

Latent variable (Mode A consistent)

Latent variable (Mode A consistent)

Latent variable (Mode A consistent)

3 1,0000
3 1,0000
4 1,0000

Model fit index
Value HI95 HI99
SRMR 0,0903 0,1034 0,1509
dus  0,4488 0,5877 1,2531
de 0,3761 0,8812 1,9053

Outer loadings

Indicator Fear of online identity theft  Self efficacy  Phishing cue knowledge
fear_of_identity_the_1 0,7875

fear_of_identity_the_2 0,9603

fear_of_identity_the_3 0,6910

PCK_3 0,6548
PCK_4 0,5837
PCK_5 0,5361
PCK_6 0,6174
Self_Efficacy_1 0,9459

Self_Efficacy_2 0,8544

Self Efficacy 3 0,9782
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Construct

Average variance extracted (AVE)

Fear of online identity theft
Self efficacy
Phishing cue knowledge

0,6733
0,8605
0,3595

Construct reliability

Construct

Dijkstra-Henseler's rho (p4)

Joreskog's rho (p.)

Cronbach's alpha(a)

Fear of online identity theft 0,8799 0,8585 0,8493

Self efficacy 0,9525 0,9486 0,9484

Phishing cue knowledge 0,6944 0,6907 0,7059
Discriminant validity

Construct Fear of online identity theft  Self efficacy  Phishing cue knowledge

Fear of online identity theft
Self efficacy
Phishing cue knowledge

0,0262
0,2082

0,4162
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Appendix 9. Assumptions regression analysis

9.1. Influential cases/outliers

Residuals Statistics®

'Ib‘m« “;\"

Minimum Maximum Mean Std. Deviation N

Predicted Value ,5658 ,8572 , 7125 ,06293 156
Std. Predicted Value -2,331 2,300 ,000 1,000 156
Standard Error of Predicted ,023 ,070 ,036 ,009 156
Value

Adjusted Predicted Value  ,5513 ,8764 ,7127 ,06378 156
Residual -,61522 ,34139 ,00000 ,20394 156
Std. Residual -2,977 1,652 ,000 987 156
Stud. Residual -3,019 1,682 ,000 1,003 156
Deleted Residual -,63264 ,35375 -,00021 ,21060 156
Stud. Deleted Residual -3,104 1,692 -,002 1,009 156
Mabhal. Distance ,999 16,545 3,974 2,668 156
Cook's Distance ,000 ,060 ,007 ,009 156
Centered Leverage Value  ,006 ,107 ,026 ,017 156

a. Dependent Variable: ACC_HAI
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9.2. Linearity

Scatterplot
Dependent Variable: ACC_HAI
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Scatter Plot of ACC_HAI by Selfef
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9.3. Normality

Frequency

25

Histogram
Dependent Variable: ACC_HAI

20

15

3 -2 -1 0 1

Regression Standardized Residual

Normal P-P Plot of Regression Standardized Residual

Expected Cum Prob

10

08

06

04

Dependent Variable: ACC_HAI

0.2

00

Observed Cum Prob

Mean = 2 23E-15
Std. Dev. = 0,987
N=156
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9.4. Homoscedasticity

Regression Standardized Residual

Y
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Scatterplot
Dependent Variable: ACC_HAI
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9.5. Multicollinearity

Coefficienis®
Standarchzed
Unstandardized Coefficients Coefficients Collinearity Statistics

Model B Std Emor Befa t Sig. “Tolerance  VIF
1 (Constant) 372 130 2,863 005

MailType -071 033 -167 -2,136 034 ,994 1,006

FOIT ,010 012 067 ,340 402 958 1,043

Selfef -,008 015 -,042 512 ,609 879 1,138

PCKrew 065 023 241 2,851 005 348 1,179

a. Dependent Vanable: ACC_HAI
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Appendix 10. Regression analysis
Run MATRIX procedure:

doskiciciioroielk PROCESS Procedure for SPSS Version 4.2 beta okt

Written by Andrew F. Hayes, Ph.D. www.athayes.com

Documentation available in Hayes (2022). www.guilford.com/p/hayes3

3k st sk sk s sk sk sk sk sk st st sk sk sk sk sk sk sk sk st sk sk sk sk sk sk sk sk ste sk sk sk sk sk sk sk sk ste sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk skeoskoskoskoskokok

Model : 1
Y : ACC_HAI
X : MailType
W : FOIT

Covariates:

Selfef PCKnew

Sample
Size: 156

sk sk s sk s sk sk sk sk s sk s sk sk sk sk sk s sk sk sk sk sk s sk sk sk sk sk s sk sk sk sk sk s ke sk sk sk sk s sk sk sk sk s sk s sk sk sk sk sk s sk sk sk sk skoskeosk skosk skok

OUTCOME VARIABLE:
ACC_HAI

Model Summary
R R-sq MSE F(HC3) dfl df2 p
,3057 ,0934  ,0427 33,1251 5,0000 150,0000 ,0103

Model

coeff se(HC3) t p LLCI  ULCI
constant 4102 ,1331  3,0827 ,0024 ,1473 6731
MailType -,0713  ,0335 -2,1310 ,0347 -,1374 -,0052
FOIT -,0042 0171 -2458 ,8062 -,0379 ,0295

Sé%%
g ¥
B g
Yo &

Mine ¥
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Int 1 ,0238 ,0242 9848 3263  -,0240 0717
Selfef -,0081 ,0145  -5582 5775 -,0367  ,0205
PCKnew ,0654 ,0230  2,8400 ,0051  ,0199 ,1110

Product terms key:

Int 1T : MailType x FOIT

Test(s) of highest order unconditional interaction(s):
R2-chng F(HC3) dfl df2 p
X*W 0065 ,9699 1,0000 150,0000  ,3263
Focal predict: MailType (X)
Mod var: FOIT (W)

Data for visualizing the conditional effect of the focal predictor:

Paste text below into a SPSS syntax window and execute to produce plot.

DATA LIST FREE/

MailType FOIT ~ ACC_HAI

BEGIN DATA.
,0000 -19124 7586
1,0000 -1,9124 6417
,0000 0876  ,7502
1,0000 ,0876 6810
0000 1,209 7446
1,0000 1,4209 7072

END DATA.

GRAPH/SCATTERPLOT=

FOIT WITH ACC HAI BY  MailType.

Level of confidence for all confidence intervals in output:

95,0000
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NOTE: A heteroscedasticity consistent standard error and covariance matrix estimator was

used.

NOTE: The following variables were mean centered prior to analysis:

FOIT

3N,
£
)
Utren

£ &
Toye s
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