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Abstract

Deep learning (DL) is achieving a lot of breakthroughs in different fields, such as object
detection, segmentation, and recognition [8, 15, 20]. However, DL still fails to reason about
its decisions and hence is not widely used in safety critical applications yet [1]. Integrating
Bayesian statistics with DL, e.g. Bayesian Neural Networks (BNN), provides versatility and
the reasoning ability through decision confidence for DL. BNNs offer to accompany each
decision taken with an uncertainty quantification metric that can be decomposed into two
kinds of uncertainty: aleatoric and epistemic. Aleatoric uncertainty being the uncertainty
caused due to inherent noise in the data, and epistemic uncertainty being the uncertainty
due to improper model or lack of knowledge, i.e. lack of training data. A considerable
amount of research underlies what these uncertainties capture and how they can be inter-
preted, however, not much on their reliability. Therefore, the research question is: How
reliable is the uncertainty quantified by a Bayesian Lenet[17], a convolutional bayesian neu-
ral network (CBNN) trained using Variational Inference?

To answer the research question, seven hypotheses are proposed capturing the expected
behaviour of the prediction accuracy, aleatoric uncertainty, and epistemic uncertainty, all
quantified by the Bayesian Lenet using two different parameter sampling techniques, under
small and large data shifts. In particular, small data shifts are approached by adding noise
following Gaussian and Poisson distributions, or masking out parts of the inputs. Large data
shifts are approached by passing data from a different dataset, e.g., training the network on
recognizing digits and then passing alphabets or pictures of objects to it. Accordingly, the
network’s uncertainty is quantified, and visualized using Layer Wise Propagation approach.
As a result of this study, a pipeline towards qualitatively understanding and visualizing the
uncertainty quantified by the Bayesian Lenet model is constructed. This pipeline can be
further used to explore the reliability of different uncertainty quantification methods and
network architectures.

The hypotheses were qualitatively evaluated on two datasets, namely, MNIST and CI-
FAR10. Overall, results show that the uncertainty quantification method used in this work
is able to detect small and large data shifts. However, out of the seven hypotheses, only one
hypothesis holds, four partially hold, and two do not hold. It is observed that the reliability
of the uncertainty quantification methods used is dependent on many factors, such as, the
model’s achieved training accuracy, the model parameters’ sampling technique, dataset, and
noise type.
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Introduction

With the rising interest in self diving cars, medical image analysis, and security, researchers
devoted time into improving image classification networks. CNN became the state of art
for many image classification tasks [20, 15, 8]. In safety critical applications, it is beneficial
to know how uncertain the network is with its prediction. Generally, this introduces the
possibility for networks to indicate indecisiveness rather than being forced to, most likely
incorrectly, classify. This can be applied, for example, to reduce the well known accidents
in autonomous cars, often caused by object misclassification [6], by instead giving back
control to the user. DL models that trade in stocks can also benefit from that uncertainty
to recognize unfamiliar scenarios and avoid partaking in them. Initially, scholars deviated
their attention from frequentest deep neural networks (DNN) to BNNs to reduce the DL
problem of overfitting [1]. Instead of learning parameters as point estimates in DNNs, they
are learned as distributions in BNNs allowing more versatility and less overly confident
decisions by capturing uncertainty in the training data. But that approach resulted in the
opportunity to accompany each decision with an uncertainty value which can be used as
a step towards trustworthy and safe models. This lead to considerable research directed
towards constructing Bayesian neural architectures [1, 11, 19, 4], alongside methods to
quantifying the uncertainties captured by it [10, 14, 21, 16]. Not long afterwards, a growing
research territory on understanding and interpreting the quantified uncertainties developed
[3, 5, 19]. Within that territory remains a research gap in the reliability of the quantified
uncertainties. Therefore, this thesis aims to understand and interpret an uncertainty quan-
tification method, and answer the following research question:

How reliable is the uncertainty quantified by a Bayesian Lenet[17], a CBNN trained using
Variational Inference?

To answer this question, the behaviour of the Bayesian Lenet’s quantified predicted accu-
racy, aleatoric uncertainty, and epistemic uncertainty are qualitatively compared to their
expected behaviour, posed as hypotheses, under small and large data shifts. As a result, a
pipeline was constructed to asses the reliability of the uncertainty quantified by an already
implemented Bayesian Lenet [19]. The same pipeline can then be later used to qualitatively
test the reliability of the uncertainties quantified under different network architectures and
different uncertainty quantification methods.
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Outline

Section 2 introduces broad explanations on CNNs, BNNs, CBNNs, Variational Inference,
and Bayesian Lenet, alongside the method used to quantify the uncertainties considered
in this research. Section 3 provides a short overview of related work on interpreting and
understanding the quantified uncertainties. Section 4 introduces the problem domain, the
proposed hypotheses for testing reliability, and the pipeline for evaluating the hypotheses.
Section 5 details the qualitative analysis that evaluates the hypotheses towards answering
the research question. Finally, section 6 discusses the findings and future work.
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Background Knowledge

This section briefly introduces the terms used in this paper onwards namely CNNs, BNNs,
CBNNs, variational inference, Bayesian Lenet, and the uncertainty quantification method
used.

2.1 Convolutional Neural Networks

A convolutional neural network (CNN) is a variation of DNN that is widely used for image
classification since its accuracy far surpassed human accuracy in many classification tasks
[12, 20]. It is inspired by the hierarchical structure of the primary visual pathway of the
brain. The idea behind it is to learn the features/attributes of the image for classification.
So for example, the feature extracted by the CNN from the training images of cats can be
two ears, whiskers, four legs etc. [15]. It does so through kernels/filters of certain size and
cell values that scans the image part by part. This filter, with its own values, slide over each
pixel (starting from the top left) and multiply its values with the overlapped pixel values
then sum it all up to a single value. This is a mathematical process known as convolution.
Normally, an activation function, such as rectified linear unit (ReLu), is applied to the
resulting feature matrix and then pooling is performed to reduce the dimensionality for less
number of parameters and computations. For classification, the features are feedforwarded
through a fully connected network so that now this fully connected network that used to
learn and predict based on pixel values learns and predicts based on features.
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Figure 2.1: Multiplying filter/kernel values with the overlapping pixels and summing it to
one value, taken from [7]

2.2 Bayesian Neural Networks

Despite DNN being widely used in multiple domains and being the state of art for majority
of classification tasks, it is known to make overconfident decisions [19, 1]. Bayesian Neural
Network (BNN) is developed as a technique to tackle this problem of over fitting by learning
weights that are instead expressed as a distribution, P (w|D) where w is the weight and D
is training data [1]. Regularisation is introduced by placing priors upon the weights and
computing the average across models during training. Good prior initialization can result
in faster training convergence. Expectations over the learnt weight distribution is what is
used to predict new unseen data:

P (ŷ|x̂) = EP (w|D)[P (ŷ|x̂, w)] (2.1)

where ŷ is the unknown label, and x̂ is the unknown input [1].
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Figure 2.2: Frequentest neural network having point estimate parameters learnt vs Bayesian
neural network having distribution parameters learnt.

2.2.1 Variational Inference

Taking expectation over posterior distribution of weights, EP (w|D) (2.1), is intractable as
it is equivalent to taking ensemble over infinite number of neural networks [19, 1, 3]. One
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approach, namely variational inference, is used to approximate that distribution as sug-
gested by many[19, 1, 11]. This process is known as Bayes by Backprop. The idea is to find
the parameters θ such that the Kullback-leibler(KL) divergence between the distribution
of the weights given parameters, q(w|θ), and the true Bayesian posterior on the weights
is minimized[1]. In this research project, variational learning on parameters of Gaussian
distribution is used.

Reparametrisation trick is rewriting the Expectation over a distribution such that it is
independent of the parameters. Local reparametrisation trick is translating the global un-
certainty in the weights distribution to local uncertainty independent of the data [19]. That
way, having parameters that are outside the distribution will not change the behaviour of
the model.

2.2.2 Convolutional Bayesian Neural Network

Convolutional Bayesian Neural Network (CBNN) is a CNN except with parameters (weights
and biases) expressed as distribution rather than point estimates. The same idea of mod-
elling the weights in a BNN is projected on CNN by modelling the filter/kernel weight
values and sampling from it alongside modelling the weights in the fully connected layers
as well.

Frequentest vs Bayesian approach of Convolutional Neural Networks

Figure 2.3: CNN with filters represented
as point estimate

Figure 2.4: CNN with filters represented
as distributions

Figure 2.5: Taken from [1]

2.2.3 Bayesian Lenet

Lenet (Fig. 2.6) is a CNN architecture used for digit recognition [17]. The network consists
of two main parts:

• The convolution part for feature learning

• The fully connected part for classification

The Bayesian approach of Lenet is learning parameter distributions for both the filter kernels
in the convolution part and the weight parameters in the fully connected part instead of
point estimates.
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Figure 2.6: The Lenet 5 model kernels and weight parameters are sampled from their learnt
distributions. Taken from [17]

To forward pass an image, the model parameters are sampled from their learnt distri-
butions, demonstrated in Fig. 2.7. The model will then output a value for each of the 10
output labels. To capture the uncertainty of the model, the model parameters are sampled
many times, Θ, and for each set of those sampled parameters the same image is passed to
the network. The decision of the network will be the label with maximum predicted output
mean argmax

y
E [y | x,Θ].

2.3 Uncertainty Quantification

This section provides an overview on the aleatoric and epistemic uncertainties, and how
they are calculated in this research.
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2.3.1 Aleatoric and Epistemic Uncertainty

In machine learning, the uncertainty sources are data and model. In Bayesian modelling,
we consider two main types of uncertainties that could be modelled[19, 9]:

• Aleatoric Uncertainty: uncertainty caused in the prediction due to noise in the data.

• Epistemic Uncertainty: model uncertainty that is due to improper model or lack of
data.

Aleatoric captures uncertainty concerning information that the data cannot explain. There
are two types of aleatoric uncertainty: homoscedastic and heteroscedastic. Homoscdeastic
is when the noise/unknown information is constant for all samples, e.g. measurement errors
or malfunctioning sensor introducing noise to data. Heteroscedastic is when the noise is
different across data. In this study, heteroscedastic aleatoric is investigated since the noise
values added to the images are sampled from distributions and hence can be different
from one input image to another. Epistemic noise describes what the model does not
know mainly due to lack of training data or its inappropriateness. Therefore, increasing
the training dataset can decrease the epistemic uncertainty but not the aleatoric. It still
remains difficult to capture the uncertainties and quantify them as they overlap and require
confinement of the model producing it [13]. Some research is done to distinguish them
apart. For example, Robin et al. propose a binary classification method that can predict
and quantify the aleatoric and epistemic uncertainty such that there is a clear distinction
between them. However, it requires an extensive framework setup and hence is used for
specific cases [18].
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Figure 2.7: Bayesian Lenet forward pass with labelled uncertainties. Aleatoric captures the
mean of the variances in each digit. Epistemic captures the variance across the mean of
predicted values.

2.3.2 Uncertainty Quantification Method

There are different ways proposed by researchers to quantify uncertainty. For this study,
Davis J. et al. method ([9]) is used due to its simplicity and intuitiveness. This subsection
will demonstrate how their work was used to quantify the uncertainty of the Bayesian Lenet
model used.

The parameters of the trained Bayesian Lenet is now represented as distributions. Instead of
each parameter having a point estimate, parameters have a µ and σ values, since Gaussian
kernels are used. During a forward pass, each parameter is sampled from a Gaussian
distribution with their respective µ and σ values. Now if an image is passed, the parameters
are sampled to predict on the image, but if the same image is passed again the parameters
sampled may differ. That difference is used to determine the uncertainty of the model
captured during the training phase. Therefore, to calculate the total predictive uncertainty
of one prediction (V (y|x)), the model receives the same image a number of times and the
total predictive variance in the values of the output layer is used to quantify the model’s
uncertainty. An example is shown in figure 2.7 where the same image is passed to the
Bayesian Lenet with sampled parameters, but T times. T in this study is always set to 15,
indicating that the set of parameters are sampled 15 times for every forward pass. Davis
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J. et al. show that the total predictive variance can then be decomposed into aleatoric and
epistemic uncertainty using the law of variance [9].

V (y|x) = V (E[y|x,Θ])︸ ︷︷ ︸
epistemic

+E[V (y|x,Θ)]︸ ︷︷ ︸
aleatoric

where y is model output, x is model input, and θ is model sampled parameters. V (E[y|x,Θ])
is variance of predicted mean that captures the variance across the model’s mean predicted
output over the T passes. E[V (y|x,Θ)] is the mean of predicted variance that captures the
average variance across each label output over the T passes. T is the number of times the
model parameters are sampled and hence also represents the number of times an image is
predicted by the model.
There are two ways of sampling defined in this study:

• Random Sampling: sampling all the model parameters T times for every forward pass.
Meaning, during the first forward pass, the model sampled parameters will differ from
the sampled parameters during the future forward passes.

• Fixed Sampling: sampling all the model parameters T times only once, and fix the
samples for all forward passes. Meaning, during the first forward pass, the model
sampled parameters will be the same as the model sampled parameters during all
future forward passes.

Random sampling will capture the total model’s uncertainty across different images. Fixed
sampling does not capture the full model uncertainty as it only samples from the learnt
distributions once, but comparing the uncertainties in different images can be considered
more valid. That is because during fixed sampling, the images uncertainty is produced
by the same model with the same set of parameters. Whereas in random sampling, the
images uncertainties are produced by the same model but with different set of parameters.
Therefore, all LRPs performed in this study are visualizing the uncertainties produced by
a fixed sampled model.
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Related Work

Kumar et al. propose a Bayesian CNN architecture and convolutional operations on the
mean and variance [19]. The network is trained using Bayes By Backprop which approx-
imates the true posterior using variational inference. They compare their proposal to fre-
quentest inference and incorporate a measurement for both aleatoric and epistemic un-
certainties and regularisation. They study the effect of those uncertainties mainly on the
training accuracy of the model. The work in this thesis is built on top of their network
architecture. The uncertainty, however, will be quantified differently.

Antoran et al. propose CLUE, a method of interpreting uncertainty estimates by searching
for low uncertainty points of an input and answer the question “How should we change an
input such that it makes our model less uncertain?”[3]. The authors use a generative model
to ensure plausibility of the input configurations in the explanations. In their work, the
authors state “bayesian neural networks are able to provide reliable uncertainty estimates
together with their predictions” and they base their work off that. This research project’s
aim is to support evidence to this claim qualitatively.

Chai [5] investigates the contribution of individual features on predictive uncertainty, epis-
temic uncertainty, and aleatoric uncertainty in BNN. The author’s approach measures the
change in uncertainty when a known feature of an input is given as opposed to an unknown
feature. The contribution to this study would be to investigate the effect of added noise in
the dataset as opposed to without noise while targeting on not only feature level, but also
pixel level.

Layer Wise Relevance Propagation is an algorithm used to visualize the contribution of
nodes in each layer to the output node for each output node. The implementation of
M.Böhle et al. is extended to visualize the uncertainty of BNNs in this thesis [2].
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Approach

To test for reliability of the uncertainty quantified by the Bayesian Lenet, a set of hypothesis
is used to examine whether the uncertainty quantified by the model behaves as expected,
based on definitions and research, under a defined domain. This chapter discusses the
domain, hypotheses, and the research phases of this study.

Figure 4.1: Illustration of research domain. The blue arrows display the data shifts that
the aleatoric uncertainty is expected to capture. The green arrow displays the data shift
that the epistemic uncertainty is expected to capture.

4.1 Research Domain

The Bayesian Lenet network can handle images of pixel size (32,32). Therefore, in our
world of images, only images of pixel size (32,32) are representing the research. Within
those images, there are two subsets namely MNIST and CIFAR10. Their training data
subset consists of 10,000 images each and will be used to train the network under the same
network configurations. The testing data subsets consists of 1,000 images each and will be
manipulated to examine the reliability of the uncertainty quantified by the model. Given
the aleatoric and epistemic uncertainties definitions discussed in section 2.3.1, the aleatoric
will be tested by shifting both testing data subsets using random noise but still remain
within the MNIST and CIFAR10 subset respectively. This shift is represented by the blue
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arrow in figure 4.1. Whereas for epistemic, the model trained on MNIST will be tested on a
small data shift, i.e. notMNIST dataset, and a large data shift, i.e. CIFAR10 testing data
subset. This is represented by the green arrow in figure 4.1.

4.2 Hypotheses

4.2.1 Behaviour of Accuracy

Hypotheses 1,2 are used to study the behaviour of the model’s prediction accuracy under
small and large data shifts.

Hypothesis 1. Accuracy decreases with increasing noise levels

Hypothesis 2. The lower the accuracy the higher the uncertainty

In general, introducing such data shifts should degrade the model performance. There are
however three possible scenarios:

1. The model is resilient to random noise and hence prediction accuracy is constant
across different noise levels. In such scenario, studying the aleatoric uncertainty using
data shifts of noise will be ineffective as it will remain stable across different noise
levels.

2. The model prediction accuracy increases across different noise levels. This will be
considered as irregular behaviour and the network’s appropriateness for this study
will be questioned.

3. The prediction accuracy decreases with increasing noise. This is the ideal scenario to
continue the study only if the model accuracy does not drop less than chance level
as soon as noise is introduced. Because otherwise, the model’s uncertainties will be
unstable to study under a guessing behaviour.

Therefore H1 is to ensure the model is reasonably affected by noise and hence can be used
to study the behaviour of its uncertainty quantification under different noise levels. H2 is
used to check for scenarios where the model’s accuracy is decreasing and so does its uncer-
tainty. This is an undesirable behaviour especially in safety critical applications where the
goal is to have the model’s uncertainty higher under lower prediction accuracy than higher
prediction accuracy.

4.2.2 Behaviour of Aleatoric Uncertainty

Hypotheses 3, 4, 5 are used to study the behaviour of aleatoric uncertainty under small and
large data shifts.

Hypothesis 3. Aleatoric uncertainty increases with increasing independent noise levels

Hypothesis 4. Aleatoric uncertainty increases with increasing box size for dependent noise

Hypothesis 5. Aleatoric uncertainty is insignificantly affected by large data shifts
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In H3, independent noise levels are noise per pixel values sampled from a distribution. In
this study, two distributions are used namely Gaussian and Poisson. For Gaussian noise,
for each σ in the range (0, 1) with stepsize 0.05, each pixel value in the original image is
added to a noise value sampled from a normal distribution of µ = 0 and σ.

σ = {0.05k|k ∈ {0, .., 1}}

noise(n,i,j) ∼ N(0, σn) ∀n ∈ {0, ..., |σ|}, ∀i, j ∈ {0, .., 31}
noisen ∈ R32×32

img = img + noisen img ∈ R32×32

For Poisson noise, each pixel noise value is sampled from a Poisson distribution with a rate
value sampled from a Gaussian distribution with mu = 0 for each sigma value in range
(0, 1) with step size 0.05.

σ = {0.05k|k ∈ {0, .., 1}}

λ(n,i,j) ∼ N(0, σn) ∀n ∈ {0, ..., |σ|}, ∀i, j ∈ {0, .., 31}
λn ∈ R32×32

noisen ∼ Poisson(λ(n)) noisen ∈ R32×32

img = img + noisen img ∈ R32×32

In H4, dependent noise refers to masking input with boxes in random locations for each
box size in the range [10,32] with step size 3. Figure 4.2 shows examples of an image with
different noise types and levels. In H5, since aleatoric is about inherent noise in the image
and epistemic is about the lack of knowledge of the model, it is expected that introducing
a dataset the model is not trained to classify should be captured by the epistemic and not
the aleatoric. Therefore, the aleatoric uncertainty is expected to be insignificantly affected
by such data shifts.

4.2.3 Behaviour of Epistemic Uncertainty

Hypotheses 6 and 7 are used to study the behaviour of epistemic uncertainty under small
and large data shifts.

Hypothesis 6. Epistemic uncertainty is insignificantly affected by noise

Hypothesis 7. Epistemic uncertainty increases with large data shifts

In H6, noise refers to the independent and dependent noise explained in section 4.2.2. Since
the aleatoric is expected to capture such noise, the epistemic uncertainty is expected to
be insignificantly affected by it. In H7, large data shifts imply the model predicting on
a dataset it is not trained to classify. According to the epistemic uncertainty definition
discussed in section 2.3.1, the epistemic should be able to capture the data shift and hence
increase.
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Figure 4.2: Example of imaged with Gaussian and Poisson noise distributions, and input
masking

4.3 Pipeline

There are three main phases in this project (Fig.4.3):

• phase 1: Train the Bayesian Lenet on the training dataset

• phase 2: Pass altered test dataset to the network for prediction and uncertainty
quantification

• phase 3: Evaluate uncertainties quantified using the seven hypotheses discussed in
section 4.2
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Figure 4.3: Three phases of the research plan. Phase 1 is training the Bayesian Lenet.
Phase 2 is shifting the test dataset. Phase 3 is evaluating the behaviour of the aleatoric
and epistemic under the data shifts.

4.3.1 Phase 1: Training

In this phase, two different models are trained. One model is trained on MNIST (an easy
dataset), and another on CIFAR10 ( a difficult dataset). Both models were trained under
the same conditions, ie same training dataset size, same number of epochs, same network
architecture including priors, etc. The model learnt the MNIST dataset much better than
the CIFAR10 with a training accuracy score of 98.9% and 64% respectively, as shown in
figure 4.4.
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Figure 4.4: Training performance of model on MNIST and CIFAR10 respectively

4.3.2 Phase 2: Data Shifting

To examine aleatoric uncertainty, independent noise, namely Gaussian and Poisson, and
dependent noise, box covering features, are added to the testing dataset of both MNIST and
CIFAR10. To examine epistemic, notMNIST and CIFAR10 are passed as testing dataset
to the model trained on MNIST10. notMNIST and CIFAR10 represent a small data shift
and large data shift respectively, as shown in Fig. 4.5.

Figure 4.5: Example images of MNIST, notMNIST, and CIFAR10

4.3.3 Phase 3: Evaluation

After phase 2, the accuracy, aleatoric uncertainty, and epistemic uncertainty will be evalu-
ated based on the seven hypotheses discussed in section 4.2. To deepen the understanding
of where the model captured aleatoric and epistemic uncertainty in the image, LRP is used
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to visualize them. An example with how to interpret the plots is discussed in the next
subsection.

Visualizing Uncertainty

To further aid the examination, LRP technique is used to visualize the uncertainties cap-
tured in an image. An example in Fig. 4.3.3 is shown, where a Bayesian Lenet model
trained on CIFAR10 predicts an image of a ship. The model predicted it as a car with
prediction accuracy of 39.24, aleatoric uncertainty of 0.010049, and epistemic uncertainty
of 0.010049. The uncertainty values on their own are of no use, they only hold a mean-
ing when compared to the uncertainty values of other images. In CIFAR10, there are 10
output labels. Evd.[label], the evidence of output label value, visualizes the features that
contributed to this label node. In the ship example, EVD. car subplot shows the features
that contributed most to its predicted output. Across the 10 labels, no features contributed
to the output labels of animals. Some features contributed to the output values in vehicle
label, more in car and ship than in truck and plane. Pred. Evd., prediction evidence, is
the evidence of predicted output label value overlaid with uncertainty value for each pixel.
This means the brighter the pixel is, the more the variation in its output value indicating a
higher uncertainty value in that pixel than less bright pixels. In the ship example, the Pred.
Evd. demonstrates how the aleatoric uncertainty is more captured in the pixels around the
ship, whereas the epistemic uncertainty was more captured in the pixels of the ship itself.
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Figure 4.6: Visualization example of aleatoric and epistemic uncertainty of Bayesian Lenet
trained on CIFAR10 when tested with an image of a ship.
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Evaluation

This section discusses the results of the evaluation phase, i.e. phase 3. The model’s pre-
diction accuracy, aleatoric uncertainty, and epistemic uncertainty are studied under data
shifts and evaluated qualitatively to verify the hypotheses in section 4.2.

5.1 Metrics

In the evaluation phase, three metrics are studied:

• Accuracy

• Aleatoric Uncertainty

• Epistemic Uncertainty

The reliability of the model will be based on the evaluation of those three metrics under
the following hypotheses:

H1: Accuracy decreases with increasing noise levels

H2: The lower the accuracy the higher the uncertainty

H3: Aleatoric uncertainty increases with increasing independent noise levels

H4: Aleatoric uncertainty increases with increasing box size for dependent noise

H5: Aleatoric uncertainty is insignificantly affected by large data shifts

H6: Epistemic uncertainty is insignificantly affected by noise

H7: Epistemic uncertainty increases with large data shifts

5.2 Results

This section details the qualitative analysis that evaluates the hypotheses towards answering
the research question.

5.2.1 Behaviour of Accuracy

Results of hypotheses 1 and 2 are discussed below.
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H1: Accuracy decreases with increasing noise levels

Figure 5.1: Accuracy vs independent and dependent noise for fixed and random sampling
techniques and the both datasets MNIST and CIFAR10

As seen in Fig. 5.1, there is no significant difference in accuracy between random and fixed
sampling. It would be expected that the fixed sampling will result in a lower accuracy on
average due to fixating the model parameters after the first sample, and hence not being as
versatile anymore. However, the ensemble sampled from both sampling techniques predicts
the same output but outputs different uncertainties. This can imply that there is a low
standard deviation over the learnt parameter distributions, and hence sampling once is as
effective as re-sampling for every forward pass. However, this claim is a hypothesis that
requires further investigation and so left as future work.

Average accuracy of images with Poisson noise is lower than images with Gaussian, and
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drops quicker across increasing noise levels. That is because the model’s parameters are
sampled from Gaussian distributions (future work hypothesis). That means the model is
trained to capture and account for Gaussian noise in the training dataset. Given that the
test datasets tend to have extreme noise levels with high noise levels, the model performed
still slightly better than chance with Gaussian noise regardless of the sampling technique.

The standard error represents the deviation in accuracy across different images. At the
beginning this error was low with low noise levels and increased across higher noise levels.
This means at a higher noise levels, some images were predicted better than others in pres-
ence of random noise.

Accuracy of the CIFAR(64%) dataset is drastically lower than MNIST(98%). This is ex-
pected since the model’s training performance score was worse when trained on CIFAR10
than on MNIST.

To sum up, accuracy does decrease with increasing noise. Since the model seems to be
affected by the noise, it is valid to study the behaviour of the uncertainties under different
noise levels. Gaussian noise accuracy is higher than Poisson noise can be the effect of the
model being more resilient to the type of noise the model parameters’ distribution is based
on, but more extensive evaluation for proving this claim is future work.

H2: The lower the accuracy the higher the uncertainty

There are case scenarios in which the the model has low uncertainty despite being wrong.
This can be observed in Fig. 5.2 where the epistemic uncertainty increases across increasing
noise levels, where as the accuracy across noise levels decrease in Fig. 5.1. On top of that, the
standard error decreases at high noise levels. Those cases are a limitation to the reliability
of the uncertainties quantified by the model specially in safety critical applications. To
further investigate why the standard error is low for low accuracies, the predicted labels of
the network for wrong decisions are plotted. The model had to predict on notMNIST and
CIFAR10 despite being trained on MNIST only. It was observed that the model seems to
have an ”escape code”. Meaning, the model always picks the same label when in doubt
(shown and explained in A.3). It could be that the model could not learn that label during
training and so resembled it as noise. Therefore, the images it cannot predict are treated
as noise and hence correlated with that label. Further investigation to see the average
prediction accuracy of that label during training is required to confirm this.
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Figure 5.2: Epistemic uncertainty across noise levels for CIFAR10, random and fixed sam-
pling. There is a decreasing behaviour in the uncertainty despite a decrease in accuracy
shown in figure 5.1
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5.2.2 Behaviour of Aleatoric Uncertainty

H3: Aleatoric uncertainty increases with increasing independent noise levels

Figure 5.3: Aleatoric uncertainty vs independent noise levels for random,fixed sampling,
and both datasets MNIST and CIFAR10

This hypothesis is true except for one case scenario of passing CIFAR10 with Gaussian noise
to a model that underwent fixed sampling. For that scenario, the Gaussian uncertainty
seemed to increase until noise level 0.7 (65%) then decreased slightly again to 52%. This
is the same corner case as mentioned above (section 5.2.1) where even though the accuracy
noise levels 0.7 and higher decreased (30% to 18%), the uncertainty decreased as well.

Overall, the aleatoric uncertainty displays a proper behaviour of increasing with increasing
noise levels for random sampling techniques for both datasets. On the other hand, it behaved
differently when the model parameter sampling is fixated to the first sample (Fixed sampling
technique). The uncertainty decreased with noise sigmas > 0.7 for CIFAR10.
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H4: Aleatoric uncertainty increases with increasing box size for dependent noise

Figure 5.4: Aleatoric uncertainty vs dependent noise levels for random,fixed sampling, and
both datasets of MNIST and CIFAR10

This hypothesis is shown in Fig. 5.4 to be wrong. Aleatoric doesnt have a defined pattern
with increased box size. It sometimes increases then decreases like in MNIST dataset with
random sampling, and in others decreases then increases like in Cifar10 dataset with fixed
sampling.

Overall there is no significant difference between the three colours on the aleatoric uncer-
tainty except for the gray box having a higher aleatoric uncertainty average in CIFAR10
fixed (see appendix A.2). This was also the case for upcoming hypothesis, therefore only
black boxes are used for evaluation. A better defined priors can result in a better trained
network. Studying that effect is left as future work.

Aleatoric uncertainty in this case is dependent on which features are covered and which
features are not. This can be seen through the LRPs in Fig. 5.5. The same input image
with box size (22,22) in different location resulted in different model prediction and aleatoric
uncertainty values.
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Figure 5.5: LRPs of two similar input images with boxes of same size in different locations
resulting in different model predictions and aleatoric uncertainty values

H5: Aleatoric uncertainty is insignificantly affected by large data shifts

This hypothesis is shown to be incorrect in Fig. 5.6. Passing notMNIST to model trained on
MNIST resulted in average aleatoric uncertainty higher than MNIST. And passing Cifar10
to model trained on MNIST also resulted in a higher average aleatoric uncertainty than
MNIST, but lower than nonMNIST. This means aleatoric treats smaller data shifts (notM-
NIST) as noise and is less affected by larger data shifts (CIFAR10) in random sampling.
But treats both data shifts as noise in fixed sampling (can be seen in the LRP visualization
in 5.7).
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Figure 5.6: Aleatoric uncertainty vs data shifts
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Figure 5.7: The model with fixed sampling treats the unknown features as noise
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5.2.3 Behaviour of Epistemic Uncertainty

H6: Epistemic uncertainty is insignificantly affected by noise

Figure 5.8: Epistemic uncertainty vs dependent noise for random and fixed sampling, and
for both datasets MNIST and CIFAR10

For independent noise, this hypothesis holds for MNIST images under independent noise
under random sampling. It does not hold for the CIFAR10 images and Fixed sampling on
MNIST images, as shown in Fig. 5.8.

For dependent noise, the hypothesis only holds for random sampling in both datasets, as
shown in Fig. 5.8.

Overall, for random sampling H6 holds except for CIFAR10 dataset. For fixed sampling,
it does not hold at all. For CIFAR10 dataset, the training accuracy is low which means
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the model did not capture enough knowledge about it. Hence, the epistemic level on its
own is higher than MNIST dataset where the accuracy of training is higher. Therefore, an
undefined behaviour in CIFAR10 is observed. This means, having a training accuracy and
standard deviation of learnt parameters’ distributions above a certain threshold (finding
that threshold is future work) is needed for stable uncertainty quantification that is less
based on a guessing network.

H7: Epistemic uncertainty increases with large data shifts

Figure 5.9: Epistemic uncertainty vs data shifts for random and fixed sampling, and for
both datasets MNIST and CIFAR10

With Random sampling, the epistemic uncertainty is slightly affected by the data shift.
Notmnist epistemic uncertainty is similar to MNIST since it was captured as noise by
aleatoric due to small data shift. Whereas, CIFAR10 has slightly higher epistemic uncer-
tainty than MNIST due to a larger data shift.

With Fixed sampling, the epistemic is affected by the datashift. However, it seems to pick
up the CIFAR10 dataset features as well as the notMNISt with similar average uncertainty.
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Conclusion

BNNs allow more versatility and less overly confident decisions by capturing uncertainty in
the training data, than when using DNNs. Having the parameters sampled from a distri-
bution for every forward pass gives the opportunity to quantify the uncertainty it captured
during training. This thesis aims to understand and interpret an uncertainty quantification
method, and evaluate its reliability by studying its behaviour under shifted data.

Overall, uncertainty quantification method is able to detect small and large data shifts but
the model does not quantify the uncertainty reliably as hypothesis 4,5 do not hold and
2,3,6,7 partially holds. However, the results demonstrates that to have more reliable un-
certainty quantification, a well trained model is needed, and random sampling is preferred
over fixed sampling for calculating uncertainty due to it capturing more of the uncertainty
the model captured during training. Aleatoric and epistemic uncertainty seem to overlap
when independent or dependent noise is introduced, which requires further investigation.
This was already observed and indicated in previous research [18, 22]. To avoid such over-
lap, calculating uncertainty with a closed form solution during the forward pass instead
of estimating it with sampling techniques can be investigated. As well as this, there is a
resemblance observed between the model being more resilient to noise distributions that
the model parameter kernel is based on, which requires further investigation. To examine
that, the same pipeline can be used for a network that uses Poisson kernels. Then images
with Gaussian noise should have on average lower accuracy score than images with Poisson
noise. Another examination is required to study whether a training accuracy and standard
deviation of learnt parameters’ distributions above a certain threshold is needed for a reli-
able uncertainty quantification. In addition, ways to compute that threshold.

In general, it is observed that the reliability of the uncertainty quantification methods used
is dependent on many factors, such as, the model’s achieved training accuracy, the model
parameters’ sampling technique, dataset, and noise type. Therefore, the uncertainty quan-
tification method used is not ready to be used in safety critical applications since further
investigations are required to understand its behaviour. The pipeline introduced in this
work can be used to further asses other uncertainty quantification methods and/or different
network configurations.
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Appendix

A.1 Dependent Noise

The figure below demonstrates how the behaviour of the uncertainties do not differ across
boxes with different colours.
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Figure A.1: Aleatoric uncertainty vs dependent noise for different box colours
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Figure A.2: Epistemic uncertainty vs dependent noise for different box colours
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A.2 Escape Code

The model trained on MNISt predicts in notMNIST and CIFAR10. It is observed that the
model significantly uses one label more than the rest.

Figure A.3: Labels 4 and 8 were mostly predicted labels when the model was incorrectly
classifying.
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