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Executive Summary
Incident response can be described as addressing and managing the consequences of
security-related incidents (Ahmad, Hadgkiss, et al., 2012). Ensuring the confidentiality
and integrity of sensitive and protected data is paramount (Freiling et al., 2007). Incident
response is generally considered to be reactive and focuses on both technical aspects and
human behavior, such as incident handling and negligence (Cichonski et al., 2012). This
thesis investigates the role of incident response procedures in today’s cyber security
approach, studying the effective management of security incidents in relation to the
influencing technical and human behavioral factors (Khonji et al., 2013). Based on the
scientific knowledge generated by the study, the main influences within incident response
procedures are critically assessed to optimize incident response procedures. As a result,
the data presented in this thesis can contribute to strengthening general confidence in
the protection of sensitive data and raising users’ cyber awareness. The research question
that is central:
Research Question (RQ)
How are cyber security incident response procedures affected by technical and
behavioral characteristics?
The research question (RQ) is answered on the basis of three sub-questions. First of
all, the thesis contains a theoretical literature review in which the characteristics of a
structured procedure for response to cyber security incidents are investigated (2).
Sub-Question 1 (SQ1 )
What are the characteristics of a structured response to cyber security incidents
to optimize this procedure based on scientific literature?
This literature review was conducted to study the design and phased content of incident
response procedures and to clarify the importance of incident response in today’s cyber
security based on scientific viewpoints. A holistic approach using qualitative analysis is
used to investigate incident response procedures based on industry, international, Cyber
Intelligence and academic guidelines and principles. The aim is to identify and analyse
the technical and behavioral features of a structured cyber security incident response
procedure.
This thesis provides extensive research and analysis of SQ1, leading to the following
conclusions (2.9). Incident response industry, international and academic guidelines and
principles have a common agreement; the division of an incident response procedure into
a number of phases (Jaatun et al., 2009). These incident response phases represent the
full spectrum of an incident response procedure, consisting of: preparation, detection
ii
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and analysis, containment, eradication, recovery and post-incident activity (Cichonski
et al., 2012; Mitropoulos et al., 2006). Based on this study, the characteristics of each
incident response phase are described as follows:
1. Preparation. Identify technical weaknesses and vulnerabilities (e.g., in networks,
backups, spam filters, security policies and procedures). Determine the risks of
vulnerabilities and cyber security incidents (e.g., through risk assessments). Verify
the implementation and enforcement of incident response procedures. Inform and
train users on how to respond to cyber security incidents (e.g. through online or
third-party training programs).
2. Detection and analysis. Detect and identify infected resources and damage. Detect correlating information indicating malicious activity (Cichonski et al., 2012).
Identify the amount of security work required by the incident. Analyze and communicate the incident with parties and organizations involved in incident response.
3. Containment. Remove infected systems from the network and/or block them.
Shut down the system or perform a system reinstallation only as a last resort to
get the infection under control. Mitigate vulnerabilities that can be exploited by
malicious code.
4. Eradication. Change passwords. Isolate, quarantine, delete and replace infected
files. Verify and mitigate vulnerabilities for other hosts in the organization.
5. Recovery. Rebuild, restore and/or reinstall systems and services. Patch the
system to ensure cyber security. Verify that affected systems are functioning normally. Review of protective and detective methods. Implement monitoring tools
to detect future cyber security incidents. Conduct a security audit.
6. Post-incident activity. Conduct a root cause investigation. Hold meetings to
assess damage, develop lessons learned and future perspectives. Process collected
data. Retain evidence for the prosecution of offenders, on a time and cost basis.
Prepare a report that informs third parties. Inform the public of the findings and
conclusions.
Second, this thesis conducts an extensive scientific literature review exploring the concepts and associated features of a behavioral model (models the factors that influence
behavior) to improve the response to cyber security incidents (3). More specifically,
this model is used to understand and positively address human behavior in an incident
response context.
Sub-Question 2 (SQ2 )
What are the characteristics of a scientific theory-based behavioral model related
to the response to cyber security incidents to optimize this procedure?
This chapter contains a detailed literature review of SQ2 on the behavioral sciences
linked to incident response, intended to gain insight into the factors that can influence
the behavioral intention and consequent behavioral response of users, in the interest
of cyber security. A holistic approach with a qualitative analysis is used to identify
and study the concepts of six theory-based behavioral models that apply to the science
of cyber security incident response. One of these models is dissected and analyzed to
determine the operating factors of the selected model. Recommendations are made to
positively influence the individual behavioral response that can lead to cyber security
incidents. Such behavioral responses cover the phases of incident prevention, lead-up to
detection and post-incident activities within the incident response process (2).
iii
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Based on substantiated considerations, a behavioral model has been chosen that can
provide more insight into the relationship between incident response and safe cyber behavior: the Ability, Motivation, and Opportunity (AMO) framework. This framework
includes three psychological concepts that influence behavioral intentions and behavioral responses. Ability encompasses the set of skills and abilities required to perform
a particular behavior; Motivation is the driving force behind behavior; Opportunity encompasses the social and situational constraints that influence behavioral performance
(Hughes, 2007). According to the research results of this thesis, these three concepts
form a structural part of the response behavior that may or may not trigger a cyber security incident. To effectively prevent such incidents, all three variables must be mutually
and optimally utilized and applied (Siemsen et al., 2008). The decreased presence of one
of the AMO variables in user response behavior is associated with decreased cognitive
stimuli and suggests a decrease in human interest in responding to security incidents
(Hughes, 2007). For example, a lack of motivation indicates a lack of safety-oriented human behavior, because the cognitive incentive to cooperate is limited. The researcher of
this thesis makes recommendations to improve the response to cyber security incidents
in relation to the behavioral concepts of the AMO framework as follows (3.6):
1. Learning. Focus on continuous learning and sharing information about lessons
learned with individuals and departments in the organization. Document, review,
present and integrate these lessons learned into the incident response process for
future improvement (Ahmad, Hadgkiss, et al., 2012). Teach and train users about
visual deception techniques and how to properly respond to these types of attacks
(e.g., through online or third-party training programs, surveys, e-learning). Set
challenging and specific goals, such as learning through social phishing attacks
and/or incident response training.
2. Incentives. Clarify the objectives of the incident response and justify their importance. Clear and sufficient communication will motivate individuals. Reinforce
adequate cyber behavior of employees in a positive way through rewards. Update and/or delete redundant information from computer systems to maintain an
overview.
3. Design. Document, review and discuss the behavioral characteristics that influenced the cyber incident. Improve and/or create new incident response procedures,
models and resources which explicitly include behavioral characteristics. It is not
feasible to address all aspects of incident response as cyber crime comes in many
types and operating conditions differ. Use the AMO framework as a starting point
when evaluating security behavior in relation to incident response.
4. CSIRT. Provide adequate personnel to staff the team on a permanent basis. Provide adequate resources (e.g., time and money) to maintain, develop, and improve
IT and security capabilities and to mitigate problems, such as legal issues related
to incident response. Temporarily change roles to gain expertise in different areas of incident response. Provide opportunities for external activities (e.g., safety
education and training and/or conducting research).
Third, a case study is conducted with an in-depth analysis of the security incident at
Maastricht University (UM) (4).
Sub-Question 3 (SQ3 )
What can be learned based on the factors that negatively influenced the incident
response procedure before, during and after the security incident at Maastricht
University on December 23, 2019?
iv
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The purpose of this study is to illustrate incident response theory by showing how these
insights in relation to the incident of Maastricht University (UM) have worked out.
Qualitative research has provided insight into the characteristics - both technical and
behavioral - of the incident response procedure during the incident. Scientific literature,
public documents and public records related to the incident have been studied and
analysed. In addition, the Security Operations Center of Maastricht University (UMSOC) has been interviewed to test and verify information from these official documents
(Appendix A: Interview UM-SOC). UM-SOC in collaboration with Fox-IT’s incident
response team were responsible for handling the aftermath of the UM incident (4).
This thesis provides a comprehensive investigation and analysis of SQ3, leading to the
following conclusions (4.3). The UM incident was made possible by a successful phishing attack that gave hackers access to the network (Ministerie van Onderwijs, 2020a).
The implementation of ransomware - malware that encrypts files and creates ransom
demands - rendered files and basic infrastructure inaccessible (Dijkstra et al., 2020).
This attack paralyzed online backup servers, making a full system recovery impossible.
Encrypting these servers took the hackers only 50 minutes (4.2.2) (Ministerie van Onderwijs, 2020a). After extensive investigation, UM and Fox-IT jointly concluded that
technical problems and negligent human intervention led to incident response errors
during incident prevention and detection (Dijkstra et al., 2020). The security incident
was possible due to a series of influencing factors that are both technical and behavioral
in nature:
1. Technical factors. Security updates were missing or not up to date. There was
only limited segmentation within the network. There was no solution for network
logging and monitoring. There was no common administrative database and offline
backups, ransomware encryption was unbreakable, and the time it took to rebuild
the IT infrastructure was significant.
2. Behavioral factors. Awareness campaigns did not target malware. Two inattentive employees who opened a malicious Excel document (negligent security
behavior). There was no complete overview of the IT infrastructure (only limited
insight into cyber resilience). Failure to notice and follow up on security notifications and alarms. The continuation of education and the progress of the exams on
January 6, 2020.
A number of lessons have emerged from this case that provide insight into the shortcomings and mistakes made (4.2.5). These lessons derived from the UM Incident are both
technical and behavioral in nature and have been verified with literature and documentation from the Education Inspectorate (Ministerie van Onderwijs, 2020a), UM-SOC
and Fox-IT (Dijkstra et al., 2020). These lessons are summarized by the author of this
thesis as follows:
1. Technical lessons. Update software proactively. Improve network and host
level (permissions) segmentation. Build and implement a network logging and
monitoring solution. Configure a common management database to efficiently
locate active and inactive computers and servers. Configure both offline and online
backup servers.
2. Behavioral lessons. Educating and training users to provide the most up-to-date
cyber security insights to distinguish phishing from legitimate emails can be an
effective tool against phishing (Dijkstra et al., 2020; Jagatic et al., 2007; Jansson
et al., 2013; Khonji et al., 2013; McCall et al., 2005; Ministerie van Onderwijs,
2020a; Sheng et al., 2010).
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The UM case (4) shows that the proposed recommendations for optimizing the incident response procedure only related to the prevention phase and the transition phase
from prevention to the moment of detection. Within this specific incident response
phase, the causes were identified that triggered a snowball effect, which ultimately led
to the incident. From this point of view, the incident response procedure followed was
mainly influenced by identifiable factors during the prevention process and the runup to detection. UM has its own Cyber Security Incident Response Team (CSIRT)
(3.5) whose essential function is to prevent (proactive) and respond (reactive) cyber
security. As concluded, UM’s proactive and reactive approach to the security incident
included both technical and behavioral errors, suggesting the need for a reconsideration
of this team and/or incident response procedures (Ministerie van Onderwijs, 2020a).
In order to be optimally prepared for cyber crime in the future, such as at UM (4), a
prevention-oriented organizational culture is necessary to promote continued awareness
of the technical and behavioral characteristics of cyber security.
This thesis recommends to put the prevention phase at the center of the incident response process and not to see it predominantly as a supplement to the reactive phases.
It is of fundamental importance to structurally deploy a specialized incident response
team (CSIRT), with the primary focus on strengthening prevention measures aimed at
technique and behavior to guarantee the quality of the incident response process. This
study has laid the foundation for meeting these conditions. In line with the research
question, the researcher makes four recommendations (5.1.4). In appendix B these recommendations are brought together in a so-called Roadmap for the implementation of
incident response procedures.
Recommendations
1. Change the common view that incident response is basically reactive. Incident response procedures should primarily be regarded as proactive, aimed
at preventing and/or limiting security incidents. A changed view can contribute to a shift in focus within the incident response procedure.
2. Compile incident response procedures that include behavioral characteristics as standard, in addition to the technical characteristics. Consult the
so-called Roadmap for the implementation of incident response procedures
(Appendix B: Roadmap).
3. Within organizations that are vulnerable to IT, arrange a CSIRT to fulfill
a monitoring function, with the primary focus on the prevention phase.
This company-specific CSIRT can structurally manage and support the
proactive actions of the employees and safeguard the targeted approach to
security incidents.
4. Ensure that the members of a CSIRT have explicitly specialized knowledge
of behavioral characteristics that influence security incidents, in addition
to extensive knowledge of the technical context.
The results of this thesis will be used as a guideline for the review and restructuring of
security advisory services for Secura. Secura is already using parts of this thesis for the
benefit of their Behavioral Department.
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Glossary
CF Computer Forensics (CF) is the investigation and determination of facts in criminal
and civil courts using science and technology (Houghton, 2000).
CISO Chief Information Security Officer (CISO) is the supervisor within the organization responsible for establishing and maintaining the protection of information
assets.
CMT Crisis Management Team (CMT) is a policy-based, communication center that
provides support in the event of a calamity and guarantees business continuity.
CSIRT Cyber Security Incident Response Team (CSIRT) is a group of Information
Technology (IT) professionals responsible for coordination, support and response
to a cyber security event or incident.
GDPR The General Data Protection Regulation (GDPR) is a legal framework in European Union (EU) law that sets data protection and privacy standards regarding
the collection and processing of personal data.
ICT Information and communication technology (ICT) includes information communication between physical lines, wireless signals, computers and software.
IR Incident Response (IR) is the act of addressing and managing the consequences of
a cyber security incident - an event that jeopardizes the confidentiality, integrity
or availability of systems and/or data (Ahmad, Hadgkiss, et al., 2012; Hathaway
et al., 2012). In this study, we define IR as the generic term for the response to
cyber security incidents.
IT Information Technology (IT) refers to the complete information domain, which includes hardware, software, peripherals and networks.
NIST National Institute of Standards and Technology (NIST) is the leading institute
that deals with cybersecurity-related issues (Cichonski et al., 2012). It is a nonregulatory federal agency of the United States Department of Commerce that
serves as an impartial source of scientific data and practices.
SOC Security Operations Center (SOC) is a centralized department that houses the
Information Technology (IT) professionals (Bhatt et al., 2014).
UM-SOC Security Operations Center (SOC) of Maastricht University (UM) - abbreviated to UM-SOC - is a group of information security professionals responsible
for handling the security incident at Maastricht University (UM).
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Chapter 1

Introduction
”A person who never made a mistake never tried anything new.”
— Albert Einstein (Einstein, 1901)
This chapter provides a general introduction to the subject of study: ”The Influence
of Technical and Behavioral Characteristics on Response Procedures for Cyber Security
Incidents”. First of all, the motivation and background for this thesis are presented
in Section 1.1. Subsequently, Section 1.2 and 1.3 provide an explanation of the main
research question and associated sub-questions. This outlines the context of the study
and how the results contribute to a response process to cyber security incidents. Sections
1.4 and 1.5 describe the practical relevance and target group of this thesis. Finally,
Section 1.6 provides an overview of the thesis with a presentation of the document
structure.

1.1

Motivation

Cyber security has become a topic of global concern (Von Solms et al., 2013). Cyber
security incidents are common due to a profitable business model and low risk of repercussions. The protection of the confidentiality, integrity and accessibility of information
resources should therefore be given high priority (Cichonski et al., 2012). Empirical
evidence suggests that even the most sophisticated users can become victims of cyber
crime and security breaches (Mitropoulos et al., 2006). Preventing and responding to
these incidents - known as Incident Response (IR) - is paramount. More specifically, IR
is the handling and management of the consequences of a cyber security incident - an
event that jeopardizes the confidentiality, integrity or availability of systems and/or data
(Ahmad, Hadgkiss, et al., 2012; Hathaway et al., 2012). IR concerns not only the technical but also the human factor, as people are potential targets who can unknowingly
participate in a cyber incident.
A delicate balance can be observed. The growing dependence on Information Technology
(IT) increases the risk of cyber security incidents. At the same time, the interface of
IR is expanding further. The increasing risks of cyber security incidents underscore
the importance of IR. Scientists agree that cyber weaknesses need to be addressed,
but at the same time note that action perspectives are often lacking (Tøndel et al.,
2014). According to a survey by Line et al. (2014), most companies surveyed lacked a
clear definition of a security incident. This led to the findings that organizations and
individuals dealing with IR can use expert support in dealing with cyber security.
1
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1.2. Research Question

In countering security incidents, the question of when a cyber security breach will occur
is very relevant (Kral, 2011). Responding effectively to such incidents is a complex
process. Efficient IR requires sound planning and adequate resources (Cichonski et al.,
2012). IR is generally considered to be reactive and addresses technical issues as well
as vulnerabilities in human behavior, such as patch management, log monitoring and
human error (Ahmad, Hadgkiss, et al., 2012; Cichonski et al., 2012; Jaatun et al., 2009;
Mitropoulos et al., 2006). It is important to package the response to cyber security
incidents structurally in formal processes and procedures in order to reduce risk factors
with a significant impact on cyber security.
The results of this thesis will be used as a guideline for the review and restructuring of
security advisory services for Secura1 . Secura’s business solution for security awareness,
training and behavior2 will be extended with the basics of IR theory. In this way Secura
can not only offer a program for customers aimed at awareness and behavior, but also
in the context of incident detection, handling and recovery. Secura is currently using
parts of this thesis for the benefit of their Behavioral Department.

1.2

Research Question

Within the scientific literature, the definition of the term cyber security is not always
unambiguous and has several meanings. Solms et al. (2013) showed that cyber security and information security, while often used interchangeably, are not identical. They
define cyber security as the security of online information in combination with the protection of those who function online. In addition, the general security objectives are
linked to confidentiality, integrity and availability. Thus, the study by Von Solms et al.
(2013) suggests not to use the term information security as it refers to online information
security without human behavior as a potential target. For reference, the importance
of the behavioral component in cyber security is also highlighted in articles by Ahmad,
Hadgkiss, et al. (2012), Cichonski et al. (2012), Jaatun et al. (2009), and Mitropoulos et al. (2006). Based on these theoretical findings, both technical and behavioral
characteristics have been included in the main research question of the thesis.
In line with this research recommendation, the relationship between the response procedures for cyber security incidents and the influence of both technical and behavioral aspects is investigated. This thesis is framed with the following research question
(RQ):
Research Question (RQ)
How are cyber security incident response procedures affected by technical and
behavioral characteristics?

1.3

Sub-Questions

To answer the research question (1.2) effectively, a number of sub-questions (SQ) are
defined. In this section, each sub-question is introduced based on a definition, type of
study and its purpose.
1 Secura.

About. https://www.secura.com/about (obtained April 11, 2021).
Security Awareness & Behavior [SAFE]. https://www.secura.com/services/people/safe
(obtained March 20, 2021).
2 Secura.

2

Chapter 1. Introduction

1.3. Sub-Questions

Sub-Question 1 (SQ1 )
What are the characteristics of a structured response to cyber security incidents
to optimize this procedure based on scientific literature?
The first sub-question (SQ1 ) concerns a scientific search for the characteristics of a
structured method for dealing with cyber security incidents (2). The basis of SQ1 is a
literature review, in which data is collected through research and analysis of Incident
Response (IR) literature, standards, guidelines and principles (Ahmad, Hadgkiss, et al.,
2012; Brewster et al., 2012; Calder et al., 2012; Cichonski et al., 2012; Freiling et al.,
2007; Grispos et al., 2015; Kral, 2011; Maj et al., 2010; Mandia et al., 2003; Mepham
et al., 2014; Mitropoulos et al., 2006). This qualitative study aims to understand the
technical and behavioral characteristics of a structured procedure for cyber security
incidents. The study is investigative and analytical in nature.
Sub-Question 2 (SQ2 )
What are the characteristics of a scientific theory-based behavioral model related
to the response to cyber security incidents to optimize this procedure?
The second sub-question (SQ2 ) focuses on research into how behavioral characteristics
affect response procedures for cyber security incidents. A literature review forms the
basis of SQ2, in which data is collected through research and analysis of behavioral
literature (Ahmad, Maynard, et al., 2015; Ajzen, 1991; Bada et al., 2019; Binney et al.,
2006; Bulgurcu et al., 2010; Cichonski et al., 2012; Cusick et al., 2010; D’Arcy et al.,
2009; Davis, 1985; Dixon, 1999; Fishbein et al., 1975; Hazari et al., 2008; Ifinedo, 2012;
Lazenby, 2008; Lebek et al., 2014; MacInnis et al., 1989; Maclnnis et al., 1991; Metzger
et al., 2011; Ng et al., 2009; Padayachee, 2012; Pieters, 1991; Rogers, 1983; Rosenstock,
1974; Siemsen et al., 2008; Vance et al., 2012). A qualitative study provides insight into
the factors in people’s behavior that influence their response to cyber security incidents.
The study is investigative and analytical in nature.
Sub-Question 3 (SQ3 )
What can be learned based on the factors that negatively influenced the incident
response procedure before, during and after the security incident at Maastricht
University on December 23, 2019?
1. Which factors had a negative influence on the security measures taken by
Maastricht University prior to the incident?
2. How and when was the incident detected?
3. How was the security incident handled?
4. What were the main results of the investigation into the security incident?
5. What lessons can be derived from the security incident?
SQ1 and SQ2 qualitatively and holistically address the scientific side of the main research question with answers to how IR theory is affected by technical and behavioral
characteristics. However, to fully understand how this IR theory is used in a case study
that is both empirical and pragmatic, additional research is needed. Therefore, the third
sub-question (SQ3 ) concerns an in-depth analysis of the application of the IR procedure based on a case study of a cyber security incident at Maastricht University (UM)
3
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1.4. Relevance

(4). A qualitative study is carried out to gain insight into the technical and behavioral
characteristics of the response procedure used at UM at the time of the incident. The
purpose of the case study is to assess how the IR theory worked out in practice during
the UM incident. The case study is exploratory and interpretative in nature.
The main research question and sub-questions are intended to optimize and expand
the working method for first-line services within Secura’s security advice department.
Secura’s aim is to support the response to cyber security incidents within the behavioral
department and other business processes, such as their IT and OT services.

1.4

Relevance

Cyber security incidents will continue unabated, making it essential to develop scientific
models for coherently effective response (Cichonski et al., 2012; Mitropoulos et al., 2006;
Sheng et al., 2010). This study focuses on these scientific models and aims to increase
cyber resilience and protect social and economic stability against cyber threats and
risks (Cichonski et al., 2012; Kral, 2011). Incident Response (IR) is an indispensable
security procedure for organizations that want to prevent, mitigate and manage incidents
quickly and effectively (Ahmad, Hadgkiss, et al., 2012). An important function of IR
is to guarantee the online confidentiality and integrity of files and data (Freiling et al.,
2007). The secure use of digital systems within organizations is a vulnerable process, in
particular because of the risk of human negligence; people are the weakest link in cyber
security (Cichonski et al., 2012).
Scientific literature on IR is not yet widespread. Much of this scientific documentation consists of industry white papers describing recommended (technical) practices
for implementing potential IR procedures in organizations. For example, best practice
guidelines describe the procedures and actions to be taken in the event of a security
breach or incident (Brewster et al., 2012; Cichonski et al., 2012; Kral, 2011; Maj et al.,
2010). The discovery of new attack types and their responses is of particular importance
(Mitropoulos et al., 2006). The IR studies conducted primarily focus on technical aspects, with less attention being paid to holistic behavioral perspectives (Siponen et al.,
2014). Despite the fact that some researchers have looked at less traditional aspects
of the IR process (Ahmad, Hadgkiss, et al., 2012; Werlinger et al., 2010), limited research has been conducted into the joint implementation of technical and behavioral IR
functions.
On the one hand, the study focuses on safeguarding the confidentiality and integrity
of sensitive and protected files and data, on the other hand, the emphasis is on the
influence of human behavior within the IR procedure. Analyzing and assessing how a
cyber security IR procedure is affected by technical and behavioral characteristics makes
this study relevant. Secura endorses the relevance of this study, because there is still
no consensus within the company about how employees can be deployed within firstline cyber security. The results of the literature review and the case study can provide
direction for the way in which Secura properly organizes this first-line cyber security. In
this way, the study contributes to the awareness of employees with regard to the factors
that play a role in IR practice cases, which ensures that these security incidents can be
tackled more efficiently and effectively.
As noted, Secura is currently using parts of this study for the benefit of their Behavioral Department. Secura states that a number of examples from this thesis are used
in commercial texts. These texts are still in draft at the time of writing this thesis.
Furthermore, Secura partly applies the literature study on the Health Belief Model
4
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1.5. Audience

(HBM; 3.2.1) in their internal motivation research. This research includes a survey on
Self-Efficacy (3.4.1) and Motivation (3.4.2) theory taken from this thesis.
In the future, Secura will use this study to further investigate the practical implementation of IR and the researched scientific models. This information will be used to support
the Secura sub-products (such as surveys, phishing tests, e-learning) with the scientific
theories presented in this thesis.

1.5

Audience

The target group of this thesis is formed by teachers and students of the TRU/e Cyber
Security Master Track and members of Secura - the supervisory company for this study.
Secura was founded in 2000 and currently has offices in Amsterdam and Eindhoven, The
Netherlands. It is privately owned and not a reseller of products or services. Secura
offers clients holistic cyber security services in the field of advice, testing, training and
certification from the perspective of people (behavior), process and technology (IT, OT,
IoT)3 .
In addition, the thesis is carried out within Secura’s Behavioral Department - known as
the Market Group Behavior. This department is responsible for providing services to
reduce human risk factors in cyber security. The service focuses on increasing security
awareness and offering a behavioral training program to increase the cyber security of
employees. For example, social phishing and engineering campaigns and cyber resilience
training4 . Adequate safety-oriented behavior is promoted by working together in a team
of psychologists and information security experts who analyze what employees need in
terms of motivation, opportunities or knowledge. In general, just increasing knowledge
is not the ultimate solution to make employees behave more safely.
The program offered so far was based on human behavioral risk factors before a cyber
incident occurred and did not cover the full spectrum of Incident Response (IR). Due
to the need for improvement, Secura has requested a literature study to renew the
existing program in the field of IR, with the request to include the connection with
technical and behavioral aspects. Therefore, in addition to the technical side, this thesis
also contains behavior-specific characteristics for response procedures in cyber security
incidents.
A list of abbreviations and a glossary are included in the thesis for consultation. Abbreviations are used to avoid unnecessary repetition. Due to the diversity of the public, the
use of terminology is limited where possible to increase readability for different target
groups.

1.6

Thesis Outline

In this thesis, the characteristics of a cyber security Incident Response (IR) procedure
are analyzed and investigated (1.2). The thesis focuses on a cyber security IR procedure
and places itself at the intersection of technical and behavioral characteristics. These
characteristics are investigated in the following chapters on the basis of two literature
studies (2)(3) and a current case about a cyber security incident with a high impact
(4). In particular, the goal is to define, optimize and future-proof IR procedures using
3 Secura.
4 Secura.

Services. https://www.secura.com/services (obtained March 31, 2021).
People. https://www.secura.com/services/people (obtained March 31, 2021).
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1.6. Thesis Outline

technical and behavioral recommendations to strengthen the foundation of Secura’s
security advisory services.
For this thesis, the scope is limited to one case study. The description of Secura’s
graduation assignment (Ruisbroek, 2020) underlined the importance of investigating
and analyzing security incidents in real-life cases in order to draw conclusions about
security awareness and IR. The researcher of this thesis, in consultation with Secura,
has opted for one specific case study concerning Maastricht University (UM). Several
factors influenced the choice to focus the study on the security incident at UM:
1. History and reputation. UM is well positioned in the Netherlands as a renowned
university with a solid reputation among scholars.
2. Nationality and language. In consultation with Secura it was decided to limit
the scope to a national organization.
3. Connections. Secura has internal connections within UM that can contribute to
the study.
4. Research similarity. Both the security incident at UM and the research question
of this study are subdivided on the basis of technical and behavioral IR characteristics.
The research question (1.2) is answered on the basis of three sub-questions (1.3). The
structure of this thesis follows the same format as the structure of the sub-questions
(1.3). Chapter 2 includes a scientific literature study to analyze and define a structured
procedure for response to cyber security incidents. This literature review is conducted to
study IR procedures and to clarify the scientific viewpoints and significance of IR in current cyber security (2.2). Subsequently, the IR procedure used to carry out the study is
described (2.3). This procedure is divided into several stages using qualitative methods,
each of which is discussed separately. The distinguished phases are based on IR models that are used in practice, derived from the literature review (2.2) (Cichonski et al.,
2012; Kral, 2011). The aim is to determine the technical and behavioral characteristics
of each IR phase as accurately as possible, as well as to examine its interpretation and
implementation. A sophisticated procedure guarantees the confidentiality and integrity
of files and data during a security incident.
Chapter 3 presents the results of an extensive literature review on behavioral sciences
in cyber security, aimed at identifying applied theories and understanding the cognitive
determinants. As a result of this study, six literature-based behavioral models are further
studied, one of which is empirically analyzed and decomposed in terms of IR. By mapping
out which factors of this model influence the response to cyber security incidents, the
adequacy of human actions during a security incident can be better guaranteed.
Chapter 4 conducts the case study with an in-dept analysis of the security incident at
Maastricht University (UM) - known as the UM incident. The case study was chosen to
gain concrete, contextual and in-depth knowledge about the specifics of the IR procedure used before, during and after the incident. The qualitative research in this study
provides insight into the IR characteristics of the procedure followed - both technical and
behavioral - during the incident. The case study is set up around structured, individual
questions to analyze the IR procedure: from preparation to lessons learned. To analyze and assess this information from literature and public documents, an interview was
conducted with a contact person of the Security Operations Center of Maastricht University (UM-SOC) (Appendix A: Interview UM-SOC) (Dijkstra et al., 2020; Hofmans,
2020; Ministerie van Onderwijs, 2020a,b). UM-SOC, in collaboration with Fox-IT’s IR
team, was responsible for handling the aftermath of the UM incident.
6
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1.6. Thesis Outline

The structure of each literature study in Chapter 2 and 3 (SQ1 and SQ2 ) is defined
as follows: introduction, theoretical framework, research method (research design), research results, conclusion and discussion. It should be emphasized that this study does
not address other aspects of IR, such as computer and network forensic techniques and
analysis.
Chapter 5 focuses on the theoretically substantiated conclusions that are related to the
main research question and the separate sub-questions. Recommendations are given to
refine the IR procedure.
In this study, the distinction between scientific work of the author of this thesis and
scientific work of others is made visible by applying distinguishing terms. Terms such
as ”thesis”, ”study”, ”case study”, ”literature study”, ”literature review”, ”researcher”,
”chapter”, and ”section” refer to the work performed by the author of this thesis. Terms
such as ”research”, ”literature search”, and ”investigation” refer to the scientific work of
others. These designations are leading unless otherwise stated. It should be noted that
although the word ”research” generally refers to work by other scientists, the researcher
of this thesis does use the terms ”research question” and ”research design”. The delineation of all these concepts will contribute to the clarity in reading this study.
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Chapter 2

Incident Response: A
Structured Procedure
”There are only two types of companies: those that have been hacked and
those that will be. And even if they converge into one category: companies
that have been hacked will be hacked again.”
— Robert Mueller (Director FBI; 2012)
This chapter presents a scientific literature review that examines and analyzes a structured Incident Response (IR) procedure to optimize the response to cyber security incidents. With a focus on a security IR procedure, the study places itself at the intersection of technical and behavioral characteristics. In this chapter, the focus will be
on the technical features. The aim is to study and compare theoretical frameworks related to international and industry standards, guidelines and principles. Based on this
comparison, a substantiated choice is made for one specific IR procedure, which is then
discussed per phase and recommendations are made. This study is investigative and
analytical in nature. The following sub-question (SQ1 ) is investigated (1.3):
Sub-Question 1 (SQ1 )
What are the characteristics of a structured response to cyber security incidents
to optimize this procedure based on scientific literature?
The structure of this chapter is as follows. The topic, problem definition and objective
are introduced and discussed in Section 2.1. Subsequently, Section 2.2 provides the
theoretical framework of IR procedures, standards, guidelines and principles, all reflecting different phases using best practices for incident isolation, handling and response.
These frameworks are based on industry (2.2.1) and international (2.2.2) standards and
guidelines that apply to practice (Cichonski et al., 2012; Kral, 2011). Furthermore, the
research design is presented in Section 2.3, in which a IR method is divided into different
phases. Each phase is discussed one after the other: the Preparation phase in Section
2.4, the Detection and Analysis phase in Section 2.5, the Containment phase in Section
2.6, the Eradication and Recovery phase in 2.7, and Post-Incident Activity phase in
Section 2.8. The aim is to get an overview of the technical characteristics of each IR
phase, also taking into account the behavioral characteristics. Finally, Sections 2.9 and
2.10 describe the conclusion and discussion of this study.
8
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2.1

2.1. Introduction

Introduction

Over the past quarter century, cyber crimes have exploded in complexity, impact and
scale (Clough, 2015). These complex and extensive cyber crimes ranges from adware,
ransomware and spyware to Distributed Denial of Service (DDoS) and targeted phishing
attacks. However, as cyber crime has become more sophisticated, so have cyber crime
prevention, defense and response techniques.
Incident Response (IR) describes the approach to cyber security-related incidents and
management of the consequences (Ahmad, Hadgkiss, et al., 2012). The importance of a
structured IR procedure has been emphasized in numerous studies (Ahmad, Hadgkiss,
et al., 2012; Brewster et al., 2012; Calder et al., 2012; Cichonski et al., 2012; Freiling et
al., 2007; Grispos et al., 2015; Kral, 2011; Maj et al., 2010; Mandia et al., 2003; Mepham
et al., 2014; Mitropoulos et al., 2006). The advantages of IR is the systematic response
to cyber security incidents based on predefined methodologies (2.2). This structured
way of working ensures that appropriate measures are taken, minimizing the effects
and consequences of the incident (Cichonski et al., 2012). IR is generally considered
to be reactive, focusing on technical and human behavioral factors, such as incident
eradication, recovery and human error (Ahmad, Hadgkiss, et al., 2012; Cichonski et al.,
2012; Jaatun et al., 2009; Mitropoulos et al., 2006). Based on a structured approach
to cyber security prevention, detection and mitigation, IR procedures provide tools to
protect and restore the online service (Freiling et al., 2007).
In IR procedures, the question to what extent a breach of cyber security will occur is less
relevant. The central question is when this will happen and how it can be anticipated
effectively (1.4) (Kral, 2011). However, responding effectively to these security incidents
is a complex process; efficient IR requires structured planning and aligned resources
(Cichonski et al., 2012). In this study, the features of a structured IR procedure are
explored using scientific literature to provide a substantiated overview of IR theory.
These characteristics are analyzed in stages based on industry standards, guidelines and
principles for IR, using qualitative methods.
The aim of this research is to distinguish and analyze the IR phases in order to study the
influence of the technical characteristics per phase, indirectly including the behavioral
characteristics. Secura - the oversight company for this study - will use this information
to assess and restructure security advisory services for their behavioral division. The
model that is the focus of this chapter will be further investigated in Chapter 4 on the
basis of a case study.

2.2

Theoretical Framework

A variety of scientific books, papers and articles report on the Incident Response (IR)
procedure, its main associated methodologies, best practices, and well-known providers
of IR guidelines and principles. In the scientific literature, recommendations for incident
management activities generally refer to two types of standards: industry (2.2.1) and
international (2.2.2). Additional guidance can be obtained from academia (Mandia et
al., 2003; Mitropoulos et al., 2006) and from a military or cyber intelligence standpoint
(2.2.3). The purpose of these guidelines and principles is to provide a structured overview
of the handling processes for computer security incidents (Mepham et al., 2014).
This section provides an overview of the theoretical frameworks that are relevant to answer sub-question SQ1 (1.3). The information presented comes from scientific resources
on the industry and international standards for IR procedures.
9
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2.2.1

2.2. Theoretical Framework

Industry Standards

The main theories, guidelines and principles related to industry IR standards are presented by NIST 800-61 (Cichonski et al., 2012), NIST 800-53 (Force, 2020), SANS (Kral,
2011), ENISA (Maj et al., 2010) and ITIL (Brewster et al., 2012; Palilingan et al., 2018).
As indicated, various guidelines have also been drawn up by scientists such as Mandia
et al. (2003) and Mitropoulos et al. (2006).
The documents outlining the industry and academic guidelines and principles generally
reflect well-structured procedures consisting of separate stages to isolate and respond to
cyber security incidents. The procedures described have a common basis; dividing an IR
procedure into a number of phases (Jaatun et al., 2009). For example, the ”Computer
Security Incident Handling Guide” by the NIST (Cichonski et al., 2012) demonstrates
a cyclical IR process from incident Preparation (prevention) to the Post-Incident Activity phase (lessons learned after an incident handling) and vice versa, with an inner
loop to return from the Containment, Eradication and Recovery phase to the completed
Detection and Analysis phase if necessary (Figure 2.1). In Kral’s ”SANS Institute Incident Handler’s Handbook” (Kral, 2011), a similar cyclic IR process is established,
but without the internal feedback loop between the Detection and Analysis phase on
the one hand and the Containment, Eradication and Recovery phase on the other. An
important difference with regard to both procedures can also be seen in the division of
phases: within the NIST 800-61 Incident Handling Process, the Containment, Eradication and Recovery phases are combined into one response phase, while these phases are
split within the SANS cycle (Figure 2.1) (Cichonski et al., 2012; Kral, 2011).
DePaul and SANS Incident Response Cycle

NIST Special Publication 800-61
Incident Handling Process
1. Preparation

Preparation

2. Detection and
Analysis
3. Containment,
Eradication and
Recovery
4. Post-Incident
Activity

Lessons Learned

Identification

Recovery

Containment
Eradication

NIST Cycle

SANS Cycle

Figure 2.1: Incident response procedures adopted from NIST (Cichonski et al., 2012)
and SANS (Kral, 2011)
While industry IR guidelines and principles have evolved over the years as a result
of advancing insights, these standards differ slightly from each other. The approach to
security problems based on best practices is broadly presented in a similar way (Mepham
et al., 2014). For example, the standards by NIST (Cichonski et al., 2012; Force, 2020),
SANS (Kral, 2011), ENISA (Maj et al., 2010) and ITIL (Palilingan et al., 2018) all
describe a preparation, detection and analysis phase to prevent and respond to cyber
security incidents. The identified differences mainly relate to the number of phases to be
distinguished, the merging or splitting of sub-phases, but also to the choice of naming per
phase. For example, within the NIST 800-61 guideline the last phase of the procedure is
referred to as Post-Incident Activity and in the SANS guideline as Lessons Learned. In
general, NIST and SANS industry standards have a similar goal of providing a coherent
and effective planning for the implementation and interpretation of IR. The aim is to
reduce risks, repair vulnerabilities within security procedures and minimize the effect of
cyber incidents (Mitropoulos et al., 2006).
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International Standards

A similar perspective to the industry standards for IR is also reflected in the International Organization for Standardization (ISO). As an independent, non-governmental
multinational body, ISO provides international guidelines for IR across a wide variety
of industries (Naseer et al., 2021). The main IR guidelines and theories are dissected in
the ISO27001 (ISO/IEC 27001:2017), ISO27002 (ISO/IEC 27002:2013) and ISO27035,
part 1 (ISO/IEC 27035-1:2016) and part 2 (ISO/IEC 27035-2:2016).
ISO27001 is an international standard that specifies how to manage information security
in organizations. This standard describes non-technical guidelines for developing and
managing secure networks against cyber crime (Mepham et al., 2014). ISO27001 applies to IR, aimed at the following purposes: incident detection, assessment, monitoring,
reporting and response, lessons learned and evidence gathering (ISO/IEC 27001:2017).
These objectives are detailed in ISO27002, which serves as a practical guide for implementing the ISO27001 specifications.
ISO27001 recommends dividing the approach to cyber security incidents into four phases:
Plan, Do, Check, Act (PDCA) (Figure 2.2; Calder et al., 2012). The PDCA Cycle is
structured around the vision to maintain the confidentiality, integrity and availability
of protected resources. Within IR the PDCA Cycle can be reduced to the following
definitions (Mepham et al., 2014):
PDCA Cycle (ISO27001)
Plan

Act

Continuous
improvement

Do

Check
PDCA Cycle

Figure 2.2: Cyclical approach to building a response plan adopted from Calder et al.
(2012)
1. Plan. Improve future cyber resilience and Information Technology (IT) infrastructure.
2. Do. Install security sensors (e.g. host and/or network-based sensors) and perform
the pre-planned actions.
3. Check. Search for incidents by means of information monitoring and the use of
security sensors.
4. Act. Respond to detected incidents or identified shortcomings.
Unlike the PDCA cycle of ISO27001, ISO27035 refers to basic standards to ensure that
equipment, procedures and approaches can be used correctly in the event of a security
incident. The first part, ”Principles of Incident Management” (ISO/IEC 27035-1:2016),
introduces the fundamentals of incident management in cyber security. The concepts
are divided into five phases: incident detection, reporting, evaluation and response, and
lessons learned. These phases share similarities to the IR phases defined by NIST 800-61
11
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(Cichonski et al., 2012) and SANS (Kral, 2011), excluding the preparation phase (Figure
2.1). The second part, ”Guidelines to Plan and Prepare for IR” (ISO/IEC 27035-2:2016),
includes the planning and preparation phase, similar to the preparation phase of NIST
and SANS. In addition, this part covers the lessons learned from the ISO/IEC 270351:2016. In short, the guidelines related to ISO27035 most closely resemble the IR stages
of NIST and SANS.

2.2.3

Cyber Intelligence

The UK Ministry of Defence (2011) approaches IR procedures from a military or cyber
intelligence point of view and presents solutions through an intelligence cycle, used in intelligence work (Figure 2.3). This model represents the process of providing information
to decision makers, distinguishing between four sequential phases. The intelligence cycle
can be summarized by the following definitions with corresponding visual representation
in Figure 2.3 (Ministry of Defence, 2011):
Intelligence Cycle
Direction

Dissemination

Coninuous
Communication
and Review

Collection

Processing
Basic Intelligence Cycle
Feedback and Dialogue

Figure 2.3: Cyclical approach to building a response plan adopted from Ministry of
Defence (2011)
1. Direction. The process of planning, preparation and maintenance of requirements
and procedures.
2. Collection. The process of utilizing resources by collecting data and files. For
example, fact-based information about asset risks, including context, processes,
statistics, consequences and actionable advice (Ministry of Defence, 2011). This
data is used to make decisions about how the subject can respond to the hazard.
3. Processing. The process of extraction and exploitation of collected information
and its conversion into intelligence. For example, the analysis of information. The
main tasks related to information processing are:
(a) Collection of suspicious information.
(b) Analysis of accuracy and reliability of the information.
(c) The production and interpretation of intelligence (scientific knowledge).
4. Dissemination. The process of information dissemination to organizations or
users. For example, by giving feedback and/or transferring lessons learned.
5. Continuous Communication and Review. The process of evaluating the
effectiveness of the implementation of the above intelligence stages and continuous
communication in providing information to decision makers.
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The Intelligence Cycle has similarities to industry and international IR procedures (Ministry of Defence, 2011). However, intelligence work is designed to collect information
about potential malicious users rather than about outside hackers. Mepham et al.
(2014) argue that maintaining confidentiality is incompatible with intelligence gathering. According to Mepham et al. (2014), this dilemma can be reduced as long as the
priorities of IR can be placed in the right intelligence context. In fact, within traditional
IR, the process of informing organizations or users (dissemination) is a requirement to
collect, analyze, manage and process information (Ministry of Defence, 2011). From
this perspective, the Intelligence Cycle is less specifically applicable to a company like
Secura.

2.3

Research Design

This section examines the structure of a specifically chosen Incident Response (IR)
standard that is in line with Secura’s research question. In order to make a well-founded
choice, the models set out in section 2.2 are first compared with each other.
ISO/IEC describe widely accepted standards, as the preparation and assessment of the
application of these standards are lengthy science-based processes involving multiple
contributors (Hove et al., 2014). In contrast, the industry standards by NIST (Cichonski et al., 2012; Force, 2020), SANS (Kral, 2011), ENISA (Maj et al., 2010) and ITIL
(Brewster et al., 2012; Palilingan et al., 2018) have been developed by individual organizations and therefore have less scope. On the other hand, they apply to business in
much more detail than international standards and are therefore of greater added value
for companies such as Secura (Cichonski et al., 2012). ISO27001 (ISO/IEC 27001:2017)
is less technical and more risk-oriented than industry standards such as NIST. As noted,
the Intelligence Cycle (2.2.3) is less specific to Secura as it is incompatible with maintaining confidentiality (Mepham et al., 2014).
Based on these considerations, the researcher focuses on a further analysis of the industrial standards defined by NIST, SANS, ENISA and ITIL. In line with this choice, a
comparison of these industry standards has been made in this thesis (Table 2.1). With
the exception of NIST 800-53, the scientific literature review on IR procedures (2.2)
has shown that none of the IR standards NIST 800-61, SANS, ENISA and ITIL are
superior, but are comparable in IR guidelines and principles. As noted in Section 2.2.1,
the IR phases defined by all of these industry standards differ slightly from each other,
so they are expected to be interchangeable for an organization-wide IR application (Table 2.1). This assumption is supported by Mepham et al. (2014) who indicate that the
approach to security vulnerabilities based on best practices is presented broadly in a
similar way.
Based on this conclusion, the researcher of the thesis, in consultation with Secura,
decided to use the design of the NIST standard as a guideline for this study. The
following factors supported the decision to choose NIST 800-61:
1. The NIST 800-61 Incident Handling process (Cichonski et al., 2012) is the most
widely used industry standard for IR and provides in-depth guidance for building
an IR capacity.
2. NIST is a widely respected organization. It is part of the US Department of
Commerce and bills itself as ”one of the oldest natural science laboratories in the
country”1 .
1 NIST.

NIST History. https://www.nist.gov/history (obtained April 7, 2021).
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Table 2.1: Comparison of industry standards related to IR
Model:
Characteristics:
Title

Orientation
IR framework
IR roles / human aspect
IR workflows
IR handling process
IR policies and procedures
IR tools and resources
IR testing
Outsourcing of IR capabilities
Most widely used IR standard
Interchangeable between
IR standards

NIST 800-61

NIST 800-53

SANS Institute

ENISA

ITIL

Computer Security Incident Handling Guide

Incident
Handbook

Handler’s

Good Practice Guide
for Incident Management

Incident Management
in Academic Information Systems

Computer / cyber security
X
X
X
X
X

Security and Privacy
Controls for Information Systems and Organizations
Information / cyber security controls
7
7
7
7
X

Information / cyber security
X
X
X
X
X

Computer / cyber security
X
X
X
X
X

Information / cyber security
X
X
X
X
X

X
X
X

X
X
7

X
X
X

X
X
X

X
X
X

X

7

7

7

7

X

7

X

X

X

Green colored cells and cells marked with ”X” indicate applicability to IR procedures.
White colored cells and cells marked with ”7” indicate non-applicability to IR procedures.
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The IR phases of the NIST Special Publication 800-61 Incident Handling Process (Cichonski et al., 2012) are dissected to understand the features of a structured cyber security IR procedure. NIST’s IR process describes four stages (Figure 2.1): Preparation
(2.4), Detection and Analysis (2.5), Containment (2.6), Eradication and Recovery (2.7),
and Post-Incident Activity (2.8) (Cichonski et al., 2012). The formation and training
of an IR team, as well as the implementation of appropriate tools and resources (e.g.
backup procedures, reinstallation tools) are part of the preparation phase. Taking such
control measures in the prevention phase could reduce the number of security incidents
if they are based on the results of risk assessments. However, even with these safeguards,
a residual risk remains, due to the risk of human error (Cichonski et al., 2012). Within
the Detection and Analysis phase, it is therefore important that the security system
warns stakeholders in time of a security incident.
Depending on the severity of the incident, its impact can be limited to a greater or
lesser extent within the Containment and Recovery phase. This phase returns to the
Detection and Analysis phase where necessary, for example, to determine whether additional hosts were infected by malware while resolving the incident. In the Post-Incident
Activity phase, a final report presents the main conclusions of the incident, linked to
recommendations. In addition to the causes and costs of the incident, tips are given to
prevent a recurrence in the future.
The four stages are further explored and discussed in the following paragraphs to broaden
the understanding, as follows: In Section 2.4 the theory of the prevention and preparation of cyber security incidents is discussed. Subsequently, Section 2.5 focuses on
incident detection and analysis. The theory of controlling cyber security incidents will
be studied in Section 2.6, while eradication and remediation is central to Section 2.7.
Finally, sections 2.8 and 2.9 successively present the theory regarding the phase of the
Post-Incident Activity and the general conclusion. Each section provides guidelines for
the technical approach to the IR phase that is central. In addition, recommendations are
made that relate to the behavioral approach. Information from the other three industry
guidelines and standards (SANS, ENISA, ITIL) and from ISO will also be supplemented
in the explanation of the NIST phases, if this is of added value.
To limit the scope of this chapter, the classification of security incidents is excluded in
this thesis. However, because Secura’s security advisory services are primarily focused
on phishing, this organization has requested scientific research data on how to prevent
and detect phishing. Therefore, the researcher of this thesis decided in consultation with
Secura to add the theory of phishing prevention (user training) and detection (software
classification and user training) in sections 2.4 and 2.5, respectively.
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Preparation

In this section, the incident preparation phase of NIST’s cyber security process for
Incident Response (IR) is studied and analyzed (Figure 2.4). In particular, the aim is
to review scientific understanding of preventive approaches to prevent cyber security
incidents.
Today, cyber crime has progressed to the point
where complete prevention seems impossible.
However, the focus on incident prevention is still
very relevant to prepare an organization, its Cyber
Security Incident Response Team (CSIRT) and its
employees for potential large-scale incidents (Cichonski et al., 2012). While not all incidents can
be prevented, the prevention phase is essential to
ensure the transfer of information to increase cyber risk awareness, provide training opportunities
and monitor the aftermath of a potential incident
through precautionary measures (Kral, 2011). Organizational resilience to these incidents can be
developed and managed from a strong preventive
foundation.

NIST Special Publication 800-61
Incident Handling Process
1. Preparation
2. Detection and
Analysis
3. Containment,
Eradication and
Recovery
4. Post-Incident
Activity

Figure 2.4: Incident Preparation,
emphasized from the NIST 800-61
Incident Handling Process (Cichonski et al., 2012)

Incident prevention is an important complement to
an Incident Response (IR) capability (Cichonski et al., 2012). An underlying goal of the
preparation is to prevent end users from becoming victims of cyber crime (Khonji et al.,
2013), such as malware and phishing. Prevention aims to prepare the organization for a
possible incident (Freiling et al., 2007). An important contribution to this phase can be
made by a so-called Cyber Security Incident Response Team (CSIRT). This team serves
to deploy expertise in penetration testing, digital forensics and network security, as well
as deploying and maintaining firewalls, strong authentication and antivirus software
(Leonard, 2019). While CSIRTs generally operate in a purely reactionary manner and
bear no ultimate responsibility for incident prevention, the more sophisticated computer
security incident teams tend to take a more proactive role in successfully countering
potential incidents (Ahmad, Hadgkiss, et al., 2012). Chapter 3 describes more detailed
information about the CSIRT.
There are several ways to prevent a cyber security incident. IR standards, policies and
procedures like NIST (Cichonski et al., 2012), SANS (Kral, 2011), ENISA (Maj et al.,
2010) and ITIL (Brewster et al., 2012; Palilingan et al., 2018) propose a number of tools
and resources to prepare for these incidents (Freiling et al., 2007; Information Security
Team, DePaul University, 2002; Mitropoulos et al., 2006). In this section, incident
prevention is interpreted holistically on the basis of technical and behavioral measures.
Useful measures to prepare for security incidents include the following procedures.
1. Technical approach. Taking technical measures in the preparation phase reduces
the risk of extortion and exploitation of personal data (J. Chen et al., 2006).
(a) Update software proactively. The security incident at Maastricht University (UM) revealed that important security updates were missing or not
up to date at the time of the incident (4). The incident could have been
mitigated if the software had been proactively updated. Updating software is
an necessary supplement to fix bugs and errors, improve workflow and ensure
that the software is stable and not outdated and/or discontinued.
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(b) Access control. The restriction of access to a system, service or resource
(Sandhu et al., 1994). For example, assigning or removing account permissions.
(c) Encryption software and data. Encryption prevents the hacker from seeing sensitive information, thus limiting the consequences of security incidents
(Mitropoulos et al., 2006).
(d) Backup procedures. Backups keep the latest system configuration and
files, including forensic evidence in case of an investigation (Cichonski et
al., 2012). The UM incident (4) revealed the need for offline data backups
to restore information systems and minimize damage. It turned out that
these online backups had never been installed (Hofmans, 2020; Ministerie
van Onderwijs, 2020a,b). As will be discussed in Chapter 4, offline backups
must be installed and maintained through updates and periodic review of
user rights.
(e) Reinstallation tools. Requires a reliable source (e.g. a clean installation
tool) with online and/or offline backups (Cichonski et al., 2012). These backups contain the image of the system to be restored.
(f) Risk assessments. Determine the risks of phishing vulnerabilities and security incidents within the system (Cichonski et al., 2012).
(g) Operating system and boot disk archive. Contains original and trusted
data obtained online (Mitropoulos et al., 2006). Boot disks allow the system
to reboot from a previous configuration, preventing malicious software or
compromised data from loading.
(h) System and network isolation. In the event of a system compromise,
isolation ensures that systems and networks can continue to be used during
the investigation of the breach (Mitropoulos et al., 2006). The UM incident
(4) revealed that network segmentation is necessary - both at the networklayer and host level (permissions) - to boost security and improve performance
(4.3) (Dijkstra et al., 2020; Ministerie van Onderwijs, 2020a).
(i) Implement incident protection and detection capabilities. The implementation of software, hardware and technical measures to prevent, detect
and mitigate security incidents. Cichonski et al. (2012) state that these measures must be implemented on at least three levels:
i. Host Level; e.g., host-based firewalls, password management, patch
management, log configuration and monitoring, disable unused services
and accounts, access control.
ii. Application level; e.g., risk assessments, security awareness training,
addressing open source vulnerabilities, software automation.
iii. Client level; e.g., email client and instant messaging client security,
code reviews.
(j) Network and host security. Blocks all network and host activity that is
not explicitly allowed (Cichonski et al., 2012). This includes securing VPNs,
and outbound connections to organizations and patching hosts.
(k) System audit. Verifies the implementation of IR procedures. However, each
system can lead to a large number of logs. The solution is to implement a
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central logging collector that synchronizes all system logs (Mitropoulos et al.,
2006).
2. Behavioral approach (user training). Educate and train users to distinguish
normal and deviant behavior. People are the weakest link in cyber security (Cichonski et al., 2012). Phishing aims to exploit vulnerabilities in human behavior,
making mitigating these risks a complex process (Khonji et al., 2013). To illustrate
the necessity of this approach, the theory of phishing is briefly discussed.
Phishing is a form of online fraud where an attacker impersonates a trusted entity
to obtain sensitive information from the victim (Jagatic et al., 2007). In general,
the victim is tricked into clicking on a phishing link that points to a malicious
website (Garera et al., 2007). In addition, technical vulnerabilities within the
system can be used to legitimize spoofed and social-engineered messages (e.g. DNS
cache poisoning). Therefore, phishing is a layered problem, and a coherent effective
solution requires solving technical and human behavioral problems (Khonji et al.,
2013).
Since phishing is aimed at exploiting weaknesses in human behavior, mitigating
these risks is a complex process (Khonji et al., 2013). A study by Downs et al.
(2007) found that trained and educated people in the field of phishing emails are
less likely to fall victim to these attacks. However, the study also found that
being aware of the negative effects of phishing (e.g. identity theft) did not reduce
vulnerability to phishing. Moreover, knowledge about computer worms, viruses,
cookies and spyware did not mitigate the vulnerability to phishing emails (Khonji
et al., 2013). Downs et al. (2007) conclude that the emphasis should be placed
primarily on phishing training and education rather than warning individuals of
the risks of negative consequences.
Sheng et al. (2010) agree with this conclusion, and argue that phishing education
can be an effective tool against this type of cyber crime. The same perspective is
shared by Aytes et al. (2004) who believe that fundamental changes in computer
behavior are unlikely due to a lack of knowledge about cyber security. However,
Aytes et al. (2004) note that extending the time frame for making choices during
computer use can improve compliance with security procedures. Building on the
topic of user education in cyber security; Line et al. (2014) conclude that a large
proportion of the companies surveyed do not have a clear definition of a security
incident. There is a clear need for training and education of users in cyber security,
both in terms of technical knowledge and to promote user awareness (Ng et al.,
2009).
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Detection and Analysis

This section examines the incident detection and analysis phase of NIST’s cyber security procedure for Incident Response (IR), zooming in on the theory and scientific
literature related to techniques for early detection and analysis of these incidents (Figure 2.5).
Early detection is essential to limit the risks and
extent of the containment, eradication and recovery phase (2.6). Furthermore, it is important to
implement clear guidelines for dealing with suspicious or malicious behavior, according to NIST
(Cichonski et al., 2012). For example, frameworks that guide the question of which data subjects should be informed and which data should
be recorded. The aforementioned Cyber Security
Incident Response Team (CSIRT) can take over
the IR process to investigate the potential incident
(Campbell, 2003). In this section, the detection
process is explored in detail based on attack vectors (2.5.1), malware detection techniques (2.5.2),
phishing detection techniques (2.5.3) and incident
analysis (2.5.4).

2.5.1

NIST Special Publication 800-61
Incident Handling Process
1. Preparation
2. Detection
and Analysis
3. Containment,
Eradication and
Recovery
4. Post-Incident
Activity

Figure 2.5: Incident Detection
and Analysis, emphasized from the
NIST 800-61 Incident Handling
Process (Cichonski et al., 2012)

Attack Vectors

Modern security incidents can take many forms. Different types of security incidents
require different response strategies. However, it is not feasible to develop systematic
instructions to detect and handle each incident individually (Cichonski et al., 2012).
Therefore, Cichonski et al. (2012) recommend not to focus on individual incidents, but
on common attack vectors. These vectors refer to a common method used by hackers
to gain unauthorized access to a system and/or service. The purpose of attack vectors
is not to definitively classify security incidents, but to describe commonly used attack
methods (Cichonski et al., 2012). In addition, this section contains a scientific literature
review on detection techniques to mitigate the impact of the attack.
1. Email. An attack carried out via e-mail attachment is the most well-known form
of phishing. The victim is lured into clicking a URL and/or malicious file (Garera
et al., 2007). For example, executing malicious email attachments. Phishing
detection methods are discussed in the Section 2.5.3.
2. Web. Attacks executed from websites, web applications and/or web services.
While application security concepts are used in web application security, they are
most commonly applied to the internet and online systems (Ciampa, 2021). This
attack is often combined with a phishing email, where the phishing URL points
to a malicious website (Garera et al., 2007).
Numerous web attack detection techniques have been proposed in the scientific
literature. Kapodistria et al. (2011) introduces a tool which detects common
web attacks based on input validation. The tool achieved a good level of performance, but not all attacks from software-based web applications could be prevented (Kapodistria et al., 2011). Security vulnerabilities persisted, for example
due to anomaly-based malware. The same issue was identified with rules-based
web attack detection, as anomalous attacks can bypass predefined rules.
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One solution is to use anomaly-based detection (2.5.2), but until recently this approach lacked accuracy and generalization (the creation of an abstract description
of an anomaly). A study by Robertson et al. (2006) addressed the generalization
limitation by automatically converting suspicious and anomalous web requests into
signatures (defines a mathematical method to ensure the authenticity of online
messages or documents). The results showed greater accuracy than, for example,
rules-based detection. However, disadvantages arise when a successfully identified
attack is grouped with false positives (Robertson et al., 2006).
Liang et al. (2017) proposed an innovative deep learning approach to detect anomalybased web attacks. The results showed near-perfect detection accuracy of 98%.
In addition, the results led to the conclusion that the trained model is comparable to best-in-class anomaly-based web attack detection systems. Liang et al.
(2017) were pioneers who successfully applied Recurrent Neural Networks (RNNs)
to detect anomaly-based web attacks.
3. Impersonation. A form of fraud in which a hacker masquerades as a trusted
and/or unknown person and tries to gain the trust to defraud people. Impersonation is often used in phishing emails and malicious websites.
4. An attack executed from External and/or Removable Media. To illustrate
the severity of this attack vector, a malicious computer worm called Stuxnet is
briefly discussed (T. M. Chen et al., 2011; Hathaway et al., 2012).
Stuxnet was first discovered in 2010 in Iranian Surveillance Control and Data
Acquisition (SCADA) systems and is said to have deliberately disrupted Iran’s
nuclear program. Stuxnet was introduced to the target environment via an infected
removable flash drive (T. M. Chen et al., 2011). This attack caused an intrusion
into the physically isolated secure networks within the power plant (Hathaway
et al., 2012). Once installed, the worm tried to find vulnerable systems and spread
through network shares (T. M. Chen et al., 2011). Stuxnet wreaked havoc for at
least 3 months by letting centrifuges spiral out of control, temporarily disrupting
Iran’s nuclear program (Hathaway et al., 2012).
Important details about Stuxnet - its creators, motives and goals - remain speculative. However, analysis of the situation regarding Stuxnet has shown that
internet isolation is not an effective technique to prevent this type of atypical attacks (T. M. Chen et al., 2011). In addition, this disruptive attack has shown that
keeping software up-to-date remains a challenge, even for experienced users and
secure organizations.
5. Brute force. An event where a large number of passwords are tried in the hope
of guessing the correct username and password combination. Brute force is often
used when a system is compromised by malware or phishing to correctly guess a
password or passphrase (Cichonski et al., 2012). Examples of brute force include
DDoS as a service, password guessing, or digital signature cracking.
6. Improper use. Actions that directly violate the rules and policies of the organization. For example, installing software from questionable sources.
7. Other. Any other attack that cannot be categorized with the attack vectors
described above.
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Malware Detection Techniques

Malware detection techniques are used to detect and identify malware intrusions using
the attacker’s IP address (Robiah et al., 2009). Modern web browsers (e.g. Google
Chrome, Mozilla FireFox) and email clients (e.g. Gmail, Microsoft Outlook) are designed with malware protection mechanisms in mind (Khonji et al., 2013). For example,
heuristic tests to detect phishing emails (Khonji et al., 2013).
These malware detection techniques are extensively reported in the scientific literature
(Idika et al., 2007; Ko et al., 1997; Robiah et al., 2009; Sekar et al., 2002; Tran et
al., 2016). In this section, the most commonly used techniques are briefly discussed:
signature-based and behavior-based malware detection. The behavior-based detection
technique is categorized into two techniques; anomaly and specification-based detection.
The characteristics of each malware detection technique is described as follows (Ko et
al., 1997; Robiah et al., 2009; Sekar et al., 2002).
1. Signature-based malware detection. Detects malware based on a predefined
set of rules (Robiah et al., 2009). For example, as used in anti-virus software. The
intrusion is detected by searching for digital footprints that correspond to known
malware (Robiah et al., 2009). However, this model falls short when signatures
of new or unknown malware are introduced (Idika et al., 2007). For example,
malware that can quickly adapt to certain situations. Detection is only possible
with regard to signatures from predefined sources and/or malware.
2. Behavior-based malware detection. Detects malware by analyzing the (potential) behavior of an object for suspicious and/or anomalous activities (Cichonski
et al., 2012). The program will be flagged if this behavior is detected, regardless
of the correctness of the software. Behavior-based malware detection is divided
into two types: anomaly-based and specification-based malware detection.
(a) Anomaly-based malware detection. Involves the detection and classification of normal behavior using machine learning techniques (Robiah et al.,
2009; Sekar et al., 2002). Any deviation from the normal profile is considered
anomalous and suspicious (Sekar et al., 2002). For example, creating a file
if the program is not designed to create files. However, shortcomings in this
model occur when malware does not show any signs of suspicious behavior
(Robiah et al., 2009). Since the anti-virus software is not activated, malware
is not detected. In addition, as indicated earlier, this model presents many
false positives due to the complexity of modern computer programs, which
affects the reliability (Cichonski et al., 2012).
(b) Specification-based malware detection. Designed to support actions
taken by a program based on a predefined set of policies (Ko et al., 1997). For
example, corporate laptops need administrative rights to prevent potentially
malicious programs from running. Compared to anomaly-based malware detection, the advantage of this method is its flexibility and the low number of
false positives. In addition, this method of detection differs from anomaly detection by the application of manually developed specifications that capture
legitimate system behavior (Robiah et al., 2009).
The paper by Tran et al. (2016) represents a cyber resilience model to combat a simulated
phishing attack with a malware outbreak to minimize business interruptions. Within
the model, the strengths and weaknesses of existing remediation processes are examined
and linked to possible solutions for dealing with emerging cyber threats. This model
assumes that malware will multiply over time and spread to other machines. A machine
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is considered infected when a phishing email is received and the malicious links or
attachments are not opened (Tran et al., 2016). The computer system is considered to
be clean once the phishing message is removed. However, if a user opens the malicious
attachment, the detection method is triggered and/or a security incident occurs (Tran
et al., 2016).
No Malware Detection

Incident rate (machines / hour)

250,000

Signature-based Detection
Anomaly-based and Sandbox

200,000
150,000
100,000
50,000
0

0

5

10

15

20

25

30

Peak time (hour)

Figure 2.6: Effectiveness of intrusion detection methods adopted from Tran et al. (2016)
The model of Tran et al. (2016) coupled with the corresponding simulation results (Figure 2.6) showed a difference in effectiveness between the techniques without malware
detection, signature-based detection and anomaly-based malware detection. Based on
the simulation results, it can be determined that the lowest number of security incidents
has been identified with the no malware detection technique. Moreover, cyber incidents
occur relatively earlier in time when using these methods, because they are detected less
effectively than with the other detection techniques that were investigated. At the same
time, there is a relatively limited spread of cyber incidents over time. The application
of the signature-based detection method results in significantly fewer incidents per hour
than with no malware detection. Moreover, the occurrence of cyber incidents on the basis
of signatures is delayed in comparison with the no malware detection technique.
The time period of occurrence (bandwidth) is further extended due to the effectiveness of the detection. In addition, security incidents occur relatively earlier in time
with the signature-based detection methods compared to the anomaly-based malware
detection and sandboxing (separation of running programs). The lowest number of security incidents have occurred with the anomaly-based malware detection and sandboxing.
Moreover, the occurrence of cyber incidents is delayed with these methods, because they
are detected relatively more often. The time of occurrence is further extended because
of the effectiveness of the detection. Anomaly-based malware detection and sandboxing
technique have proven to be the most effective as they identify the highest number of
security incidents. As a result, these techniques ensure that security incidents occur
significantly less often, that their impact only becomes noticeable after a longer period
of time and at the same time extends further in time. In comparison, the no malware
detection technique appears to be the least effective detection method.
Tran et al. (2016) emphasize the importance of security vigilance in organizations and
reviewing their networking strategies and defense tools. Investing in technology regularly
is critical and requires decisions to be made in the context of risk assessments and tradeoff analyzes.
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Phishing Detection

Phishing is a form of online fraud in which a user’s privacy-sensitive information is
stolen (Jagatic et al., 2007). The victim is tricked into providing personal information
on a web page that appears legitimate but was created by an attacker. According to
recent statistics on the increase in phishing attacks, it is essential that this security issue
continues to receive a lot of attention (Medvet et al., 2008).
An article by Khonji et al. (2013) summarizes research from various sources into detecting phishing attacks. Because of the human factor, phishing crimes target security
knowledge gaps. Many cyber attacks are spread through mechanisms that take advantage of the limited awareness of the end user, making them the weakest link in the
security chain (Cichonski et al., 2012; Lebek et al., 2014; Whitman et al., 2011). Because
phishing is a layered problem, different methods are used to prevent and combat unexpected attacks (Khonji et al., 2013). These methods will be subdivided into software
classification and user training approaches by the researcher. In addition, the description of the methods concerned is supplemented with practical cases from the scientific
literature.
1. Software classification approach. Classifying malicious and legitimate messages on behalf of the user to overcome human error or ignorance. Software classification include the following techniques (Khonji et al., 2013).
(a) Blacklists. Frequently updated lists of previously detected phishing sources.
However, when it comes to classifying newly published websites, these detection methods have a poor track record (Huh et al., 2011).
(b) Heuristics. Common features identified in phishing attacks. However, it is
not guaranteed that recognizable features are always present in such attacks
(Khonji et al., 2013).
(c) Visual similarity. Image comparison technique that takes snapshots of a
website and converts them into a feature vector (a collection of information
about an object) consisting of a 100×100 pixel image. When comparing both
images, a normalized number is returned representing the similarity of the
images (Fu et al., 2006). If the images are the same, the returned normalized
number is 1, otherwise it is 0.
Medvet et al. (2008) introduced this coherent, effective and new method of
identifying phishing attempts, comparing the visual resemblance of a suspicious web page to the legitimate target page. The study used a dataset of
41 real phishing pages and their legitimate target pages. According to the
findings, no false positives were found and only two phishing attempts, which
did not appear on the legitimate web page (Medvet et al., 2008). While these
results seem promising, Jain et al. (2017) argue that identifying phishing
websites with high accuracy remains a research and development challenge
to date.
(d) Data mining. Technology aimed at searching for (statistical) connections
between different data collections with the aim of drawing up profiles for
scientific use. This technology considers the detection of phishing attacks as
a problem of document classification and/or clustering (Khonji et al., 2013).
For example, machine learning or clustering algorithms.
A study by Abu-Nimeh et al. (2007) examined and compared the predictive
accuracy of various machine learning algorithms for phishing detection. Abu23
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Nimeh et al. (2007) analyzed a total of 2,889 phishing and legitimate emails
using the main machine learning techniques described below. Each learning
technique is briefly introduced as follows:
i. Logistic Regression (LR). This Logistic Regression is the most widely
used mathematical model in many binary data prediction areas. In its
most simplistic form, LR is a mathematical model that uses a logistic
equation to model a binary dependent variable (Abu-Nimeh et al., 2007;
Kleinbaum et al., 2002). These variables can have one of two possible
values (e.g. 0 or 1, true or false). In addition, their values depend on
other variables (e.g. binary dependent variables) and/or a law or rule
(e.g. a math theorem).
A study by Garera et al. (2007) dissected the relevance, necessity, and
application of LR in phishing detection, identifying a framework for detecting and measuring phishing attacks using this model. According to
the survey’s findings, 8% of users who visit phishing pages are potential
victims of these attacks. In addition, the survey confirmed the seriousness of phishing as a current cyber security problem.
ii. Classification and Regression Trees (CART). Machine learning
techniques for building data-driven prediction models (Abu-Nimeh et al.,
2007). The models are created by recursively partitioning the data space
and adapting a basic prediction model to each partition (Loh, 2011). This
allows the partitioning to be visualized as a tree structure for the representation of the alternatives and choices in a decision-making process,
also called a decision tree (Loh, 2011).
iii. Random Forests (RF). Random Forests, proposed by Ho (1995) and
extended by Breiman (2001), defines a paradigm for classification and
regression approaches to train decision trees with multiple learning algorithms. Each tree in the RF produces a class prediction, and the class
with the most votes become the model prediction. The goal is to improve
predictive efficiency beyond what can be achieved by individual learning
algorithms alone (Abu-Nimeh et al., 2007).
iv. Neural Network (NN). These Neural Networks consist of a series of
identical units connected together (neurons) that facilitate the transmission of signals from one neuron to another (Abu-Nimeh et al., 2007).
Weights are added to the connections to improve transmission between
neurons. While neurons are not particularly powerful on their own, they
can perform complex calculations when linked together.
Abu-Nimeh et al. (2007) concluded that when legitimate emails and phishing
emails are weighted equally, the RF classification technique outperforms all
other classifications, with an error rate of about 8%. Experimental and comparative results from a more recent study by Sahingoz et al. (2019) confirm
that the RF algorithm with only Natural Language Processing (NLP)-based
features gives the best performance: 98% accuracy rate for detecting phishing URLs. These features include those related to the interaction between
computers and human language (linguistics). Sahingoz et al. (2019) note that
while the detection rate results obtained are acceptable, the efficiency of the
system can be increased by applying up-to-date learning technologies such as
deep learning (machine learning based on NNs) (Sahingoz et al., 2019).
2. User training approach. Phishing attacks are designed to take advantage of
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novice and/or unwitting users (Jansson et al., 2013). Educating and training
users on the nature of security incidents reduces the vulnerability to fall victim to
phishing attacks (Khonji et al., 2013).

2.5.4

Incident Analysis

Incident analysis gives investigators a clear picture of the nature and execution of the cyber crime. However, reliable identification and evaluation of potential incidents presents
a challenge in deciding whether an incident occurred, determining its severity and responding appropriately (Cichonski et al., 2012). Three points emerged from multiple
qualitative studies in IR guidelines and procedures (Cichonski et al., 2012; Kral, 2011).
First, it is not feasible to develop instructions to detect and handle each security incident separately, as concluded in Section 2.5.1. Second, the number of possible signs
that could indicate a security incident is usually high (Idika et al., 2007). These signals
are usually made transparent through analysis of the log files and/or the warnings of
malware detection techniques (2.5.2). Third, special skills are required to analyze and
manage these incidents.
Signs of security incidents fall into two categories: indicators (signs of incidents in the
past or present) and precursors (signs of future incidents). However, the unambiguous
interpretation of the nature of these signs challenges the response to these incidents
(Cichonski et al., 2012). For example, due to large numbers of false positives in software
classification (Khonji et al., 2013). The situation is further complicated by the fact that
organizations typically receive thousands to sometimes millions of indicators per day
(Idika et al., 2007). These challenges explain the complexity of incident analysis; each
indicator and precursor must be identified and tested for legitimacy and authenticity.
Determining the nature of an actual incident must be handled both safely and efficiently
(Idika et al., 2007).
The NIST Incident Handling guide suggested a number of actions to conduct a coherent
and effective incident analysis. Useful actions to analyze security incidents are defined
as following (Cichonski et al., 2012).
1. Distinguish normal from anomalous behavior. Few members of the Cyber
Security Incident Response Team (CSIRT) will have extensive knowledge of all
behavior and security related issues in the organization (Campbell, 2003) (3.5).
NIST (Cichonski et al., 2012) suggests that this knowledge is gained by analyzing
log entries and security alerts from different systems or servers.
2. Profile networks and systems. To recognize malicious behavior, the characteristics of expected behavior can be measured by profiling associated networks
and systems (Cichonski et al., 2012). The aim is to detect and report deviations
from expected behavior. For example, running file integrity software that checks
the integrity of software on hosts.
3. Perform event correlation. Events during the phishing incident can be associated with the hackers’ personal information (Cichonski et al., 2012). Log file
analysis may include, for example, IP addresses used by hackers. In addition, the
application history may contain usernames and passwords to trace the hackers.
4. Keep all clocks in sync. The event correlation process can be simplified by
keeping consistent timestamps in logs (Cichonski et al., 2012). For example, if a
server becomes compromised, both the server logs and Windows device logs should
reveal a time correlation in events.
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5. Run packet analyzers. These tools are used to monitor network traffic by
examining network flows of data packets.
6. Filter Data. Time is of the essence in assessing and analyzing all indicators
(Cichonski et al., 2012). The analysis and assessment of indicators should be
done by excluding insignificant indicators based on minor or insignificant changes
(Cichonski et al., 2012). However, the risk of loss of evidence exists when malicious
behavior is closely related to expected system behavior.
7. Work together. A strong IR operation can be achieved by pooling individual
strengths (Freiling et al., 2007). In addition, it is recommended to maintain a
knowledge base of information, which consists of information that is essential to
handle the incident (Cichonski et al., 2012).

2.6

Containment

This section analytically zooms in on the containment phase of cyber security Incident
Response (IR) procedures (Figure 2.7). Scientific theories of techniques and strategies
to eradicate these incidents and repair damage are compared to assess their effectiveness.
Incident containment ensures that control over systems is maintained by limiting the scope of the attack (Campbell, 2003). This is a critical stage in
the IR process, as most security incidents need to
be monitored. Important considerations must be
made within this phase, such as terminating services and/or deactivating server functions. However, disconnecting a host from the network does
not prove that further damage to the host has been
prevented (Cichonski et al., 2012). For example, if
a malicious host’s communication process is disrupted, all data on the affected drive could be
overwritten or encrypted. Choosing the right containment strategy is paramount (Cichonski et al.,
2012).

NIST Special Publication 800-61
Incident Handling Process
1. Preparation
2. Detection and
Analysis
3. Containment,
Eradication and
Recovery
4. Post-Incident
Activity

Figure 2.7: Incident Containment,
Eradication and Recovery, emphasized from the NIST 800-61 Incident Handling Process (Cichonski
et al., 2012)

Depending on the type of security incident, different containment techniques are used. For example,
the strategy for controlling a malware infection differs from that of a DDoS attack. Three
techniques are mentioned in the scientific literature on incident management: automated
containment, partial containment and full containment (Mitropoulos et al., 2006; Tran
et al., 2016). Partial containment moves all infected data to an isolated network and restricts access and services to those folders. Automated containment is the isolation and
management of infected files and folders using software and dedicated hardware. Full
containment goes one step further and includes complete isolation and control of the
infection through system and network disconnection and sandboxing techniques.
The study by Tran et al. (2016) showed a difference in effectiveness between the automatic containment, partial containment and full containment techniques (Figure 2.8).
On the basis of the simulation results, the partial containment method appears to have
the least influence on the targeted approach to security incidents. This technique has
kept the lowest number of security incidents under control. Moreover, cyber incidents
occur relatively earlier in time when using these methods, because they are detected
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Figure 2.8: Effectiveness of Containment methods adopted from Tran et al. (2016)

less effectively than with the other detection techniques that have been investigated. In
addition, there is a relatively limited spread of cyber incidents over time.
The use of automatic containment resulted in slightly fewer incidents per hour than with
partial containment, although the difference is limited. The effectiveness in this area is
therefore almost identical for both methods. The same comment can be made in the
direction of the bandwidth with regard to the time period of occurrence. At the same
time, the occurrence of cyber incidents based on this containment method is somewhat
delayed in time compared to the partial containment method. However, compared to
the full containment method, security incidents occur significantly earlier in time with
the automatic containment method.
Compared to the other containment methods in the study, the full containment method
is by far the most effective in terms of yield (incident detection), time of occurrence and
time distribution. This technique has controlled the highest number of security incidents.
As a result, full containment ensures that security incidents occur significantly less often,
that their impact only becomes noticeable after a longer period of time and at the same
time extends further in time. By contrast, managing cyber incidents with the partial
containment method has proven to be the least effective method.
A number of factors emerge in determining the right containment strategy (Brewster
et al., 2012; Cichonski et al., 2012; Kral, 2011; Mitropoulos et al., 2006):
1. The availability of service and resources. For example, when access to network peripherals and services to third parties has been blocked by means of malware.
2. The risk of resource loss and vandalism. For example, the risk of misuse of
sensitive personal or organizational data.
3. The required time and resources. For example, to implement network segmentation and maintain evidence.
4. The effectiveness of the strategy. Depending on the possibility of full or
partial infection control. For example, a sandbox offers the possibility to monitor
incidents in order to collect evidence.
5. The duration of the solution. For example, the need to shut down servers as
an emergency solution or a complete reinstallation of the operating system as a
permanent solution.
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As previously described, important techniques for controlling, eradicating and remediating security incidents are defined by IR frameworks such as NIST (Cichonski et al.,
2012) and SANS (Kral, 2011). The aim of containment is to minimize the scale of the
attack. The following containment techniques can be used:
1. Identify the attacking host. Validating IP addresses of potentially malicious
hosts and comparing them to incident databases are two ways to detect these
hosts. In addition, the attacking host can be studied using search engines or
communication channel monitoring.
2. Disable services and functions. Security incidents can be isolated by disabling
services or certain functions (Campbell, 2003). Disabling specific services will
temporarily isolate the problem to implement a software fix. However, if this
vulnerability is unknown or cannot be resolved, the service should remain disabled
until a patch is released (Mitropoulos et al., 2006). However, during the UM
incident (4), eradication of malware proved impossible due to the encrypted files
and the short time frame (4.3). Files remained encrypted when services were
disabled. UM concluded that the only option to eradicate the malware was to pay
the ransom (4.2.4).
3. Block hosts. Network congestion from internal sources within the organization
is prevented by blocking hosts from the network (Cichonski et al., 2012). For example, when malicious hosts try to send emails or establish outgoing connections.
4. Disconnect system from the network. Attacks like privilege escalation are
prevented by disconnecting compromised systems from the network (Mitropoulos
et al., 2006). Conduct acceptable risk assessment before disconnecting a system
(Cichonski et al., 2012).
5. Disconnect network from the internet. In the event of multiple system compromises, malware traffic can overwhelm the network. Network congestion from
external sources is prevented by disconnecting from the internet (Cichonski et al.,
2012).
6. Quarantine affected systems or files. For example, moving infected data to an
isolated network and limiting access and services to those folders through partial
containment.
7. System shutdown. In extreme cases, it is necessary to temporarily shut down the
compromised systems (Mitropoulos et al., 2006). System shutdown temporarily
disables the system and prevents further damage. This gives forensic investigators
time to analyze the system (Cichonski et al., 2012). However, all information in
memory is destroyed, including potential malicious activity. The solution to this
problem is to perform memory dumps to a hard drive before shutdown (Mitropoulos et al., 2006).
In addition, Campbell (2003) describes useful actions for mitigating incidents by changing passwords, network addresses and firewall rules, and disabling accounts.
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Eradication and Recovery

Scientific sources outline a phased approach where incidents are eliminated and recovery
occurs. This section focuses on the eradication and recovery phase of cyber security
Incident Response (IR) procedures (Figure 2.7). Since the information available from
these sources is limited due to the exclusion of security incident classification in the
thesis, this section is explained more briefly.
Incident eradication refers to solutions applied to affected systems to avoid incident
recurrence (Mitropoulos et al., 2006). In addition, this system restore ensures that
threats are removed from the system to prevent further damage (Campbell, 2003). Incident damage recovery must occur when data has been deleted, hidden, encrypted or
otherwise made inaccessible (Freiling et al., 2007). The primary goal of Recovery is
to recover everything possible and maximize the amount of data available for analysis.
Ensuring the cyber security of individuals and companies is considered the long-term
goal. Due to the recovery time of large-scale incidents, it is important within this phase
to improve overall security to prevent future events (Campbell, 2003).
Eradication and recovery should be phased in order to prioritize the different recovery
steps (Cichonski et al., 2012). System recovery is divided into the following stages:
identifying the damage, repairing the damage (correct errors), and recovering the system
(rebuild, restore and/or reinstall the system). Each of these stages includes useful actions
related to security incident eradication and remediation techniques (Campbell, 2003).
IR frameworks such as NIST (Cichonski et al., 2012) and SANS (Kral, 2011) describe
some of these important techniques.
1. Change passwords. This task gives the organization and its employees certainty about the confidentiality of passwords. However, changing passwords is
time consuming and forensic data can be compromised. For example, the removal
or changing of passwords modified by the hackers.
2. Identify the damage. Identification of the damage is necessary to correct software and/or hardware errors and finally repair, patch and/or reinstall the system.
3. Correct errors in software and/or hardware. Errors can lead to malware
reinfection, such as failure to correct a rootkit (malware that allows unauthorized
access to a system). Error corrections and/or bug fixes in software or hardware,
as well as configuration errors, are necessary to ensure cyber security.
4. Rebuild, restore and/or reinstall the system. Complete malware eradication
is possible through system restore and reinstallation from a trustworthy source
(Mitropoulos et al., 2006). However, a system restore destroys all data, including
malware and forensic evidence leading to the hacker. A less harmful solution is
cleaning and formatting infected data, but this procedure requires considerably
more work. In any case, for security reasons, it is necessary to patch the system
after recovery.
5. Review of protective and detective methods. Security incidents can have
all kinds of unforeseen consequences. The revision of protection and detection
methods ensures that the incident has not disabled or changed any important
processes. For example, in the firewall or access control configuration (Mitropoulos
et al., 2006).
6. Security audit. Calder et al. (2012) and Suduc et al. (2010) note that a security
audit is one of the most effective ways to assess the reliability of your own security.
This procedure is intended to provide a consistent picture of the extent to which
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malware and ransomware have been eradicated within the network, systems and
services (Campbell, 2003). In addition, security audit procedures function as a
detection and control method for identifying potential errors or omissions during
the rebuild of the system (Mitropoulos et al., 2006).
Qualitative and best-known audit guidelines are defined in ISO27001 (ISO/IEC
27001:2017) and ISO27002 (ISO/IEC 27002:2013, Calder et al., 2012). These
guidelines include an audit plan to ensure that security protocols are followed
and to determine the minimum number of controls necessary to minimize risk to
an appropriate level. Security audit methods include both automated software
(ready-to-use security audit systems and/or proprietary tools) and manual audit
techniques (e.g. social engineering and checklists). Based on the real potential
for losses from inadequate cyber security, every organization should consider a
security audit.

2.8

Post-Incident Activity

After eradication and recovery has taken place, it is essential to evaluate the Incident
Response (IR) procedure, learn lessons from it and formulate recommendations. This is
referred to as the Post-Incident Activity phase of cyber security IR procedures (Figure
2.9). Based on scientific findings, this section examines which actions in the PostIncident phase can be of added value to prevent similar security incidents in the future.
The Post-Incident phase is one of the most fundamental parts of any IR procedure, especially when
NIST Special Publication 800-61
Incident Handling Process
it comes to formulating recommendations (Kral,
1. Preparation
2011). In this phase, an investigation report is is2. Detection and
sued containing the causes of the incident, the calAnalysis
culated costs and the measures to be taken to pre3. Containment,
vent future incidents (Cichonski et al., 2012). The
Eradication and
Recovery
investigation report documents all actions taken
4. Post-Incident
during the IR process to share forensic evidence
Activity
with IR experts (Cichonski et al., 2012). The aim
is to improve IR procedures using ”lessons learned”
to reduce the risk of recurring incidents and pre- Figure 2.9: Post-Incident Activity,
serve evidence (Ahmad, Hadgkiss, et al., 2012). In emphasized from the NIST 800-61
the post-incident phase, the organization’s man- Incident Handling Process (Cichonagement is consulted to assess the damage and ski et al., 2012)
highlight the strengths and weaknesses of policies
and procedures (Mitropoulos et al., 2006). Lessons learned have to be evaluated and
internally discussed to avoid incidents of a similar nature (Radack, 2004). The recommendations include a range of improvements in security policies, software configurations,
and malware detection and prevention controls (Mitropoulos et al., 2006).
The IR guidelines and principles established by NIST (Cichonski et al., 2012), SANS
(Kral, 2011), ENISA (Maj et al., 2010) and ITIL (Brewster et al., 2012) provide some
essential guidelines for actions to be taken after the incident:
1. Conduct a root cause investigation. This investigation contains post-incident
analysis information, which is used to identify the root cause of the security incident. Mitropoulos et al. (2006) talks about performing a forensic analysis to discover hosts that participated in the attack, through network and software forensic
30

Chapter 2. IR: A Structured Procedure

2.9. Conclusion

investigation. Many scientific studies in IR report the need for this practice, but
provide no evidence to support it. For example, Ahmad, Hadgkiss, et al. (2012),
Cichonski et al. (2012) and Kral (2011) speak of forensic tools and the collection of
forensic data, but do not discuss the possibilities of forensic investigation methods
into the root cause of a security incident. In addition, Maj et al. (2010) introduces
the topics of computer and network forensics, but does not address the specific
implementation of this practice. These topics should be further explored in future
research (5.5).
2. Lessons learned. It is of fundamental importance that the lessons learned from
the incident are properly communicated to those involved. To improve existing
policies on past incidents, IR teams hold meetings to reflect on lessons learned.
During this meeting, participants can reflect on the incident by discussing what
happened, what was done to respond, the effectiveness of the incident response
procedure used and how to prevent future incidents (Cichonski et al., 2012).
3. Process collected data. Activities related to lessons learned provide a set of
data on each individual incident (Mitropoulos et al., 2006). This data can be used
to account for the IR expenses and/or measure of the success of the IR teams. In
addition, collected data can prove liability for damage.
4. Evidence retention. The time period during which evidence is kept for use by
outside authorities. The following points should be considered (Cichonski et al.,
2012):
(a) Prosecution. If the hacker is prosecuted, the evidence must be kept for a
longer period of time.
(b) Time. The retention period of certain types of data is specified in the data
retention policy.
(c) Cost. There are costs associated with retaining forensic evidence. For example, hard drives, infected systems, computers.
5. Manage Public Relations (PR) communication. Contains information about
the management of information disclosure. PR ensures that the public is informed
about the findings and conclusions where necessary.

2.9

Conclusion

In this chapter, a structured procedure for the response to cyber security incidents has
been analyzed and examined using scientific literature. To answer the main research
question (RQ; 1.2) effectively, the following sub-question (SQ1 ) is investigated:
Sub-Question 1 (SQ1 )
What are the characteristics of a structured response to cyber security incidents
to optimize this procedure based on scientific literature?
Well known and universally accepted Incident Response (IR) standards (Brewster et al.,
2012; Cichonski et al., 2012; Force, 2020; Kral, 2011; Maj et al., 2010) define structured
procedures consisting of separate stages to isolate and respond to an incident. Although
traditional IR has seen evolution, recent iterations of best-practices in the field of IR
still broadly cover the same issues (Mepham et al., 2014).
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Based on a qualitative analysis of IR theory, one of these structured procedure for the
response to cyber security incidents - the NIST 800-61 standard - has been analyzed,
identified and discussed (Campbell, 2003; Cichonski et al., 2012; Freiling et al., 2007;
Information Security Team, DePaul University, 2002; Kral, 2011; Mitropoulos et al.,
2006). Information from other industrial and international guidelines and standards
was supplemented as added value. The NIST procedure defines technical and behavioral
characteristics of a staged response procedure for security incidents at specific moments
in IR (Cichonski et al., 2012; Kral, 2011). This standard serves as a roadmap for the
preparation and handling of security incidents. The following IR phases are distinguished
within the NIST standard: preparation, detection, containment, eradication, recovery
and post-incident activity (Cichonski et al., 2012; Freiling et al., 2007; Kral, 2011;
Mitropoulos et al., 2006). The stages of a structured IR procedure, such as NIST 80061, are generally described as follows:
1. Preparation. Identify technical weaknesses and vulnerabilities (e.g., in networks,
backups, spam filters, security policies and procedures). Determine the risks of
vulnerabilities and cyber security incidents (e.g., through risk assessments). Verify
the implementation and enforcement of incident response procedures. Inform and
train users on how to respond to cyber security incidents (e.g. through online or
third-party training programs).
2. Detection and analysis. Detect and identify infected resources and damage. Detect correlating information indicating malicious activity (Cichonski et al., 2012).
Identify the amount of security work required by the incident. Analyze and communicate the incident with parties and organizations involved in incident response.
3. Containment. Remove infected systems from the network and/or block them.
Shut down the system or perform a system reinstallation only as a last resort to
get the infection under control. Mitigate vulnerabilities that can be exploited by
malicious code.
4. Eradication. Change passwords. Isolate, quarantine, delete and replace infected
files. Verify and mitigate vulnerabilities for other hosts in the organization.
5. Recovery. Rebuild, restore and/or reinstall systems and services. Patch the
system to ensure cyber security. Verify that affected systems are functioning normally. Review of protective and detective methods. Implement monitoring tools
to detect future cyber security incidents. Conduct a security audit.
6. Post-incident activity. Conduct a root cause investigation. Hold meetings to
assess damage, develop lessons learned and future perspectives. Process collected
data. Retain evidence for the prosecution of offenders, on a time and cost basis.
Prepare a report that informs third parties. Inform the public of the findings and
conclusions.
As can be expected, a structured IR method does not guarantee complete cyber security
for every incident that occurs (Mitropoulos et al., 2006). Well-considered considerations
can necessarily lead to choices being made other than those prescribed within the usual
IR procedure. Mepham et al. (2014) argue that if a low-value asset is being targeted by
unknown or anomaly-based malware, the organization is best served by obtaining threat
intelligence rather than providing protection. Using this procedure, the information obtained could help an organization to defend a higher-value asset in the future (Mepham
et al., 2014). The goal is to systematically and persistently improve the various IR procedures suitable for low-value and high-value assets to make them future-proof.
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Discussion

The results of this study into the theoretical features of a IR procedure show that
individuals will undoubtedly fall victim to cyber crime, even if the most effective user
awareness program is used (Line et al., 2014). Based on these results, organization-wide
compliance efforts are recommended. Organizations will have to continuously invest in
IR measures to keep software and hardware up-to-date, protect personal information
and detect incidents before they become a security problem (Cichonski et al., 2012;
Mitropoulos et al., 2006).
The results of this study showed similarities between IR phases of different industry
standards and their behavioral and technical characteristics. In general, the different
IR security standards share a common similarity in technical characteristics, but only
the preparation phase, lead-up to detection and post-incident activity share a similarity
in behavioral characteristics. Although these results add value to the assessment and
restructuring of Secura’s behavioral department, they do not yet provide sufficient insight into the specific behavioral characteristics that influence IR procedures. Based on
this consideration, these aspects are discussed in detail in the next chapter, in line with
the research question. The description of these features will be consistent with the IR
stages as outlined in this chapter; preparation (prevention) and the improvement of IR
actions and procedures. In particular, the focus will be on the analysis of a theory-based
behavioral model to further optimize the response to cyber security incidents.
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Incident Response: Behavioral
Factors
”Cyber threat is a mirror of security gaps that reflect our weaknesses. An
accurate view of digital and behavioral gaps is crucial for consistent cyber
resilience and response.”
— Stephane Nappo (Chief CISO; 2021)
This chapter presents a literature review on the behavioral sciences linked to Incident
Response (IR), intended to gain insight into the factors that can influence behavioral
intention and, by extension, the behavioral response of users, in the interest of cyber
security. Within this study, data has been collected through qualitative research and and
analysis of scientific literature and public documents Within this study, data is collected
from a holistic approach and through qualitative analysis. The following sub-question
(SQ2 ) is investigated (1.3):
Sub-Question 2 (SQ2 )
What are the characteristics of a scientific theory-based behavioral model related
to the response to cyber security incidents to optimize this procedure?
The structure of this chapter is as follows. The topic, problem definition and objective are introduced and discussed in Section 3.1. Subsequently, Section 3.2 conducts a
scientific literature review into multidisciplinary behavioral models and theories in the
field of cyber security. These models present influencing factors related to behavioral
intentions and/or attitudes (Affective Response) that lead to certain behaviors (Behavioral Response) in cyber security. The cognitive determinants, also referred to as the
cognitive factors that significantly influence the existence or outcome of this behavior,
are then linked to Incident Response (IR). In addition, Section 3.3 presents the research
design in which the selection of behavioral models for IR is discussed.
The results of this study are discussed in Section 3.4, in which the Ability, Motivation
and Opportunity (AMO) framework is analyzed and explored in more detail. The theory
of Ability, Motivation and Opportunity is discussed in Sections 3.4.1, 3.4.2 and 3.4.3,
respectively. Each section describes how IR can be affected by the specific behavioral
characteristics of AMO. Furthermore, in this study the theory of the AMO framework is
related to IR based on visual deception techniques (3.4.4), recommendations (3.4.5) and
34

Chapter 3. IR: Behavioral Characteristics

3.1. Introduction

Cyber Security Incident Response Team (CSIRT)s (3.5). The purpose of this elaboration
is to influence the behavioral characteristics related to the concepts Ability (3.4.1),
Motivation (3.4.2) and Opportunity (3.4.3) for the benefit of cyber security.. Secura
is familiar with the AMO framework and already applies the basic principles for the
benefit of their Behavior Department, making this section relevant to the company.
Finally, Sections 3.6 and 3.7 describe the conclusion and discussion of this study.

3.1

Introduction

Incident Response (IR) experts are constantly focused on maintaining control over business technology and data sources (Aytes et al., 2004). As technology and information
systems have progressed, so have security threats evolved; they have become even more
dangerous (Hazari et al., 2008). Due to the potential harm from cyber security incidents,
mitigating threats through protection mechanisms is crucial (Ng et al., 2009).
Technological advances in cyber security over the years have contributed to improved
procedures for preventing, detecting and mitigating these incidents (2). However, while
technical measures can protect information to some extent, users are consistently identified as the weakest link in cyber security, due to ignorance and negligence (Cichonski
et al., 2012; Lebek et al., 2014; Whitman et al., 2011). People’s unsafe cyber behavior
remains a crucial source of high costs, productivity loss and reputation damage (Aytes
et al., 2004). Behavioral literature points to two clear reasons for such unsafe cyber behavior: people are not aware of (or do not fully understand) the cyber security threats
and their response to these threats is insufficient (Bada et al., 2019).
The lack of security awareness and behavior has received increasing academic attention
in recent years (Hazari et al., 2008). Academics suggest that creating security awareness and understanding cyber security can inhibit the chain of events leading to data
and information loss (Hazari et al., 2008). However, transferring information about
good security practices (e.g., through security awareness training and campaigns) is not
sufficient to improve security-focused IR behavior (Bada et al., 2019). Above all, it is
necessary to follow uniform procedures with influencing strategies.
Accordingly, in Chapter 3 the concepts of six theory-based behavioral models (modeling
factors influencing behavior) for the response to cyber security incidents are identified
and studied. One of these models is dissected and analyzed to determine the operating
factors of the chosen model. Recommendations are made to positively influence the
individual behavioral response that can lead to cyber security incidents. Such behavioral
responses pertain to the phases of incident prevention, the run-up to the detection and
post-incident activities within the IR procedure, as outlined in Chapter 2. This limits
the scope of this study to two phases of the IR process. Secura - the supervisory company
for this study - will use this information for the assessment and restructuring of security
advisory services for the benefit of their behavioral department.
Most scientific behavioral theories are based on characteristics of cyber security behavior, not how they work in relation to the origin of cyber security incidents (Bada et al.,
2019; Bulgurcu et al., 2010; Hazari et al., 2008; Ifinedo, 2012; Lebek et al., 2014; Ng
et al., 2009; Padayachee, 2012). By identifying and analyzing the cognitive determinants of cyber security behavior related to the preparation and post-incident phase,
behavioral strategies can be designed to improve the behavioral response leading to
cyber security incidents (Ng et al., 2009). Sections 3.4.1, 3.4.2 and 3.4.3 discuss such
behavior-influencing techniques in more detail, including training in security awareness
and improvement of existing security policies.
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Theoretical Framework

This section provides an overview of six theoretical models that are relevant to answer
sub-question SQ2 (1.3). The information presented comes from behavioral science literature related to cyber security. In Section 3.3 the theoretical models are related to
the IR procedure.
Successful behavioral science models linked to cyber security generally integrate multidisciplinary theories from psychology, sociology, and criminology (Lebek et al., 2014).
Previous studies have highlighted the importance of these specific models and dissect
how they can be implemented in the context of cyber security (Bada et al., 2019; Bulgurcu et al., 2010; Hazari et al., 2008; Ifinedo, 2012; Lebek et al., 2014; Ng et al., 2009;
Padayachee, 2012). One of them is a paper of Lebek et al. (2014). Based on a theoretical literature review of 113 publications on the role of behavior in cyber security,
Lebek et al. (2014) conclude that five behavioral science theories and associated models
are mainly applicable to IR practice, as follows: Health Belief Model (HBM) (Ng et al.,
2009; Rosenstock, 1974), Protection Motivation Theory (PMT) (Rogers, 1983), Theory
of Planned Behavior (TPB) (Ajzen, 1991; Fishbein et al., 1975), Technology Acceptance
Model (TAM) (Davis, 1985), and the General Deterrence Theory (GDT) (D’Arcy et al.,
2009; Ehrlich, 1973; Vandaele, 1978).
The paper of Lebek et al. (2014) is taken as a guideline for this study because it describes
an extensive range of theory-based behavioral models related to information and cyber
security. This paper is currently one of the most cited articles on Google Scholar regarding the search terms ”information security” and ”behavioral research”. In addition to
the five models mentioned, the researcher will study a model, of which Secura already
applies the behavioral principles within their Behavioral Department, namely the Ability, Motivation and Opportunity (AMO) framework (MacInnis et al., 1989; Maclnnis
et al., 1991).
The aforementioned behavioral science models for cyber security are further explored
in the following sections: the HBM in Section 3.2.1. the PMT in Section 3.2.2, the
TPB in Section 3.2.3, the TAM in Section 3.2.4, the GDT in Section 3.2.5 and the
AMO framework in Section 3.2.6. Based on the analysis of the models, Section 3.3 will
thoroughly consider which model is most applicable to cyber security IR.

3.2.1

Health Belief Model (HBM)

The Health Belief Model (HBM), developed by Rosenstock (1974), is most commonly
used in psychosocial methods for the purpose of physical and emotional well-being and
the ability to cope (Woodward, 2019).
In a study conducted by Ng et al. (2009), the HBM is modified to include users’ cyber
security behavior (Figure 3.1). The theory states that the seven variables from Figure
3.1, in combination with the control variables, influence behavior in cyber security positively (+) or negatively (−). Control variables define constants and remain unchanged
during the study. Furthermore, Ng et al. (2009) has modeled the perceived severity as a
moderating variable, meaning that each of the seven variables in Figure 3.1 is also positively (+) or negatively (−) affected by the perceived severity of the incident. Le et al.
(2006) argue that moderating variables are those that determine the intensity of the relationship between the dependent (criterion) and independent (predictive) variable. For
example, the strength of the relationship between an employee who has not practiced
cyber security (independent variable) and the possible security implications that may
arise from this (dependent variable). Ng et al. (2009) argue that apart from the serious
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Health Belief Model (HBM)
Perceived Susceptibility
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Cyber Security
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- Organizational
technical controls
- Security awareness

Figure 3.1: Health Belief Model (HBM), taken from Ng et al. (2009)

effects of a cyber security incident, employees may have an aberrant understanding of
the seriousness and/or degree of damage that can be incurred.
In addition, the control variables are defined as the technical controls and security
awareness. Previous research by Straub et al. (1998) has shown that technical controls
can make users less concerned about security because they believe that the correct
security measures are in place. Familiarity with cyber security practices, on the other
hand, confirms the individual’s prior expertise and skills in cyber security, which is
reflected in security awareness. According to Ng et al. (2009), these two variables are
added as control variables to exclude competing hypotheses and strengthen the internal
validity of the research. The extended HBM is defined as follows:
Health Belief Model (HBM)
Perceived susceptibility (+)
The individual’s independent assessment of the hazard of an incident or condition. For example, estimating the probability of receiving a malicious email
attachment.
Perceived benefits (+)
The benefits of taking a safety initiative to counter a potential hazard. For
example, being extrinsically motivated to perform work.
Perceived barriers (−)
The possible barriers to taking action, such as the behavioral weakness in people’s
cognitive ability to distinguish indicators of a cyber crime.
Cues to action (+)
This variable emphasizes the use of reminders or small signs to take actions
consistent with a goal.
General security orientation (+)
This variable emphasizes a person’s feelings, thoughts or beliefs about cyber
security.
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Self-efficacy (+)
Initially proposed by Bandura (1977), this variable reflects one’s ability or judgment to address and/or perform the desired behavior (Rogers, 1983). In the
context of IR, it refers to the person’s ability and/or knowledge to respond to
incidents.
Perceived severity (+)
Personal judgment about the seriousness of the consequences of the situation.

The results showed that the HBM can be used to study cyber security behavior in a
IR context. Perceived susceptibility, perceived benefits (motivation), and self-efficacy
(ability) were found to be determinants of this form of behavior. Perceived barriers,
cues to action, general security orientation and perceived severity also determine cyber
security behavior, but appear to be less determinative for this type of behavior in a IR
context (Ng et al., 2009).

3.2.2

Protection Motivation Theory (PMT)

The Protection Motivation Theory (PMT), developed by Rogers (1983), is an extension
and adaptation of the Health Belief Model (HBM) (3.2.1) (Rosenstock, 1974). The PMT
describes a motivation theory that is aimed at taking a certain action based on fear.
This model was created to aid in understanding factors that trigger fear and considers
the intention to protect oneself as the determining factor in promoting cyber security
behavior. Anderson et al. (2010) notes that the PMT is a prominent and widely used
explanatory theory for predicting one’s intention to take preventive action. Siponen et al.
(2014) agreed, arguing that self-efficacy rather than fear is the most powerful predictor
of this behavior. According to various studies, an employee’s attitude towards cyber
security is determined by the assessment of two factors: threat appraisal and coping
appraisal, an estimate of the complexity of the handling of the incident (Bulgurcu et al.,
2010). The PMT states that behavioral intent is dependent on the following factors
(Figure 3.2):
Protection Motivation Theory (PMT)
Threat appraisal
Factors perceived by individuals as threats (Vance et al., 2012). Sommestad,
Karlzén, et al. (2015) argue that the threat appraisal leads to a higher protection
motivation (intention) if the individual experiences a high degree of vulnerability
to the threat and/or the severity of the consequences. In addition, Rogers (1983)
states that rewards for inappropriate behavior will result in lower protection
motivation.
Vulnerability (+)
The risk of an unexpected event occurring if precautions are not taken to
prevent it.
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Protection Motivation Theory (PMT)
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Figure 3.2: Protection Motivation Theory (PMT), taken from Rogers (1983)
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Severity (+)
The scope and consequences of the incident if the threat materializes, and
any harmful events that may arise from it.
Rewards (−)
Any intrinsic or extrinsic motivation (3.2.6) to continue or maintain inappropriate behavior, such as failure to comply with cyber security policies
due to time. Physical or psychological satisfaction and social acceptance
are also associated with rewards, increasing the likelihood of a negligent
response to incidents. On the other hand, the chance of such a reaction
is actually reduced by the perception of the seriousness and vulnerability
of the threat (Vance et al., 2012).
Coping appraisal
Factors that determine how individuals can respond to the threat (Vance et al.,
2012). The research on coping appraisal is threefold and focuses on response
efficacy, self-efficacy, and response costs.
Response efficacy (+)
This variable refers to people’s perception of the perceived benefits or effectiveness of their action. For example, being intrinsically or extrinsically
motivated to remove or prevent possible harmful consequences.
Self-efficacy (+)
The principle of action or task-specific self-confidence, i.e., confidence in
a person’s ability to perform certain behaviors. This concept was first
suggested by Bandura (1977).
Response cost (−)
This variable refers to the costs associated with the recommended behavior (Vance et al., 2012), such as the costs of setting up and maintaining a
Cyber Security Incident Response Team (CSIRT).

Sommestad, Karlzén, et al. (2015) argue that when the proposed coping strategy
is considered meaningful and user-friendly, the coping rating contributes to a
higher level of protection motivation. In particular, a positive assessment of
response-efficacy and self-efficacy will result in greater motivation for protection,
while response costs will result in a reduced motivation for protection.

The results showed that the PMT can be used to study cyber security behavior. The
intention to protect oneself on the basis of fear is seen by the PMT as a determining
factor in promoting this type of behavior. However, in the context of IR, the goal is to
encourage appropriate compliance behavior, such as following the incident prevention
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procedures addressed in Chapter 2. For this reason, the PMT must be modified to be
fully applicable in an IR context. However, Secura has stated that expanding a cyber
security behavior paradigm is beyond the scope of this study.

3.2.3

Theory of Planned Behavior (TPB)

The Theory of Planned Behavior (TPB), developed by Ajzen (1991), is an extension and
adaptation of the Theory of Reasoned Action (TRA) (Fishbein et al., 1975). Theory
of Reasoned Action (TRA) combines two components as a predictor of future behavior:
behavioral attitudes and subjective norms (Figure 3.3). TPB builds on this framework
and dissects a person’s intention to perform a particular behavior.
Theory of Planned Behavior (TPB)
Theory of Reasoned Action (TRA)

Subjective
norm

Attitude
towards the
behavior

Perceived
behavioral
control

Intention

Behavior

Figure 3.3: Theory of Planned Behavior (TPB), taken from Ajzen (1991)
The TPB is an established theory in the behavioral sciences and is among the most
tested models for information security policy compliance and violation behavior (Lebek
et al., 2014; Sommestad and Hallberg, 2013). The TPB describes relationships regarding
the use of behavioral attitudes, subjective norms and perceived behavioral control to
predict the intent of behavior in a cyber security context (Ajzen, 1991; Hazari et al.,
2008; Sommestad and Hallberg, 2013). Behavioral intent, in turn, is considered the
most influencing variable of this type of behavior (Ajzen, 1991; Davis, 1985; Rogers,
1983). The TPB states that behavior in the context of cyber security can be explained
by the following variables (Figure 3.3):
Theory of Planned Behavior (TPB)
Attitude
Ajzen (1991) defines this as the person’s positive or negative feelings towards
particular behavior. In the context of IR, it refers to the person’s behavioral
belief to act in cyber security incidents (motivation).
Subjective norms
Variables that determine the behavior expected with a particular effort. For
example, normative beliefs and/or motivation to respond to incidents.
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Perceived behavioral control
This theory emerged from the theory of self-efficacy, as proposed by Bandura
(1977). Perceived behavioral control determines to what extent someone believes
that certain behavior can be performed (Bulgurcu et al., 2010). In other words,
the variable describes the individual’s perception of the ability to perform this
behavior. In the context of IR, it refers to the person’s ability to act in cyber
security incidents (competence).
The results showed that the TPB can be used to study cyber security behavior in a
IR context. Attitude, subjective norms and perceived behavioral control were found to
be determinants of this type of behavior (Sommestad and Hallberg, 2013). However,
Hughes (2007) notes that this model lacks explanatory power and consistency in the
relationships between the three variables present.

3.2.4

Technology Acceptance Model (TAM)

The Technology Acceptance Model (TAM), proposed by Davis (1985), is an extension
and adaptation of the Theory of Reasoned Action (TRA) (Fishbein et al., 1975), which
is not discussed in this study. The TAM explains how users will accept and use a
technology. To this end, the determinants of usage behavior are dissected, while the
TRA model focuses on the explanation of human behavior. Figure 3.4 illustrates the
TAM, with arrows suggesting causal relationships. A collection of design features is
used to describe external variables such as the reliability and/or perceived validity of
the technology (Johnson, 2005). The attitude towards the use of technologies (Affective
Response) and their actual use (Behavioral Response) is based on two main assumptions:
perceived usability and perceived ease of use (Cognitive Response). TAM considers
these assumptions to be the fundamental determinants of IT adoption. That is, these
determinants influence the adoption of a new technology or service and/or the decision
to take advantage of this technology.
Technology Acceptance Model (TAM)
User Motivation

X1

Perceived
Usefulness of
Technology

X2

X3

Perceived
Ease of Use
of Technology

Design
Features

Cognitive
Response

Attitude
Towards
Using
Technology

Actual Use of
Technology

Affective
Response

Behavioral
Response

Figure 3.4: Technology Acceptance Model (TAM), taken from Davis (1985)
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Technology Acceptance Model (TAM)
Perceived usefulness
Variable that determines the degree to which a person believes that using a particular system or technology improves his or her work performance, as described
by Davis (1985). This factor refers to whether or not someone considers the
technology suitable for their needs.
Perceived ease of use
Variable that, according to Davis (Davis, 1985), is the extent to which someone
feels that using an IT system is easy. The perceived usefulness is influenced by
the perceived ease of use (Rauniar et al., 2014).
The TAM has been empirically verified, validated and applied in areas such as cyber
security, finance and e-commerce (Gounaris et al., 2008; Johnson, 2005; Pikkarainen
et al., 2004). H. Chen et al. (2017) argue that TAM has grown in popularity because
its variables are easy to interpret, supported by evidence (verifiable), and applicable
for predicting the implementation and application of emerging technology in different
areas. Despite its popularity, opponents of TAM point to its questionable heuristic
value (e.g., acquiring knowledge or a desired result), triviality, lack of explanatory and
predictive power (e.g., explain or predict IR behavior) and lack of practicality (Chuttur,
2009). By limiting the framework to just two assumptions of technology adoption, the
paradigm provides less meaningful knowledge of users’ views on how to solve certain
cyber security challenges. To improve TAM’s explanatory and predictive methods, Awa
et al. (2015) argue that the variables should be generalized or combined with different
IT adoption models. However, in consultation with Secura, the author of this thesis has
decided that the generalization and/or extension of the TAM falls outside the scope of
this thesis.

3.2.5

General Deterrence Theory (GDT)

The General Deterrence Theory (GDT), first proposed by Ehrlich (1973) and later verified by Vandaele (1978), focuses on deterrent measures or sanctions for committing
anomalous or undesired activities. The theory is based on the idea that human behavior is rational to some extent and thus can be influenced by rewards, especially the
disincentives that result from formal punishment or sanctions (Bulgurcu et al., 2010;
D’Arcy et al., 2009). Numerous studies have made modifications to the GDT by including scientific literature on cyber security behavior. One of these studies was conducted
by D’Arcy et al. (2009) who introduced an extensive and empirically tested GDT. This
scientifically validated theory emphasizes the importance of security awareness and argues that the degree to which users are aware of the security implications directly affects
their perception of security and the severity of the consequences of abuse or misuse.
Security awareness can be increased through, for example, training, education and monitoring.
Figure 3.5 illustrates the proposed GDT. User awareness of cyber security is described
by three types of security measures: security policies, security awareness, and security
systems. The intention (Affective Response), which ultimately determines the behavior
(Behavioral Response), is based on two main assumptions: the perceived certainty that
a sanction will occur and perceived severity of sanctions (Sanction Perceptions). That is,
security countermeasures indirectly influence users’ intentions to abuse or misuse cyber
security by influencing their perception of sanctions. The high likelihood of fines for
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Extended General Deterrence Theory (GDT)
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Figure 3.5: General Deterrence Theory (GDT), taken from Ehrlich (1973) and D’Arcy
et al. (2009)
violations of laws and regulations is referred to as deterrent certainty and the severity
of the sanctions is regarded as deterrent severity (Son, 2011). Son (2011) argues that
these perceptions determine the influence of security measures on a person’s intention
to display negligent cyber security behavior.
In the context of IR, this model seems less useful, as the perception of sanctions contributes little to proactive and/or reactive IR. D’Arcy et al. (2009) argue that cyber
security abuse can be deterred with security policies, security awareness and security
systems as cyber security prevention measures and/or as post-incident improvements.
However, there is little scientific evidence to suggest a useful application of the GDT in
an IR context.

3.2.6

Ability, Motivation and Opportunity (AMO) Framework

The Ability, Motivation and Opportunity (AMO) framework (Figure 3.6), proposed by
MacInnis et al. (1989) and extended by Maclnnis et al. (1991), assumes that people’s
behavioral performance uses these three components in a mutually beneficial structure
(Siemsen et al., 2008). According to Siemsen et al. (2008), the reduced presence of one
of the AMO variables suggests a decrease in human interest due to a reduced cognitive
incentive or cognitive ability to respond (e.g., to security incidents). The model was
originally designed to illustrate the customer’s overall response to advertisements.
In a number of studies, the AMO framework has been adapted on the basis of scientific
literature on cyber security behavior (Binney et al., 2006; Hughes, 2007; Siemsen et al.,
2008). MacInnis et al. (1989) emphasize the importance of motivation as a motor of
behavior. In addition, Hughes (2007) and Siemsen et al. (2008) consider both Ability and
Opportunity as regulators (moderating variables) of the intrinsic motivation to engage in
certain cyber security behaviors. For example, the motivation to perform well to initiate
an appropriate response process in the event of a security breach requires a certain
amount of knowledge, skills and contextual resources. Due to the mutual relationship
between the concept of Motivation and the regulators Ability and Opportunity, Hughes
(2007) and MacInnis et al. (1989) refers to this paradigm as the AMO framework, while
Binney et al. (2006) and Siemsen et al. (2008) call it the MOA framework. For the sake
of consistency, this thesis will continue to use the term AMO (Figure 3.6).
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Ability, Motivation and Opportunity Framework (AMO)
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Figure 3.6: The Ability, Motivation and Opportunity (AMO) Framework, taken from
Hughes (2007)

The theory of the AMO framework states that behavior can be explained by the following
variables:
Ability, Motivation and Opportunity (AMO) Framework
Ability
Variable that refers to the person’s ability, skills or knowledge capacity required
to perform a desired behavior (Maclnnis et al., 1991). In other words, this
component refers to the ability or knowledge capacity to respond to incidents.
Motivation
Variable that indicates the person’s willingness to act, such as the willingness to
conduct risk assessments and security audits to increase cyber security. The scientific studies on motivation are twofold and focus on both intrinsic and extrinsic
motivation (Benabou et al., 2003; Binney et al., 2006; Hughes, 2007; Vance et al.,
2012).
Intrinsic motivation
This variable includes factors that influence behavior through the inner
motivation for the task itself, regardless of any external benefits (e.g.,
pleasure or satisfaction) (Benabou et al., 2003; Binney et al., 2006).
Extrinsic motivation
This variable includes factors that influence behavior through external
benefits and conditional rewards, such as money, social approval and status (Benabou et al., 2003; Binney et al., 2006). In addition, Vance et al.
(2012) note that extrinsic motivators, such as social attitudes and cues
for action, have a huge impact on employees’ intentions to pursue cyber
security policies.
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Opportunity
Involves the possibility or opportunity to process information depending on factors influencing the person’s level of attention (MacInnis et al., 1989; Maclnnis
et al., 1991). For example, the number of distractions during information processing or the duration of exposure to a means of communication. A high degree
of attention implies a high degree of opportunity and/or ability to interpret information according to value (Maclnnis et al., 1991).

3.3

Research Design

In Section 3.2, six behavioral science models and associated theories in the field of cyber
security were discussed. Section 3.3 contains the research design of this chapter in
which the selection of a behavioral model for Incident Response (IR) is discussed. First
of all, the results of the literature review, as set out in Section 3.2, are interpreted and
discussed. Subsequently, one behavioral theory, based on a well-considered foundation,
will be selected and empirically analyzed. The explanation includes both the research
design and the scope of the chosen model. Based on this study, the validity and reliability
of the behavioral characteristics influencing Incident Response (IR) procedures can be
determined.
In order to make a well-considered comparison of the six models and to select one model
for further analysis, the researcher compiled Table 3.1. As described earlier, all six
models are scientifically related to IR.
The results of the study in Section 3.2 as well as Table 3.1 show that five of these theoretical models, with the exception of the extended HBM, have a common similarity;
the influence of various specific variables on behavioral intentions or attitudes (affective
response) that lead to certain behavior (behavioral response). The discussed theories
explain behavior as a causal relationship between affective and behavioral response, coupled with influencing variables. Behavioral intention is the cognitive determinant that
leads to a particular behavior (Bulgurcu et al., 2010). For example, the motivation to
implement improvements in security policy as a preventive security measure. Behavioral intent, in turn, is mainly influenced by a number of factors, such as Ability and
Opportunity (AMO; 3.2.6), perception of sanctions (GDT; 3.2.5) or perceived behavioral control (TPB; 3.2.3). In their paper, Lebek et al. (2014) found evidence that these
determinants influence employee behavioral intent in cyber security.
Table 3.1 also shows that four of the six models are behavior-oriented (HBM, PMT,
TPB, AMO) and that two models are basically technically oriented (TAM, GDT). In
addition, the theoretical frameworks of TAM and GDT may lack predictive power and
precision. On the one hand due to a lack of internal variables, such as contextual components. On the other hand, due to the lack of external variables, such as situational
components that influence IR behavior (Hughes, 2007). For example, the TAM (3.2.4)
describes the adoption and continuation of technology, but lacks contextual and situational components for incident prevention and response (Chuttur, 2009). Although
a similar problem also arises in the GDT (3.2.5), D’Arcy et al. (2009) argue that the
abuse of cyber security can be deterred with security policies, security awareness and
security systems. Either as cyber security prevention measures and/or as post-incident
improvements.
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Table 3.1: Comparison of behavioral models related to IR
Model:
Characteristics:
Scientific source
Orientation
Influencing
behavioral intention

Behavioral
control:
confidence in
personal competence
Motivation

Factors that influence the level of attention

Extended Health Belief Model (HBM)

Protection Motivation Theory (PMT)

Theory of Planned
Behavior (TPB)

Technology
Acceptance Model (TAM)

General Deterrence
Theory (GDT)

Lebek et al. (2014)
Behavior-oriented
7

Lebek et al. (2014)
Behavior-oriented
Behavioral
intentions
that lead to certain
behavior
(behavioral
response)
Self-efficacy

Lebek et al. (2014)
Behavior-oriented
Behavioral
intentions
that lead to certain
behavior
(behavioral
response)
Perceived
behavioral
control

Lebek et al. (2014)
Technically oriented
Behavioral attitudes (affective response) that
lead to certain behavior
(behavioral response)
7

Lebek et al. (2014)
Technically oriented
Behavioral
intentions
that lead to certain
behavior
(behavioral
response)
7

Ability, Motivation
and
Opportunity
(AMO) Framework
Hughes (2007)
Behavior oriented
Behavioral
intentions
that lead to certain
behavior
(behavioral
response)
Ability

Response efficacy and
rewards
(associated
with fear-based threats)

Attitude and subjective
norms (subjective beliefs and / or motivation)
7

7

7

Motivation

7

Opportunity:
Factors
that affect the level of
attention

No moderating variables:
Lack of explanatory power and
consistency in relationships between the three
variables present
Perceived
behavioral
control

No moderating variables

No moderating variables

Moderating
variables:
explanatory power and
consistency in the relationships between the
three variables present

7

7

Ability

Perceived
control

7

Perceived certainty and
perceived severity of
sanctions

Ability

Perceived barriers, cues
to action and general security orientation, selfefficacy
Perceived benefits (targeted rewards)

Control variables: organizational technical controls and security awareness
Perceived severity (personal assessment of the
seriousness of the consequences of the situation)

Response costs (associated with the recommended behavior)

Perceived sensitivity
to security incidents

Perceived susceptibility

Awareness of security countermeasures

Perceived barriers, cues
to action and general security orientation

Vulnerability and severity (variables that determine how individuals can respond to fearbased threats)
7

Moderator

No moderating variables

Green colored cells contain components related to IR procedures.
White colored cells contain components unrelated to IR procedures.
Cells marked with ”7” indicate non-applicability to IR procedures.
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Based on these substantiated considerations, four scientific behavioral models remain
within the comparison, which have determinants that are explicitly related to IR procedures: HBM, PMT, TPB, AMO. The advantages of these behavioral models for IR
procedures are discussed in more detail.
The PMT describes both the threat and the coping rating, which determines how individuals perceive and respond to fear-based threats. The PMT shares similarities with
the extended HBM, TPB and AMO in that it speaks of Self-efficacy, which is defined by
Bandura (1977) as the person’s ability to address or perform recommended behaviors.
However, in the context of IR, the goal is to encourage appropriate compliance behavior,
which necessitates an adaptation of this model.
TPB (3.2.3) contains a diverse range of elements that can optimize an IR procedure
and deals with the ability to improve security behavior. However, Hughes (2007) notes
that this model lacks explanatory power and consistency in the relationships between
the three variables present. According to Ng et al. (2009), adding additional influencing
factors (such as the theory of Opportunity) could mitigate this problem, but negatively
impacts the consistency of the theory. Sun et al. (2006) and Venkatesh et al. (2003) suggest that the problems of explanatory power and consistency can be partially solved by
examining the role of moderating variables in theoretical models. Moderating variables
are those that affects the intensity of the relationship between the dependent (criterion) and independent (predictor) variable (Le et al., 2006). Hughes (2007) argues that
moderating variables can narrow the scope of these models without significantly affecting model consistency, limiting contradictions between scientific behavioral models and
theories.
Both the extended HBM and the AMO framework involve conceptualization of such
moderating variables: Perceived severity (3.2.1) at HBM and Ability and Opportunity
(3.2.6) at AMO. However, HBM lacks an essential element: the behavioral intention,
which leads to a behavioral response (Ng et al., 2009).
In accordance with IR procedures, the AMO framework offers the most enticing capabilities of all of these models and theories through the conceptualization of moderating
variables Ability (3.4.1) and Opportunity (3.4.3). AMO consists of the following psychological concepts: Ability encompasses the set of skills and abilities required to perform a
particular behavior; Motivation is the driving force behind behavior; Opportunity refers
to the social and situational limitation that affect behavior performance (Hughes, 2007).
However, Hughes (2007) notes that it is often possible to generate an abundance of motivations for potential cyber security behavior. Hughes (2007) also notes that it remains
a challenge to determine when the implementation of an AMO-oriented cyber security
principle is inappropriate. For example, adoption and continuation of technology (TAM,
3.2.4), although the AMO variables can also contribute to this, as can be seen in Table
3.1.
Several factors contributed to the decision of the behavioral model for this thesis:
1. Based on previous analysis and discussion of both models, the technical orientation
and the comparison of model functions in Table 3.1, the researcher of this thesis
has chosen to omit the TAM (3.2.4) and GDT (3.2.5).
2. The PMT (3.2.2) shares similarities with the extended HBM (3.2.1), TPB (3.2.3)
and AMO framework (3.2.6). However, as indicated earlier, the model requires
an adjustment in the context of IR. For this reason, including the comparison of
model functions in Table 3.1, this study omits the PMT.
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3. This study has shown that the constructs of the TPB (3.2.3) and the AMO framework (3.2.6) influence intentions and behavior in the prevention of cyber security
and activities after incidents. In addition, HBMs constructs of perceived susceptibility, perceived benefits (motivation), and self-efficacy (ability) were also found
to be determinants of this form of behavior (3.2.1) (Ng et al., 2009). However,
some concerns emerge when comparing the three models, as shown in Table 3.1.
First, the TPB does not address factors that affect the person’s level of attention.
The expanded HBM speaks of control variables (organizational technical controls
and security awareness) to address these factors, while the AMO framework has
established the theory of Opportunity. Second, the extended HBM does not include behavioral intentions that lead to particular behavior (behavioral response),
which is included in the TPB and AMO framework. Third, the TPB does not
employ moderating variables and thus lacks explanatory power and consistency in
the relationships between the three variables present.
Ajzen (1991) specifically defines the intent in TPB as the acquisition of motivational factors. Hughes (2007) argues that where facets of Ability and Opportunity
are used in this model as additional structures specifically relevant to intention,
they cannot regulate purposeful motivation. For example, unmotivated IR personnel with the required Ability and Opportunity are likely to refrain from certain
IR duties. Hughes (2007) instead emphasizes the use of Ability and Opportunity
as moderating variables, as applied in the AMO framework. Motivational factors
can also be observed in the extended HBM, such as perceived benefits, and factors
related to Opportunity, such as cues to action.
Based on all these arguments, the researcher concludes that the AMO framework emerges
best from the comparison for optimizing IR procedures. In addition, some behavioral
factors from the models described in the Theoretical Framework (3.2) are specifically
included in the analysis to further substantiate the AMO components in an IR context.
Secura is familiar with the AMO framework and already applies the basic principles
for the benefit of their Behavior Department. With the empirical ideas outlined in this
thesis, this scientific knowledge will be used to promote Secura sub-products such as
surveys, phishing tests and e-learning.

3.4

AMO Framework Research

By examining Ability, Motivation and Opportunity (AMO), a comprehension of these
three concepts can be guaranteed. Siemsen et al. (2008) argue that the AMO variables
should not be addressed in isolation, but rather in a complex and coherent manner;
a structure is needed in which all variables are mutually and optimally utilized. In
addition to positive cyber security behavior, this optimization can trigger a habit of
cyber security thinking.
Binney et al. (2006) and Siemsen et al. (2008) note that without the presence of one of
the AMO variables, security incidents cannot be completely eliminated. According to
Siemsen et al. (2008), reduced human interest is caused by a reduced cognitive stimulus
and/or cognitive responsiveness. Shortcomings in the AMO variables indicate that the
user cannot prevent or detect security incidents, for example due to insufficient theory
and/or practical experience.
However, scientific literature linking this information to cyber security IR is still in its
infancy. Therefore, literature on cyber security behavioral theories discussed in Section 3.2 are used to support each of the AMO components. Rooted in the context of
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IR, a holistic approach is used to separately examine the theory of Ability, Motivation
and Opportunity and ensure that the conditions for each component are clearly defined. Using qualitative methods, the functional and practical relevance to implement
each component is dissected and analyzed. The goal is to define the characteristics of
this theory-based behavioral model to improve the response to cyber security incident
prevention and post-incident activities.
The following sections discuss how IR is affected by each of the specific behavioral
concepts. More specifically, this section studies the scientific approaches related to
Self-Efficacy / Ability (3.4.1), Motivation (3.4.2) and Opportunity (3.4.3) in incident
prevention, pre-detection and post-incident activities. In general, the theory of Opportunity is presented less prominently in the literature on IR than the theory of Ability
and Motivation. Therefore, Sections 3.4.4 and 3.5 will discuss two applications related
to the three constructs AMO. The theory of visual deception is discussed in Section
3.4.4 and the concept of a Cyber Security Incident Response Team (CSIRT) is discussed
in Section 3.5. Finally, recommendations are discussed in Section 3.4.5.

3.4.1

Ability / Self-Efficacy

The concept of ability is defined as the degree
to which users have options or resources to express certain behavior, e.g., intellectual, mental,
physical, social and/or financial (MacInnis et al.,
1989). This concept includes the individual’s ability to solve problems and/or his knowledge of action (Binney et al., 2006; MacInnis et al., 1989;
Pieters, 1991).

Ability, Motivation and Opportunity Framework (AMO)

Ability

M

Intention

Behavior

Affective

Behavioral

O

Response
Response
The concept of self-efficacy, proposed by Bandura
(1977), emphasizes a person’s confidence in their
own ability to successfully influence their environ- Figure 3.7: The theory of Ability,
ment, for example by completing a particular task highlighted from the AMO frameor solving a problem. This construct is used in work (3.2.6)
the extended HBM (3.2.1) and the PMT (3.2.2),
while the TPB (3.2.3) speaks of perceived behavioral control, a theory that arose from self-efficacy (Bulgurcu et al., 2010). Siponen et al.
(2014) cite self-efficacy as one of the strongest predictors of the intention to comply with
certain behavior.

In the context of Incident Response (IR), the concept of ability refers to the personal
action repertoire and/or the individual knowledge to prepare and respond to it. Availability of the necessary knowledge and behavioral skills will increase a person’s ability
to respond to security incidents. A high degree of ability indicates presentable and accessible insider knowledge to interpret security incidents (Maclnnis et al., 1991).
A study by Pieters (1991) found that raising the skill level of participants through
education and training had a motivating effect. In contrast, a high motivation level
did not automatically result in a high performance level (Pieters, 1991). However,
(Binney et al., 2006) indicate that intrinsically motivated people will generally overcome
shortcomings in the required expertise and thus increase their self-efficacy. Examples
include learning new IR skills, finding resources and overcoming obstacles in hands-on
IR applications. Dixon (1999) argues that learning in organizations is not only the sum
of individual cognitive knowledge, but is related to the collective use of learning capacity.
More specifically, reference is made to the ability to collaborate and absorb, coordinate
and translate that knowledge (Dixon, 1999).
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Motivation

In this section, motivation theory in behavioral
psychology is studied in more detail to improve
response to cyber security incidents. In particular,
the aim of this section is to zoom in on the scientific theory of techniques and approaches to motivate employees in incident prevention, lead-up to
detection and post-incident activities.

Ability, Motivation and Opportunity Framework (AMO)
A

Motivation
Intrinsic
Extrinsic

Intention

Behavior

Affective
Behavioral
O
Within scientific behavioral theories, motivation
Response
Response
is considered to be the driving factor of behavior
(Binney et al., 2006; Herzberg et al., 1968; Hughes, Figure 3.8: The theory of Moti2007; Lazenby, 2008; Siemsen et al., 2008). MacIn- vation, highlighted from the AMO
nis et al. (1989) and Maclnnis et al. (1991) describe framework (3.2.6)
motivation as the cognitive coordination of people
and the person’s willingness to act, which includes
readiness, interest, and desire to engage in a particular behavior. In the context of Incident Response (IR), the concept of motivation refers to the stimuli that can influence
individuals to act with the specific goal of promoting IR (MacInnis et al., 1989), such
as conducting risk assessments and security audits.

Aside from the AMO framework (3.2.6), each of the behavioral science models described
in this scientific literature review (3.2) relates in some way to motivation theory. The
expanded HBM (3.2.1) describes motivation as the benefits of taking a safety initiative
(perceived benefits and perceived severity), while the PMT (3.2.2) describes it as any
intrinsic or extrinsic motivation to continue or maintain inappropriate behavior (using
rewards). In addition, the TPB (3.2.3) describes motivation as the person’s positive or
negative feeling towards a particular behavior that is determined with a particular effort
(attitude and subjective norms), while the TAM (3.2.4) does not discuss motivation
directly. However, Venkatesh (2000) has proposed an extension of this latter paradigm
that includes inherent motivation theory using the determinants of perceived ease of
use.
Given the important role people play in cyber security, Son (2011) argue that companies should base their efforts on motivating employees to increase security efficiency.
Herzberg et al. (1968) similarly argue that motivation has a long-lasting influence on
employee attitudes. In addition, highly motivated people will deploy the essential resources in the exchange of skills and knowledge (Maclnnis et al., 1991). In incident
prevention, the lead-up to detection and post-incident activities, such exchanges can
lead to time, money and resource savings, yielding valuable returns.
The relevance of motivation is supported by several academics, including Lazenby (2008)
and Benabou et al. (2003). Lazenby (2008) argues that people are motivated to perform
well in order to gain benefits and/or avoid negative results. Benabou et al. (2003) agrees
that external benefits positively reinforce desirable behavior. For example, employees are
intrinsically or extrinsically motivated to work for their salary in business and corporate
environments.
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Opportunity

The concept of opportunity can be described as the
degree to which a situation is optimal to act effec- Ability, Motivation and Opportunity Framework (AMO)
tively and achieve an ideal result. This concept
A
reflects the individual’s ability to process knowlM
Intention
Behavior
edge without limitations, dependent on factors influencing the person’s level of attention (MacInnis
et al., 1989; Maclnnis et al., 1991). For example,
Opportunity
the number of distractions during information proAffective
Behavioral
Response
Response
cessing. In the context of Incident Response (IR),
a high degree of opportunity implies that attention
to security incidents is not obstructed (Maclnnis et Figure 3.9: The theory of Opportunity, highlighted from the AMO
al., 1991).
framework (3.2.6)
Binney et al. (2006) argue that insufficient opportunity is perceived when a person shows the will
to act (motivation), but is hindered or unable to perform a desired behavior. A lack
of IR procedures and/or the lack of cognitive ability to learn from security incidents
are examples of this. Cyber security is further compromised when organizations intentionally ignore opportunities to learn security lessons (Ahmad, Maynard, et al., 2015;
Cichonski et al., 2012). This is the case, for example, when low impact security incidents, such as anomalies, are simply registered instead of extensively investigated. The
conflicting goals of learning about cyber security and restoring the availability of services
at the lowest possible cost are the main underlying reasons (Ahmad, Maynard, et al.,
2015).
Organizations are confronted with different and changing security risks, in which technical and human factors play an important role. Early detection of emerging threat trends
based on technical and behavioral characteristics is critical to improve understanding of
vulnerabilities and appropriate and adaptive security steps (Cichonski et al., 2012; Kral,
2011). The aim is to achieve a high degree of opportunity and/or skill to interpret, apply
and improve information in IR. Security solutions to change the ineffective pattern at
organizations can be sought from different types of teams that support IR within the
organization, such as CSIRTs (3.5). In addition, a number of factors related to incident
prevention, the run-up to detection and post-incident activities contribute to increasing
the level of opportunity. These factors are discussed in Section 3.4.5.

3.4.4

Visual Deception

During the conceptualization and elaboration of the AMO constructs, Ability and Opportunity within this study, Secura pointed out the growing concern about visual deception in cyber security and the importance of knowledge about this. At the request
of Secura, Chapter 4 also contains a case study with an extensive investigation into the
security incident at Maastricht University (UM) caused by a phishing attack (Dijkstra
et al., 2020; Ministerie van Onderwijs, 2020a,b; NOS, 2019, 2020; RTL Nieuws, 2020;
Security, 2020; SURF, 2020a,b). Expertise in visual deception techniques is necessary
to equip employees with sufficient cognitive knowledge about the prevention and detection of possible related security incidents. As the current study provides a scientific
basis for future promotion of Secura’s sub-products (including surveys, phishing tests,
e-learning), this section discusses the theory of visual deception with examples from
practical cases of phishing.
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Empirical evidence shows that even the most sophisticated users can be fooled by visual
deception techniques used in phishing and impersonation (Dhamija et al., 2006). The
answer to why visual deception is effective can be traced back to how someone perceives
a source as credible or malicious. If one is not aware of the security implications,
these incidents will continue to occur (Dhamija et al., 2006). The ability to discern
attack indicators and respond to these attacks are paramount in ensuring the online
confidentiality and integrity of files and data.
Buller et al. (1996) define ”deception” as a message sent by an adversary to confirm the
recipient’s false belief or conclusion. Such phishing emails can be considered legitimate
by victims, when in reality it is the work of an attacker or a so-called phisher. According
to Miller et al. (2005), phishers exploit the gap between the user’s security awareness
and the mental model, leading to deception. Carlson et al. (2004) suggests certain cues
that can influence users to make confidential decisions, including verbal and non-verbal
cues (e.g., email content and email receipt time). Buller et al. (1996) agree, arguing
that phishing works because many of the signals people rely on can be easily faked by
the phisher, leading to deception.
Technological advancements in the context of phishing have lowered the cost large-scale
security incidents (Kumaraguru et al., 2009). A study by Dhamija et al. (2006) revealed
three behavioral science issues that analyze how deception occurs in phishing emails and
clarify the necessary combat skills:
1. Lack of knowledge. Users may lack proper knowledge of phishing and security
indicators, as well as knowledge of operating systems, applications and emails
(Dhamija et al., 2006). For example, a user could be misled into thinking that
mijn.overheid.com is the official and legitimate website for digitally receiving
government mail in the Netherlands. However, the legitimate website has the .nl
extension: https://mijn.overheid.nl/. In addition, the header of the email
can be forged; many users are unable to distinguish counterfeit from legitimate
headlines (Dhamija et al., 2006).
2. Visual deception. Hackers utilize deceptive ways to emulate real text, pictures
and windows. Dhamija et al. (2006) characterized visual deception techniques in
a few ways:
(a) Visually deceptive text. Users can be misled by the linguistic structure of a
web page address. For example, mljn.overheid.nl uses the lowercase letter
”l” which resembles the letter ”i”.
(b) Images masking underlying text. Phishers often employ an image masking
method by replacing the hyperlink of an authentic image with a link to a
malicious site (Dhamija et al., 2006).
(c) Images mimicking windows. Users can be misled by content on a web page
that resembles a browser or dialog boxes.
(d) Frame masking underlying frame. A common procedure used by phishers is
to mask a frame by placing a legitimate frame on top of it. If they both look
equally legitimate, users could be tricked into thinking that both frames are
from the same source, regardless of variations in address or security indicators
(Dhamija et al., 2006).
(e) Deceptive representation. Sometimes when phishers make an exact copy of a
website or window, clues can only be discovered due to a lack of professional
rendering or spelling errors. Evidence of misleading representation can be
found in the amount of personal information requested.
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3. Bounded attention. Even if (1) and (2) are known and actively addressed,
deception can occur if security indicators go unnoticed (or are absent) (Dhamija
et al., 2006). Dhamija et al. (2006) define bound attention as insufficient attention
to suspicious signals and/or clues.
(a) Lack of attention to security indicators. Security is often not considered a
primary goal (Dhamija et al., 2006). If users are focused on their primary
tasks, security indicators or warning messages can go unnoticed. For example,
visually misleading text (2a) can be noticed if the URL in the status bar does
not match the legitimate website. However, this requires vigilance and a high
degree of attention.
(b) Lack of attention to the absence of security indicators. As a result, users show
insufficient focus to reliably recognize that no security indicators are present
(Dhamija et al., 2006). A web page protected by Transport Layer Security
(TLS; encryption protocol that secures communication between computers),
visualized with security indicators, such as the padlock icon in modern web
browsers, does not always reliably indicate whether the web page is secured
with TLS. For example, the padlock icon in Google Chrome, Mozilla Firefox
and Opera contains some details, including the protocol version, while in
Internet Explorer this information is obscured in a layered structure. Dhamija
et al. (2006) note that users may not notice the absence of this reliable security
indicator.

3.4.5

Recommendations

Behavioral literature in the context of motivational psychology provides direction for optimizing employee behavior with regard to incident prevention, the lead-up to detection
and post-incident activities (Herzberg et al., 1968; Lazenby, 2008). Based on comparison
between IR theory and various scientific studies, the following recommendations emerge
to increase the skill level of Ability / Self-Efficacy, Motivation and Opportunity:
1. Focus on continuous learning. A study by Ahmad, Hadgkiss, et al. (2012)
analyzed IR challenges through a case study in favor of the organization’s security
function. According to the findings, the (limited) post-incident evaluation process
prioritized events with high impact, while focusing on learning errors (i.e., factors that can promote learning) and near misses would have been more profitable.
Ahmad, Hadgkiss, et al. (2012) emphasized the importance of technical and organizational learning from practical experiences with cyber incidents and to refine
the IR procedure on the basis of the associated learning processes. By learning
from previous security incidents, their prevention and detection can be improved
(Khonji et al., 2013). In addition, Tøndel et al. (2014) and Ahmad, Hadgkiss,
et al. (2012) argue that sharing lessons learned and information about incidents
with employees and departments in the organization who would benefit from such
information is just as important.
To explain employees’ commitment to security policies and procedures, Siponen et
al. (2014) designed a multi-theory framework that combines principles of the PMT
(Rogers, 1983) and TRA (Fishbein et al., 1975). The model has been empirically
verified based on data from 669 respondents from four companies in Finland. Siponen et al. (2014) concluded that a higher degree of self-efficacy among the surveyed
employees had a positive and significant impact on their intention to follow cyber
security policies and procedures. Based on the results, the study recommends that
employees receive security education and practical training (Siponen et al., 2014).
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2. Educate and train users on visual deception techniques. Expertise in visual deception techniques is needed to provide employees with sufficient cognitive
knowledge about the prevention and detection of possible related security incidents. Dhamija et al. (2006) argue that even the most sophisticated users can
be fooled by visual deception techniques, such as phishing and impersonation.
Dhamija et al. (2006) underline the importance of training and educating users to
protect themselves against these attacks. The lack of knowledge, visual deception
and bounded attention properties (3.4.4) can be addressed through continuous
learning and practical experience, such as security awareness training, education
programs and e-learning. However, bounded attention requires higher degree of
concentration and a better understanding of safety indicators (Dhamija et al.,
2006).
3. Set challenging and specific goals. Binney et al. (2006) state that discouragement is caused by setting goals that are too difficult, which is contrary to the
principles of optimally motivated people. Lazenby (2008) agrees, arguing that
challenges that motivate one can discourage others. Increased knowledge of cyber security, familiarity with IR routines and efficient teamwork are all drivers to
increase motivation to address these challenges and goals (Tøndel et al., 2014).
In addition, the motivation to perform IR learning activities can contribute to
the following security aspects: identifying vulnerabilities in the system (Ahmad,
Hadgkiss, et al., 2012), identifying security measures that can deter potential incidents (Ahmad, Hadgkiss, et al., 2012; Hove et al., 2014), and reviewing the risk
analysis of the affected systems (Ahmad, Hadgkiss, et al., 2012).
4. Clarify IR goals to motivate individuals. Lazenby (2008) states that clarifying IR goals create awareness among employees, which motivates them to achieve
the intended goals. This perception is shared by Cichonski et al. (2012), who notes
that employees need to understand the goals and necessity of the procedures to
increase individual motivation. For example, by explaining the practical result of
the IR objectives and reasoning their importance.
5. Communication. Briefing sessions, employee counseling, follow-up instructions,
security awareness training and lessons learned activities all require good communication in IR. Timely feedback on progress toward goals will motivate individuals
(Lazenby, 2008).
6. Reward employees. The person’s views on the effectiveness of the coherent response to cyber security incidents are positively endorsed when the recommended
action step is rewarded (Bulgurcu et al., 2010). On the one hand, it should be
noted that the rewards for assessing threats from the Protection Motivation Theory (PMT; 3.2.2) are based on motivation to continue or maintain inappropriate
behavior. On the other hand, the benefits of taking safety initiatives to mitigate a
potential hazard in the Health Belief Model (HBM; 3.2.1) are based on motivation
to pursue or maintain health-related behavior. However, in the context of IR,
the goal is to encourage appropriate compliance behavior, such as following the
incident prevention procedures addressed in Chapter 2.
Rogers (1983) and Vance et al. (2012) posit that rewards (or incentives) will intrinsically and/or extrinsically motivate people to increase or maintain desirable
behavior. Bulgurcu et al. (2010) argues that intrinsic benefits (such as contentment, happiness, success, and fulfillment) are a motivator to engage in compliance
behavior, while negative intrinsic stimuli (such as stress, guilt) deter such behavior. According to Lazenby (2008), discouragement is achieved by not explicitly
emphasizing the behavior in question, which will reduce its future manifestation.
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7. Update and/or remove redundant information from computer systems
to maintain an overview. IR capabilities can be improved by removing redundant, irrelevant, and/or recurring information (Kral, 2011). This information can
distract the user and helps to maintain an overview of the IR purposes. For example, time is of the essence in an IR environment; Applying the right information
and tools in a time-constrained situation can have a significant impact on how
incidents are resolved.
8. Document, review and discuss the behavioral characteristics that influenced the cyber incident. Metzger et al. (2011) recommends that all cyber
security-related material be documented as soon as an incident is reported or detected through an incident tracking system. It is essential to take into account
behavioral aspects that may have had an impact. A similar recommendation is
made by Cusick et al. (2010), Who report on the benefits of using an incident
knowledge sharing tool that allows authorized employees to request updates on
new incidents or improvements.
9. Improve and/or create new IR procedures, models and resources which
explicitly include behavioral characteristics. Chapter 2 demonstrated the
value of procedures, models and resources for incident prevention and response.
Cichonski et al. (2012) define examples of these resources, including contact information (phone numbers, email addresses), encryption software, network diagrams,
backup devices, portable devices (laptops, flash drives, printers), and digital forensic software. In addition, Tøndel et al. (2014) lists additional IR resources, including network security equipment, surveillance and monitoring tools, audit log
records, log monitoring software, and intrusion detection systems (IDSs).
An obstacle observed by Metzger et al. (2011) is the scarcity of professionals skilled
in the use of forensic instruments. This meant that instead of forensic equipment,
standard tools and protocols were used that are part of the usual computer setup.
According to Tøndel et al. (2014) and Metzger et al. (2011), there is also a lack of
empirical and experimental evidence to adequately elucidate the validity, applicability and usefulness of these specific approaches. In addition, they may contain
a high percentage of false positives and have little and/or incomplete documentation. Tøndel et al. (2014) argue that proactive analysis of these tools is important
to assess whether they improve the respective IR process.
To create future-proof IR procedures, Ahmad, Hadgkiss, et al. (2012) argue that
it is necessary to document, review, present and reintegrate the lessons learned
regarding human behavior in the IR process for future improvements. Improved IR
procedures can lead to a more coherent and accurate response to security events,
making it easy for Cyber Security Incident Response Team (CSIRT) members
and investigators to distinguish valuable reports from noise and turn incident
information into action. Cooke (2003) emphasize the importance of improving
IR capabilities by improving access to internal procedures, controls, training and
policies.
10. Addressing all aspects of IR is infeasible. The extent to which detailed comprehensive guidelines can be established regarding any behavioral concept in cyber
security remains to be seen. In practice, this will be virtually impossible, because
cyber crime comes in many types and operating conditions differ (Cichonski et
al., 2012). It is therefore important to encourage employees to actively think for
themselves, which at the same time has a positive influence on their motivation.
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Cyber Security Incident Response Team (CSIRT)

As cyber threats become more numerous and sophisticated, the importance of forming a security team dedicated to IR increases (Maj et al., 2010). A Cyber Security
Incident Response Team (CSIRT) is primarily responsible for preventing and detecting
cyber crime against an organization and provides a coherent, comprehensive approach
(Cichonski et al., 2012). Chapter 2 outlined the reasons why organizations should be
encouraged to continuously train and educate employees in the technical fundamentals
of IR theory. Such training and education are generally less focused on the behavioral
characteristics that influence IR procedures.
In this section, the different types of CSIRTs are distinguished, supplemented with a
substantiation of the selection criteria for the employees involved. On the basis of the
following considerations, the choice has been made to include this detailed description
in the subsection concerning the AMO framework.
CSIRTs can fulfill an essential function with regard to IR procedures in various respects,
not only in the technical field, but especially with regard to behavior, as described in the
AMO framework. As the knowledge regarding the influence of behavior characteristics
in relation to IR is still in its infancy, the expertise of the CSIRT can make a clear
difference in this area. By including the information on CSIRTs in Chapter 3, the study
emphasizes the importance of further refining the expertise on behavioral characteristics
in the rollout of IR procedures in the future.

3.5.1

Structures

Cichonski et al. (2012) identified three possible structures for a CSIRT:
1. A central IR team. The organization’s incidents are handled by one IR team.
Cichonski et al. (2012) argue that small businesses and those with limited geographic diversity (e.g. climate variations or a remote location) benefit from this
model in terms of computing resources by limiting costs to just one team.
2. A distributed IR team. The organization’s incidents are handled by multiple IR
teams, each responsible for their IR capacity in their respective department. This
strategy is beneficial for larger organizations (e.g., one IR team per department)
and organizations with a large number of external computing resources (Cichonski
et al., 2012). Within this team structure, one coordinated entity has the responsibility to ensure consistency in the IR process and information sharing between
teams (Kral, 2011).
3. A coordinating team. This team provides advice to other organizations or
CSIRTs without being in charge.
With regard to the possible structures for a CSIRT, Cichonski et al. (2012) emphasize
that these teams can be staffed by employees within the organization or outsourced
in whole or in part. Some organizations handle IR internally and rely on external
supervisors to assist with more serious or widespread incidents, while others completely
outsource the setup of this team (West-Brown et al., 2003). For example, during the
security incident at Maastricht University (UM) (4), the IR function was entirely the
responsibility of the Fox-IT IR team (Dijkstra et al., 2020). Cichonski et al. (2012) and
Kral (2011) state that the decision to choose the right team structure depends on a
number of factors:
1. Time. The time factor is critical when a security incident is detected. Organizations that make an explicit commitment to IR need personnel who can provide
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support 24 hours a day, digitally, by phone and/or on site. The duration of the
incident is often associated with an increased risk of damage and loss. Subsequent shortening of processing time can be achieved by using stimuli that can
be processed efficiently and directly (Maclnnis et al., 1991), such as the use of
(interactive) images instead of text.
2. Cost. Maintaining a CSIRT that provides 24-hour support is costly. Campbell
(2003) notes that organizations often do not use sufficient funding for skills training and management of the CSIRT. Ahmad, Hadgkiss, et al. (2012) agree that
organizations can overlook IR-specific costs, such as adequate funding for skills
training, physical security of the CSIRT’s work areas, and communication mechanisms. CSIRT members require much broader knowledge than most IT staff due
to the need for knowledge of many aspects of IT and cyber security (Cichonski et
al., 2012). A general understanding of IR methods and resources is also necessary
(e.g., with regard to digital forensic software).
Fast handling and efficient IR can reduce response costs. However, rapid incident
handling is not a precursor to a coherent effective response to these incidents.
Incidentally, Ahmad, Hadgkiss, et al. (2012) argue that incident prevention should
be the primary goal of any organization, based on cost savings and effectiveness
of incident handling and response.
3. Expertise. IR requires specialized knowledge and experience from all kinds of
technical areas (2) and within the behavioral domain (3). A CSIRT is responsible
for interacting with a wide variety of individuals, providing advice on different
policies and procedures. In addition to technological knowledge and insight into
behavioral influences, the ability to coordinate, communicate and write well is
therefore essential. Depending on the severity of the organization’s cyber risks,
different levels of knowledge and experience are required. While this expertise can
be outsourced to an external CSIRT, in-house technical personnel typically have
a better understanding of the organization’s environment.
4. Morale. Numerous scientific studies in IR agree that this work, as well as the
responsibilities of most team members, is stressful (Ahmad, Hadgkiss, et al., 2012;
Campbell, 2003; Cichonski et al., 2012; Kral, 2011). In addition, it is a challenge
for organizations to find available, experienced, and well-trained people to participate in a CSIRT. Cichonski et al. (2012) hypothesize that separation of IR tasks,
such as having employees perform multiple IR roles and reducing administrative
work, can significantly boost morale.

3.5.2

Recommendations

Cichonski et al. (2012) and Kral (2011) suggest the following strategies for building and
retaining skills within a CSIRT, providing opportunities for learning and growth.
1. Adequate staff. Provide knowledgeable personnel to staff the team on a permanent basis. Sharing knowledge within a CSIRT benefits the expertise of the
individual team members. This study emphasizes the importance of connecting
behavioral traits with IR for team development and broadening expertise.
2. Sufficient funding. Fund sufficient to maintain, improve and expand IT competence and cyber security skills, and to address legal issues related to IR. In
addition, sufficient funding is important to increase the expertise with regard to
the behavioral domain linked to IR.
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3. Temporarily change IR roles. Expertise in various areas of IR can be gained
by moving personnel to and from the CSIRT and participating in transfers where
team members change roles for short periods.
4. Possibility for external activities. Providing opportunities for other activities,
such as security education and training, or conducting research, increases the
required expertise. In this way, CSIRT members can be kept astute and motivated.

3.6

Conclusion

In this chapter, six theory-based behavioral models are presented that can be applied to
IR procedures. This study zoomed in on the so-called AMO framework to improve the
response to cyber security incidents in relation to behavioral characteristics. To answer
the research question (RQ; 1.2) in a scientifically substantiated way, the following subquestion (SQ2 ) is investigated:
Sub-Question 2 (SQ2 )
What are the characteristics of a scientific theory-based behavioral model related
to the response to cyber security incidents to optimize this procedure?
The scientific literature review (3.2) showed that the models and associated theories
examined share a common similarity; the influence of various factors on behavioral
intentions or attitude (Affective Response) that lead to certain behavior (Behavioral
Response). In other words, behavioral intent is the cognitive determinant that leads
to particular behavior. Behavioral response is also influenced by factors such as selfefficacy (PMT, 3.2.2), perception of sanctions (GDT; 3.2.5) or perceived behavioral
control (TPB; 3.2.3).
Based on substantiated considerations, the framework of Ability, Motivation and Opportunity (AMO) has been investigated as a theoretical concept of behavior (3.2.6)
(Binney et al., 2006; MacInnis et al., 1989; Maclnnis et al., 1991; Siemsen et al., 2008).
According to the research results of this thesis, the factors that significantly influence
the response behavior of cyber security incidents use these three concepts structurally,
whereby all variables must be mutually and optimally exploited (Siemsen et al., 2008).
The reduced presence of any of the AMO variables suggests a decrease in human interest
due to reduced cognitive stimulus, ability, motivation and/or ability to respond (e.g., to
security incidents) (Hughes, 2007). Based on qualitative research and analysis, recommendations are made to improve the response to cyber security incidents in relation to
the behavioral concepts of the AMO framework:
1. Learning. Focus on continuous learning and sharing information about lessons
learned with individuals and departments in the organization. Document, review,
present and integrate these lessons learned into the incident response process for
future improvement (Ahmad, Hadgkiss, et al., 2012). Teach and train users about
visual deception techniques and how to properly respond to these types of attacks
(e.g., through online or third-party training programs, surveys, e-learning). Set
challenging and specific goals, such as learning through social phishing attacks
and/or incident response training.
2. Incentives. Clarify the objectives of the incident response and justify their importance. Clear and sufficient communication will motivate individuals. Reinforce
adequate cyber behavior of employees in a positive way through rewards. Up59
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date and/or delete redundant information from computer systems to maintain an
overview.
3. Design. Document, review and discuss the behavioral characteristics that influenced the cyber incident. Improve and/or create new incident response procedures,
models and resources which explicitly include behavioral characteristics. It is not
feasible to address all aspects of incident response as cyber crime comes in many
types and operating conditions differ. Use the AMO framework as a starting point
when evaluating security behavior in relation to incident response.
4. CSIRT. Provide adequate personnel to staff the team on a permanent basis. Provide adequate resources (e.g., time and money) to maintain, develop, and improve
IT and security capabilities and to mitigate problems, such as legal issues related
to incident response. Temporarily change roles to gain expertise in different areas of incident response. Provide opportunities for external activities (e.g., safety
education and training and/or conducting research).

3.7

Discussion

In line with the research question, the elaboration of SQ2 describes correlation patterns
and relationships within six scientific behavioral models applicable to the cyber security
research field. Subsequently, the functional and practical relevance of one of these models
- Ability, Motivation and Opportunity (AMO) framework (3.2.6) - was analyzed and
substantiated empirically and qualitatively in relation to Incident Response (IR). The
data studied and the resulting recommendations contribute to a better understanding
of which features of a science-based behavioral model can be used to improve cyber
security IR.
This sub-study into the fundamental characteristics that influence human behavior provided a description of six psychological concepts and their applicability to IR procedures.
The study set clear conditions for each of the concepts - Ability (3.4.1), Motivation
(3.4.2) and Opportunity (3.4.3) - to be interpreted structurally, whereby all variables
must be mutually and optimally utilized. By implementing the recommendations set
out in the conclusion in Section 3.6, this AMO structure can be optimized, leading to
an improved Behavioral Response to cyber security incidents.
The AMO framework showed the influence of Ability and Opportunity on the concept of
Motivation as a driver of cyber security behavior. For example, insufficient Opportunity
is perceived when a person is motivated to act, but is hindered or unable to perform
in the interest of IR. In addition, a study by Pieters (1991) found that raising the skill
level of participants through education and training had a motivating effect. In line
with this, a high motivation level did not automatically result in a high performance
level (Pieters, 1991). Dixon (1999) argues that learning in organizations is not only the
sum of individual cognitive knowledge, but is related to the collective use of learning
capacity.
However, limitations regarding the application of behavioral traits in IR procedures
are also observed within this study. First, linking scientific behavioral literature to IR
procedures is still in its infancy. Scientific sources on this are limited and generally not
very recent. By researching scientific behavioral models in the field of cyber security
and linking them to the IR research field, the study has taken a step towards refining
IR procedures by including the influence of behavioral characteristics. Second, the
sub-question remains to what extent the described technical (2) and behavioral (3)
models are fully adequate with regard to practical cases, in which cyber security IR
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procedures are closely followed. In order to gain more insight into this sub-question, a
case study is conducted into the security incident on 23 December 2019 at Maastricht
University (UM) in the next chapter. The central question is which factors influenced
the IR procedure followed and how these factors can be related to the NIST model
and the AMO framework. The focus will be on what can be learned from this crisis
situation, based on what went wrong in improving IR cyber security procedures for the
future.
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Chapter 4

Maastricht University Security
Incident
”Cyber crime is the greatest threat to every company in the world.”
— Ginni Rommety (CEO IBM; 2015)
This chapter contains a case study with an extensive investigation into the security
incident at Maastricht University (UM), explicitly zooming in on what went wrong to
learn from it and make improvements in the security procedures to be followed. A holistic
approach is used to analyze, investigate and understand the technical and behavioral
characteristics of the response procedure used during the incident. The aim of this study
is to relate technical and behavioral theories regarding IR to the UM security incident
and to substantiate which essential steps were missing in the procedure used. Lessons
are drawn on the basis of this practical analysis to optimize the IR procedure for future
use. The study is exploratory and interpretative in nature. The following sub-question
(SQ3 ) is investigated (1.3):
Sub-Question 3 (SQ3 )
What can be learned based on the factors that negatively influenced the incident
response procedure before, during and after the security incident at Maastricht
University on December 23, 2019?
1. Which factors had a negative influence on the security measures taken by
Maastricht University prior to the incident?
2. How and when was the incident detected?
3. How was the security incident handled?
4. What were the main results of the investigation into the security incident?
5. What lessons can be derived from the security incident?
J.P.W.M. Beursgens (Maastricht University, 2018b), CTO/Director Information and
Communications Technology (ICT) Services Center at UM referred the case study to the
Security Operations Center (SOC) (department that houses the Information Technology
(IT) professionals) at UM - called UM-SOC. UM-SOC in conjunction with Fox-IT’s IR
team were responsible for handling the aftermath of the UM incident (Dijkstra et al.,
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2020). The data collected in this chapter comes mainly from an interview with UMSOC on November 6, 2020 (Appendix A: Interview UM-SOC). The researcher of this
thesis interviewed Drs. J.P.J.M. Silvertand (Maastricht University, 2018a), who was
a Windows system expert in the systems department of UM-SOC at the time of the
security incident. He currently operates as a Consultant ICT at UM.
In addition, the data collected comes from the analysis of scientific literature, public
documents and public registers (Dantzig, 2020; Dijkstra et al., 2020; Groot, 2020; Heck
et al., 2020; Hofmans, 2020; Maastricht University, 2020a,b; Ministerie van Onderwijs,
2020a,b; NOS, 2019, 2020; RTL Nieuws, 2020; Security, 2020; SURF, 2020a,b; Teeffelen, 2020). The final report of the Education Inspectorate of the Ministry of Education,
Culture and Science (Ministerie van Onderwijs, 2020a) played a major role in uncovering the details of the UM incident. The findings in this chapter are used to gain
concrete, contextual and in-depth knowledge about the specifics of the IR procedure
applied before, during and after the incident.
This chapter is structured as follows. The UM incident is introduced in Section 4.1.
The subsequent investigation revealed the main causes and consequences. In Section
4.2, the different sides of the incident are analyzed and answered on the basis of subquestions SQ3.1 to SQ3.5. Central to this is the analysis and discussion of the points for
improvement with regard to the incident. Finally, Section 4.3 presents the conclusion
of the investigation following the incident at UM.

4.1

Introduction

On December 23, 2019, a security incident took place at Maastricht University (UM) also known as the UM incident. This incident was a cyber crime - defined by Hathaway
et al. (2012) as an individual and/or group that is not part of the organization, who
commits an illegal act by undermining a computer or network for economic gain. In
the final report of the Education Inspectorate (Ministerie van Onderwijs, 2020a) and
in public records (Maastricht University, 2020a,b), this incident is strikingly referred
to as a cyber attack. According to Hathaway et al. (2012), this term encompasses ”any
action taken to undermine the functions of a computer network for a political or national
security purpose”. However, Fox-IT emphasizes that the criminals in the UM incident
had a financial purpose and were not politically or nationally motivated (Dijkstra et al.,
2020).
The UM incident was possible due to a phishing incident that gave hackers access to the
network of UM (Ministerie van Onderwijs, 2020a). Execution of ransomware - malware
that encrypts files and requires ransom - made files and vital infrastructure inaccessible
(Dijkstra et al., 2020). This incident paralyzed online backup servers, making a full
system recovery impossible. The financial costs for UM to regain access to the encrypted
files was 30 bitcoins, at the time €197,000 (Ministerie van Onderwijs, 2020a).
The Education Inspectorate (Ministerie van Onderwijs, 2020a) has divided the IR procedure that was applied in the UM incident into five phases, corresponding to the phases
of the NIST framework (2). For each of these phases a brief description of the situation
will be given (Figure 4.1):
1. Pre-Incident Activity. Period before the security incident (May 12, 2017 October 15, 2019).
The history of the security incident dates back to May 12, 2017, when Microsoft
released an emergency patch for Windows servers related to the EternalBlue ex63
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Figure 4.1: Timeline illustrating the IR procedure for the Maastricht University (UM)
incident (Ministerie van Onderwijs, 2020a)

ploit. This exploit was a vulnerability in Microsoft’s Server Message Block (SMB)
protocol and required manual patch installation on UM servers. However, due to
human error, this patch was never installed, leaving the servers vulnerable to this
exploit (Ministerie van Onderwijs, 2020a).
2. Incident Detection. Time period in which the security incident at UM was
detected by anti-virus software and log analysis. However, due to the lack of
security awareness, the incident went unnoticed for some time (October 15, 2019
- December 23, 2019).
On October 15, 2019, a successful phishing attack gave hackers access the network
of UM (Ministerie van Onderwijs, 2020a). The attack was caused by the execution
of a malicious email attachment. The hackers obtained administrative rights over
the university’s servers due to a lack of the EternalBlue security patch (4.2.2)
(Dijkstra et al., 2020). The hack became abundantly clear during the ransomware
rollout on December 23, 2019.
3. Incident Investigation and Resolution. Time period in which the scope of
the security incident was determined, investigation took place and the solution was
found in sending ransom money to the hackers (December 23, 2019 - February 12,
2020).
On December 23, 2019, hackers carried out a Clop ransomware attack (4.2.2) that
encrypted files from at least 269 servers. Clop is a ransomware type that encrypts
and appends each file with the ”.clop” file name. Files are unusable until ransom
is paid and decryption key is obtained. After intensive research, UM has made a
well-considered decision to pay 30 Bitcoins ransom. The hackers then released the
private key, which gave access to the encrypted files (4.2.4) (Dijkstra et al., 2020;
Ministerie van Onderwijs, 2020a).
4. Post-Incident Activity. Period in which most of the vital infrastructure was
repaired and lessons learned were derived from the completed process (February
12, 2020 - present day).
5. Future Cyber Resilience. Period in which the future cyber resilience of UM
will be tested (present - future). Whether UM will take appropriate measures to
prevent future incidents is currently unknown.

4.2

Incident Analysis

The basis of this Incident Analysis is a case study with an in-depth analysis of the security incident at Maastricht University (UM). A qualitative study has provided insight
into the technical and behavioral characteristics of the response procedure used at UM.
The study was exploratory and interpretive in nature.
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The structure of this section is as follows. Each subsection starts with a description of the corresponding sub-question - SQ3.1 to SQ3.5 - as defined in SQ3 (1.3;
4). Based on these sub-questions, the process from Pre-Incident Activity to Incident
Resolution and Post-Incident Activity was analyzed, leading to conclusions to make
improvements.

4.2.1

Pre-Incident Activity

Sub-Question 3.1 (SQ3.1)
Which factors had a negative influence on the security measures taken by Maastricht University prior to the incident?
Prior to the security incident of December 23, 2019, UM took security measures that
contributed to the incident. These actions have been confirmed by the investigation of
the Education Inspectorate (Ministerie van Onderwijs, 2020a), FOX-IT (Dijkstra et al.,
2020) and UM-SOC and are considered as shortcomings. The question of what went
wrong during the preparation phase prior to the incident requires further analysis.
In recent years, Maastricht University (UM) has intensified user training in security
awareness to improve detection and mitigation of phishing (Ministerie van Onderwijs,
2020a). An important catalyst was the introduction of the new privacy legislation of
the General Data Protection Regulation (GDPR) (May 25, 2018; Voigt et al., 2017).
Failure to comply sufficiently with the GDPR entails significant financial risks in the
form of fines imposed (Voigt et al., 2017). In response to the new privacy legislation,
UM shifted its attention to privacy protection and user education (Ministerie van Onderwijs, 2020b). Among other things, the focus shifted to how users deal with sensitive
information and password management. As a result, however, the actions of UM employees were central and much less attention was paid to the consequences of hacking and
data exploitation. In addition, conversations between inspectorates, staff and students
showed that no information was provided aimed at the dangers of malware (Ministerie
van Onderwijs, 2020a). Erickson (2008) argues that many hacking and data exploitation techniques seem esoteric (difficult to understand) and confusing because of gaps in
the required knowledge of these techniques. He notes that training and educating users
about security awareness significantly improves their behavior in this regard (Erickson,
2008), as discussed in Chapters 2 and 3.
Since November 1994, UM has its own Cyber Security Incident Response Team (CSIRT)
headed by a Chief Information Security Officer (CISO). The CSIRT is responsible for
the protection, detection and response to cyber security incidents (3.5). However, the
Education Inspectorate concludes that ransomware threats were not on the CSIRT’s
agenda prior to the incident (Ministerie van Onderwijs, 2020a). Few members of the
CSIRT will have extensive knowledge of all behavior and security related issues in the
organization (Campbell, 2003). NIST (Cichonski et al., 2012) suggests that this knowledge is gained by analyzing log entries and security alerts from different systems or
servers (4.2).
The Education Inspectorate attributes this problem to the choice of a decentralized organizational form, which made UM vulnerable. This vulnerability is formed by a layered
governance structure, slow information transfer, limited overview of IT infrastructure
and insufficient cyber insight (Ministerie van Onderwijs, 2020a). Dijkstra et al. (2020)
note that other universities in the Netherlands also use this governance structure and
are therefore potentially vulnerable. Improvements are needed in the context of ICT
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policy, linked to the implementation of digital information security and its management
within the organizational structure.
Drs. J.P.J.M. Silvertand (Maastricht University, 2018b) confirms these findings and
states that malware - ransomware in particular - was not always part of the awareness
campaign (3) (Appendix A: Interview UM-SOC). He notes that UM has taken technical
measures, such as a SURFnet Mail filter to block messages or categorize them as spam,
a set of rules to filter out phishing messages and a virus scanner. While UM primarily
focused on privacy protection, the organization omitted a crucial security component:
malware (Ministerie van Onderwijs, 2020a).
A shortcoming in cyber insight also emerged with regard to the design of the UM
IT department. This department was tasked with providing IT services and advice
(Ministerie van Onderwijs, 2020a). Which meant that if a security incident was detected,
one could only give advice. In addition, the Education Inspectorate found that the IT
department was undergoing a complete reorganization at the time of the incident. This
delayed the transfer of information with limited internal control and follow-up (Dijkstra
et al., 2020). Shortcomings in cyber security also emerged from UM’s assessment of the
incident analysis. This analysis does not take into account cyber security and cyber
threats, the inspectorate concludes. Furthermore, the IT department lacked a complete
overview of the IT infrastructure and there was limited insight into the cyber resilience
of UM (Ministerie van Onderwijs, 2020a).
In summary, the Education Inspectorate, UM-SOC and Fox-IT conclude that insufficient efforts were made in the prevention phase to avoid security incidents (Dijkstra
et al., 2020; Ministerie van Onderwijs, 2020a; Silvertand, 2020). The choice for a decentralized organizational form has made UM vulnerable. As discussed in Chapters 2 and
3, useful improvements can take the form of preventive and preparatory measures, such
as identifying technological vulnerabilities and weaknesses, and educating and training users on how to respond to incidents. The extent to which UM has taken steps
afterwards to implement the recommendations has neither been confirmed nor denied
(Dantzig, 2020; Dijkstra et al., 2020; Groot, 2020; Heck et al., 2020; Hofmans, 2020;
Maastricht University, 2020a,b; Ministerie van Onderwijs, 2020a,b; NOS, 2019, 2020;
SURF, 2020a,b; Teeffelen, 2020). Ministerie van Onderwijs (2020a) speaks of ”learning
ability” and ”follow-up counseling,” to indicate that UM is focused on preventing recurrence. However, neither self-reflection nor clarification is given about the shortcomings
in UM’s actions in relation to the incident. This incident has not yet been sufficiently
researched and substantiated in the literature; more written clarity from UM is beneficial to show which possible developments are desirable. In addition, further research is
needed to assess and determine the performance and improvement steps that have been
taken by UM.

4.2.2

Incident Detection

Sub-Question 3.2 (SQ3.2)
How and when was the incident detected?
During the Security Incident phase at UM, detection initially took place using antivirus
software and log analysis. However, the impact of the security incident itself had not
yet been discovered by anyone at that time (Table 4.1) and only became abundantly
clear during the ransomware rollout.
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On October 24, 2019 (Table 4.1), the hacker used PowerShell exploitation scripts on one
of the compromised systems (Dijkstra et al., 2020). The target was the internal network,
which was scanned and searched for vulnerabilities. During the incident, Windows
Defender PowerView detected and removed one of the malicious PowerShell scripts on
a server (Dijkstra et al., 2020). However, the infections applied to the other servers
remained unaffected due to limited surveillance.
Table 4.1: Important events during the UM incident (Dijkstra et al., 2020)
Time
October 15, 2019

Source
Network logs

October 16, 2019

Network logs

October 17, 2019
October 24, 2019

Network logs
Event logs

November 21, 2019
December 19, 2019
December 23, 2019

Event logs
Event logs
Event logs

December 24, 2019
December 30, 2019

Phone
E-mail

Description
First SDBBot-infection on compromised workstation
Second SDBBot-infection and manual attack
activity
First compromise of a server
Windows defender removes PowerView malware
Hacker obtains domain administrator privileges
McAfee antivirus detects malicious activities
Hacker prepares and executes ransomware attack
UM contacts Fox-IT
UM obtains decryption key from hacker

On November 21, 2019 (Table 4.1), hackers obtained administrative rights over the network and attacked a Domain Controller (system that handles authentication requests)
with Cobalt Strike (threat emulation software) and Mimikatz virus (privilege escalation
tool) (Dijkstra et al., 2020). This system ran McAfee Enterprise Endpoint Security,
which was set up to scan and detect malicious script in observer mode. Which meant
malware detection and reporting worked as expected, but malware was not automatically
contained and eradicated. From analysis of log files, Fox-IT concludes that McAfee’s
antivirus software detected the incident three times in a short period of time (Dijkstra
et al., 2020). However, no physical intervention was performed. Additionally, Windows
event logs showed that Mimikatz ran 9 times in a short time, also without physical
mediation.
On December 23, 2019 (Table 4.1), hackers rolled out and executed the Clop ransomware.
This malware encrypts files with the ".CIop" file extension (Dijkstra et al., 2020).
System inaccessibility and large-scale file encryption of at least 269 servers followed.
During this event, the McAfee anti-virus software detected and removed sage.exe software deploying ransomware on one of its servers. However, other servers remained
infected.
The Clop ransomware encrypted files by means of the RC4 encryption algorithm. The
RC4 key is randomly generated per file and encrypted with an RSA-1024 bit public key.
Only the hacker had the corresponding public key. In addition, file names received the
file extension .CIop added to the file name (Dijkstra et al., 2020). Which meant that any
file with the file extension .txt was encrypted as .txt.CIop. In addition, every folder in
which the ransomware encrypts files, an instruction CIopReadMe.txt was added. This
instruction contained the hackers’ rules and conditions. Table 4.1 shows the events that
taken place.
A quote from Fox-IT clearly illustrates the seriousness of the incident (Dijkstra et al., 2020): ”Because the hackers managed to obtain the credentials of
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Administrator.UNIMAAS, they gained access to the system with the highest privileges
(Domain Controller) and became the user with the highest rights (Domain Administrator rights) within the network. This gave total control over the aforementioned network
segments.”
In conclusion, Windows event logs and system logs have shown that malicious scripts
were detected as early as October 15, 2019. Since antivirus software was put into
observer mode due to human error, it did not block these scripts. In addition, the
hackers were able to gain administrative control over the UM network. The security
system took no further action to block or remove malware.

4.2.3

Incident Investigation

Sub-Question 3.3 (SQ3.3)
How was the security incident handled?
During the incident investigation phase at UM, in which the infection was detected
within the system, coherent effective solutions were sought to control and disable the
malware. With regard to the Incident Response (IR), the Board of Directors and the
Crisis Management Team (CMT) had to decide which recovery process had priority.
Education was given priority over research (Ministerie van Onderwijs, 2020a). The
Education Inspectorate concluded that the progress of the scheduled exams on January
6, 2020 should be given the highest priority. The board of directors foresaw three
scenarios (Dijkstra et al., 2020; Ministerie van Onderwijs, 2020a):
1. Build an encryption algorithm similar to the one used in the ransomware attack
to decrypt infected systems.
2. Dismantle and rebuild the entire IT infrastructure from scratch and return backups
to pre-incident conditions.
3. Pay the ransom to obtain a decryption key.
Fox-IT’s research into the ransomware encryption techniques showed that the first option
was not feasible (Dijkstra et al., 2020). Based on the results, it was concluded that a
successful decryption would disrupt the computer service for at least a quarter of a
year. Option two was estimated to take two to three months (Dijkstra et al., 2020),
thus wasting the entire next class period. In addition, there was a risk of system failure
or data loss when using sensitive data that predated the incident. To make matters
worse, online backup servers were found to be infected because the hackers could gain
administrative rights over the network (Dijkstra et al., 2020). No offline backups were
available to remedy this situation.
The Executive Board ultimately chose option 3, to pay the ransom (Dijkstra et al.,
2020). Before going into the hackers’ demands, UM had tried to implement a number
of safeguards. These guarantees were intended to provide some assurance that UM
was in contact with the hackers involved and to gain an idea of the reliability of their
organization. The safeguards were as follows:
1. Sending a small number of encrypted messages to the hackers to determine whether
the hackers can decrypt these messages.
2. Conducting a Bitcoin trial payment to determine the authenticity of the hackers’
Bitcoin address.
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In summary, after a thorough investigation, UM chose ransom payments as the most
suitable solution for the security incident. 30 Bitcoins (at the time equal to € 197,000)
were transferred to the hackers, who in turn provided the decryption key to decrypt
files from at least 269 servers. The payment came from UM Holding BV, which had
sufficient liquidity to pay the requested ransom (Ministerie van Onderwijs, 2020a). The
magnitude of the financial loss for UM has not been made public.

4.2.4

Incident Resolution

Sub-Question 3.4 (SQ3.4)
What were the main results of the investigation into the security incident?
Following the rollout of the ransomware, Fox-IT’s Incident Response (IR) team assisted
Maastricht University (UM) with the analysis and investigation of the incident. The
common goal was to advise the Crisis Management Team (CMT) on the organization
and initiation of the investigation (Dijkstra et al., 2020). The activities were divided
into three teams: organization, investigation and remediation (Ministerie van Onderwijs,
2020a). UM gave substance to the organization team and the recovery team, while the
investigation team consisted of a combination of experts from Fox-IT and employees
from UM.
Large-scale forensic evidence was collected with the aim of both reaching a compromise
with the hackers and conducting root cause investigations (Dijkstra et al., 2020). First,
Fox-IT used network sensors to detect and analyze malicious or suspicious network
traffic. The sensors recorded and saved all metadata from the monitored network to
investigate possible malicious traffic at a later date. Second, Fox-IT rolled out endpoint
detection and response software1 on systems within the network (Dijkstra et al., 2020).
Its purpose was to uncover malicious activity and provide forensic material. Third,
Fox-IT secured forensic material by copying files (e.g., disk images and log files) with
relevant forensic traces to a zip file (Dijkstra et al., 2020). Collection of this material
helped in the large-scale identification of the infection and compromised systems. Large
cases of infections outside of UM have not yet occurred.
Based on the findings of the conducted research (Dijkstra et al., 2020; Ministerie van
Onderwijs, 2020a), Fox-IT draws the following conclusions:
1. Cause of the incident. Two consecutive phishing emails have compromised two
workstations at UM. The attack was caused by the execution of a malicious email
attachment. The lack of important security updates, limited segmentation within
the network, and failure to follow up on various alarms allowed the attacker to
continue to move through the network without interruption. A ransomware rollout
to important backup servers followed.
2. Scope of the incident. In total, 269 Microsoft Windows systems were found to
be affected by the attack. Affected systems include Domain Controllers, Exchange
servers, File servers with research data and a number of backup servers.
3. Loss or misuse of data. UM decided on the basis of forensic investigations
into the hacker activity that the primary focus would be on the deployment and
execution of ransomware (Dijkstra et al., 2020).
1 VMware Carbon Black EDR™. Detect and Respond to Advanced Attacks at Scale. https://www.
carbonblack.com/products/endpoint-detection-and-response/ (obtained March 31, 2021).
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The hackers were manually active on 18 servers with 5 accounts. In this way,
network reconnaissance took place, user names and passwords were obtained and
ransomware was spread across servers. Based on evidence gathered during the
incident investigation (4.2.3), Fox-IT concluded that no malicious activity was
detected other than the collection of network topology data, usernames and passwords (Dijkstra et al., 2020).
The Education Inspectorate and Fox-IT have concluded that there is no trace of
stolen data, nor that personal data has been extorted or misused (Dijkstra et al.,
2020; Hofmans, 2020; Ministerie van Onderwijs, 2020a). In addition, Drs. J.P.J.M.
Silvertand (UM-SOC) confirms that no data was lost after the incident (Appendix
A: Interview UM-SOC). Extensive research has been done on data exfiltration,
both at the hardware level, at the network level and later in external sources such
as the Dark web (Dijkstra et al., 2020; Ministerie van Onderwijs, 2020a). UMSOC argues that extortion in the form of threats to publish sensitive data was not
common during the UM incident.

4.2.5

Post-Incident Activity: Lessons Learned

Sub-Question 3.5 (SQ3.5)
What lessons can be derived from the security incident?
On the basis of the report issued by Fox-IT (Dijkstra et al., 2020), supplemented with
its own insights, UM outlined a number of ”lessons learned” (Ministerie van Onderwijs,
2020a,b; SURF, 2020a,b). Lessons on cyber security in general and the December 2019
security incident in particular. The lessons learned are structured and explained in
technical and behavioral measures.
1. Technical measures. The Education Inspectorate (Ministerie van Onderwijs,
2020a) states that the following technical measures are necessary:
(a) Update software proactively. Patching - a series of software changes
designed to update, fix, or improve it (Freiling et al., 2007) - minimizes the
magnitude of the consequences of incidents (Mitropoulos et al., 2006). Failure
to install patches and updates can damage software, cause data loss and/or
enable identity theft (Mitropoulos et al., 2006).
(b) Improve network and host level (permissions) segmentation. Segmentation - the division of a computer network into smaller parts - improves
network performance and security (Carter, 2019). The Education Inspectorate and Fox-IT determined that the domain administrator account with
administrator rights has been abused on a daily basis (Dijkstra et al., 2020).
Administrative accounts within the Windows domain were used for management and maintenance work on servers and this was against existing policy
(Ministerie van Onderwijs, 2020a). Administrator rights combined with malware allowed the hackers to take control of the domain and subsequently
install ransomware (4.2.2).
Looking ahead, Fox-IT states that it is essential to track the usage of administrator accounts and restrict usage accordingly. In addition, the rights
structure should be periodically reviewed to restrict access to parts of the
domain where necessary (Dijkstra et al., 2020).
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(c) Build a network logging and monitoring solution. Signs of deviant or
malicious behavior should be properly filtered, the Education Inspectorate
has concluded (Ministerie van Onderwijs, 2020a). These signals are recorded
in log files, but insufficiently monitored due to human negligence (Dijkstra
et al., 2020).
(d) Configure a general management database. The Education Inspectorate has determined that there was insufficient insight into the number of
active and inactive computers and servers of UM (Ministerie van Onderwijs,
2020a). By configuring a general management database, this information can
be accessed quickly and securely.
(e) Configure both offline and online backup servers. UM used online
backups - offline backups were not available - to restore the environment in the
event of a system failure, as determined by the Education Inspectorate and
Fox-IT (Dijkstra et al., 2020; Ministerie van Onderwijs, 2020a). These system
snapshots were spread across multiple locations and required Internet access
(Ministerie van Onderwijs, 2020a). However, hackers managed to encrypt
parts of the online backup of critical systems (4.2.2). In addition, no offline
servers were available (4.2.4).
2. Behavioral measures. According to the Education Inspectorate (Ministerie van
Onderwijs, 2020a), information and training of users on the most appropriate
response to phishing attacks is necessary, for example, through online training
or social phishing attacks (Jagatic et al., 2007). Fox-IT states that damage can
be limited by encouraging users to report phishing emails upon receipt (Dijkstra
et al., 2020). Training and education can prevent unsafe online behavior before a
security problem arises.
Despite all these measures, phishing incidents will continue to occur in the future
(Future Cyber Resilience). Jansson et al. (2013) argue that about 20% of users
open phishing emails. In addition, according to Sheng et al. (2010), end users failed
to detect 29% of phishing emails even after being educated with a comprehensive
user awareness program. A study by McCall et al. (2005) found that about 19% of
respondents clicked on the link in a phishing email. In addition, 3% of individuals
provided sensitive information to the sender. Based on these three studies, it can
be concluded that the lack of direct consequences for user behavior increases the
likelihood of risky behavior because of a feeling of immunity to negative results
or outcomes (Jansson et al., 2013; Sheng et al., 2010). At the same time, Sheng
et al. (2010) presented results indicating that previous participation in phishing
education is associated with reduced susceptibility to phishing. These results
suggest that targeted education can be a coherently effective tool against phishing.
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Conclusion

In this chapter, the IR theory is illustrated and substantiated by means of a case study
concerning the cyber incident that took place on December 23, 2019 at Maastricht
University (UM). To answer the research question (RQ; 1.2) effectively, the following
sub-question (SQ3 ) is investigated:
Sub-Question 3 (SQ3 )
What can be learned based on the factors that negatively influenced the incident
response procedure before, during and after the security incident at Maastricht
University on December 23, 2019?
Based on this case study, it can be concluded that the security incident was possible
due to the following factors:
1. Technical factors. Security updates were missing or not up to date. There was
only limited segmentation within the network. There was no solution for network
logging and monitoring. There was no common administrative database and offline
backups, ransomware encryption was unbreakable, and the time it took to rebuild
the IT infrastructure was significant.
2. Behavioral factors. Awareness campaigns did not target malware. Two inattentive employees who opened a malicious Excel document (negligent security
behavior). There was no complete overview of the IT infrastructure (only limited
insight into cyber resilience). Failure to notice and follow up on security notifications and alarms. The continuation of education and the progress of the exams on
January 6, 2020.
The incident at Maastricht University (UM) was possible due to a phishing attack. Due
to the lack of the EternalBlue security patch, the hackers obtained administrative rights
over the servers of UM. Successively, a Clop virus was run, which encrypted files one by
one. Windows event logs and system logs show that malicious scripts were detected as
early as October 15, 2019 (4.2.2) (Ministerie van Onderwijs, 2020a). Because antivirus
software was set in Observer mode, it did not block them (Dijkstra et al., 2020). No
further action has been taken to block or eradicate malware. Execution of ransomware
made files and vital infrastructure inaccessible on at least 269 servers (Dijkstra et al.,
2020). Encrypting this data only took the hackers 50 minutes. The cost to regain access
to the encrypted files was 30 bitcoins, at the time €197,000.
The Education Inspectorate (Ministerie van Onderwijs, 2020a) concludes that the prevention of the incident was not adequately addressed (4.2.1). UM After the introduction
of the GDPR legislation, UM shifted its focus to privacy protection, but omitted a crucial part: information about malware (Ministerie van Onderwijs, 2020a). Due to the lack
of security awareness, the security incident at UM went unnoticed for some time (Figure
4.1). This increased the impact and damage of the incident. In addition, UM conducted
an incident analysis into future risks, but cyber threats and security incidents were omitted (Ministerie van Onderwijs, 2020a). Furthermore, there was no complete overview of
the IT structure, which resulted in limited insight into UM’s cyber resilience.
The lack of backups, impenetrable encryption, progress of education and the time needed
to rebuild the IT infrastructure were reasons for UM’s Execute Board to pay the ransom
(4.2.4). A number of lessons have emerged from this case that provide insight into the
shortcomings and mistakes made (4.2.5). These lessons learned are divided into technical
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and behavioral lessons through qualitative analysis. The findings have been tested
and substantiated with literature and documentation from the Education Inspectorate
(Ministerie van Onderwijs, 2020a), Drs. J.P.J.M. Silvertand (UM-SOC) and Fox-IT
(Dijkstra et al., 2020).
1. Technical lessons. Update software proactively. Improve network and host
level (permissions) segmentation. Build and implement a network logging and
monitoring solution. Configure a common management database to efficiently
locate active and inactive computers and servers. Configure both offline and online
backup servers.
2. Behavioral lessons. Educating and training users to provide the most up-to-date
cyber security insights to distinguish phishing from legitimate emails can be an
effective tool against phishing (Dijkstra et al., 2020; Jagatic et al., 2007; Jansson
et al., 2013; Khonji et al., 2013; McCall et al., 2005; Ministerie van Onderwijs,
2020a; Sheng et al., 2010).
Finally, the Education Inspectorate, UM-SOC and Fox-IT concluded that there is no
trace of data that has been stolen, nor that personal data has been extorted or misused
(4.2.3) (Dijkstra et al., 2020; Ministerie van Onderwijs, 2020a; Silvertand, 2020).
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”There is no real ending. It’s just the place where you stop the story.”
— Frank Herbert (Herbert, 1969)
This chapter provides conclusions and a discussion on the subject of study: ”The Influence of Technical and Behavioral Characteristics on Response Procedures for Cyber
Security Incidents”. First of all, Section 5.1 presents the research question (RQ), which
is answered on the basis of three sub-questions (SQ1 - SQ3 ). The results of this study
are based on two scientific literature reviews (2)(3) and a case concerning Maastricht
University (UM) (4). Furthermore, Section 5.2 presents the recommendations and Section 5.3 the discussion of this thesis, critically examining the execution of the study.
In this section, the scope of the results and validity of the study are also interpreted
and compared with the previous expectations. Section 5.4 discusses the limitations of
this thesis. Section 5.5 describes future work to enrich the conclusion beyond the scope
of this thesis. Finally, Section 5.6 offers a reflection on the main challenges within the
study and writing process of the author’s thesis.

5.1

Answers to the Research Question

This thesis investigated the role of incident response procedures in the current cyber
security approach, studying the effective management of security incidents in relation to
the influencing technical and human behavioral factors. The justification for this thesis
is the lack of consensus within Secura, the research supervisor, about how employees
can be deployed in primary cyber security. This thesis provides Secura with the tools to
provide both technological and behavioral solutions for cyber security incident response
to their Behavioral Department and ultimately to its customers. The following research
question has been defined (1.2):
Research Question (RQ)
How are cyber security incident response procedures affected by technical and
behavioral characteristics?
In this study, scientific models have been investigated in a technical context and within
the behavioral domain. The answers to the corresponding sub-questions provide direction for the way in which Secura can implement a well-founded IR procedure.
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The conclusions regarding each sub-question are presented in the following section: SQ1
in Section 5.1.1, SQ2 in Section 5.1.2 and SQ3 in Section 5.1.3. Subsequently, in Section
5.1.4, the research question is answered, linked to a final conclusion.

5.1.1

Sub-question 1 - IR: A Structured Procedure

According to the SQ1 findings, a formal approach to cyber security IR distinguishes
multiple phases, representing the influence of mainly technical characteristics and to a
lesser extent behavioral characteristics. In this study, based on substantiated considerations, a further analysis of the NIST standards was chosen with the aim of optimizing
the IR procedure. To achieve such optimization, recommendations were made in this
study for each of the stages to refine the IR procedure as follows:
1. Preparation. Identify technical weaknesses and vulnerabilities (e.g., in networks,
backups, spam filters, security policies and procedures). Determine the risks of
vulnerabilities and cyber security incidents (e.g., through risk assessments). Verify
the implementation and enforcement of incident response procedures. Inform and
train users on how to respond to cyber security incidents (e.g. through online or
third-party training programs).
2. Detection and analysis. Detect and identify infected resources and damage. Detect correlating information indicating malicious activity (Cichonski et al., 2012).
Identify the amount of security work required by the incident. Analyze and communicate the incident with parties and organizations involved in incident response.
3. Containment. Remove infected systems from the network and/or block them.
Shut down the system or perform a system reinstallation only as a last resort to
get the infection under control. Mitigate vulnerabilities that can be exploited by
malicious code.
4. Eradication. Change passwords. Isolate, quarantine, delete and replace infected
files. Verify and mitigate vulnerabilities for other hosts in the organization.
5. Recovery. Rebuild, restore and/or reinstall systems and services. Patch the
system to ensure cyber security. Verify that affected systems are functioning normally. Review of protective and detective methods. Implement monitoring tools
to detect future cyber security incidents. Conduct a security audit.
6. Post-incident activity. Conduct a root cause investigation. Hold meetings to
assess damage, develop lessons learned and future perspectives. Process collected
data. Retain evidence for the prosecution of offenders, on a time and cost basis.
Prepare a report that informs third parties. Inform the public of the findings and
conclusions.

5.1.2

Sub-question 2 - IR: Behavioral Factors

According to the interpretation of SQ2, the behavioral characteristics that influence IR
can be seen as a combination of basic psychological concepts that interact. Based on
substantiated considerations, this study has opted for a further analysis of the AMO
framework, consisting of the behavioral variables: Ability, Motivation and Opportunity.
A lack in one or more of the AMO variables indicate a deficiency in human behavior,
because the cognitive stimulus to cooperate has been reduced (Siemsen et al., 2008). To
improve response to cyber security incidents, the effectiveness of each variable must be
maximized, which contributes to an optimal match of the AMO variables. To achieve
75

Chapter 5. Conclusions and Discussion

5.1. Research Question

such an optimization, in this study, recommendations were made in relation to the three
AMO variables to refine the IR procedure as follows (3.6):
1. Learning. Focus on continuous learning and sharing information about lessons
learned with individuals and departments in the organization. Document, review,
present and integrate these lessons learned into the incident response process for
future improvement (Ahmad, Hadgkiss, et al., 2012). Teach and train users about
visual deception techniques and how to properly respond to these types of attacks
(e.g., through online or third-party training programs, surveys, e-learning). Set
challenging and specific goals, such as learning through social phishing attacks
and/or incident response training.
2. Incentives. Clarify the objectives of the incident response and justify their importance. Clear and sufficient communication will motivate individuals. Reinforce
adequate cyber behavior of employees in a positive way through rewards. Update and/or delete redundant information from computer systems to maintain an
overview.
3. Design. Document, review and discuss the behavioral characteristics that influenced the cyber incident. Improve and/or create new incident response procedures,
models and resources which explicitly include behavioral characteristics. It is not
feasible to address all aspects of incident response as cyber crime comes in many
types and operating conditions differ. Use the AMO framework as a starting point
when evaluating security behavior in relation to incident response.
4. CSIRT. Provide adequate personnel to staff the team on a permanent basis. Provide adequate resources (e.g., time and money) to maintain, develop, and improve
IT and security capabilities and to mitigate problems, such as legal issues related
to incident response. Temporarily change roles to gain expertise in different areas of incident response. Provide opportunities for external activities (e.g., safety
education and training and/or conducting research).

5.1.3

Sub-question 3 - UM Security Incident

In line with the third sub-question (SQ3 ), based on a qualitative analysis of a case
study at Maastricht University (UM), this study identified factors, both technical and
behavioral, that contributed to the security incident. The following influencing factors
were decisive during the UM incident:
1. Technical factors. Security updates were missing or not up to date. There was
only limited segmentation within the network. There was no solution for network
logging and monitoring. There was no common administrative database and offline
backups, ransomware encryption was unbreakable, and the time it took to rebuild
the IT infrastructure was significant.
2. Behavioral factors. Awareness campaigns did not target malware. Two inattentive employees who opened a malicious Excel document (negligent security
behavior). There was no complete overview of the IT infrastructure (only limited
insight into cyber resilience). Failure to notice and follow up on security notifications and alarms. The continuation of education and the progress of the exams on
January 6, 2020.
A number of lessons emerged from this case that provide insight into the shortcomings
and errors that influenced the IR procedure before, during and after the UM incident
(4.2.5). These lessons learned have been tested and verified with literature and documentation from the Education Inspectorate (Ministerie van Onderwijs, 2020a,b), J.P.J.M.
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Silvertand (UM-SOC) (Appendix A: Interview UM-SOC) and Fox-IT (Dijkstra et al.,
2020).
1. Technical lessons. Update software proactively. Improve network and host
level (permissions) segmentation. Build and implement a network logging and
monitoring solution. Configure a common management database to efficiently
locate active and inactive computers and servers. Configure both offline and online
backup servers.
2. Behavioral lessons. Educating and training users to provide the most up-to-date
cyber security insights to distinguish phishing from legitimate emails can be an
effective tool against phishing (Dijkstra et al., 2020; Jagatic et al., 2007; Jansson
et al., 2013; Khonji et al., 2013; McCall et al., 2005; Ministerie van Onderwijs,
2020a; Sheng et al., 2010).

5.1.4

Conclusion

The research question of this thesis is concluded as follows. The prevention phase and the
run-up to the detection of the security incident at UM were the most affected within the
Incident Response (IR) procedure. In order to be optimally prepared for cyber crime in
the future, such as at UM (4), a prevention-oriented organizational culture is necessary
to promote continued awareness of the technical and behavioral characteristics of cyber
security. This thesis recommends to put the prevention phase at the center of the IR
process and not to see it predominantly as a supplement to the reactive phases. It is of
fundamental importance to structurally deploy a specialized IR team (CSIRT), with the
primary focus on strengthening prevention measures aimed at technique and behavior
to guarantee the quality of the IR process. The following paragraphs substantiate this
conclusion.
The security incident at Maastricht University (UM) on December 23, 2019 was a brutal
attack with major consequences, both financially and with regard to the general confidence in reliable and safe computer use (4). The question of how such cyber incidents
can be prevented or limited in the future is a topical issue worldwide. Answers can be
found within the application of standardized IR procedures.
The case study at UM shows that the proposed recommendations for optimizing the
IR procedure were exclusively related to the prevention phase. Within this specific IR
phase, the causes were identified that triggered a snowball effect, which ultimately led
to the incident. In addition to incident prevention, the lead-up to the detection of the
incident on December 23, 2019 was affected by the undetected essential digital signals,
increasing the impact. In the NIST IR framework (Cichonski et al., 2012), this phase
is referred to in a fixed context as incident detection. In practice there was a transition
phase at UM, in which prevention and detection converged. The incident may have been
noticed earlier if the preconditions of the prevention phase had been more constructive.
As a result, opportunities in the run-up to the incident detection were missed, which
also affected this part of the IR procedure. In short, while the prevention phase was
influenced by the behavioral response of users, the run-up to the incident was influenced
by a lack of preventive behavioral response in UM’s CSIRT (Ministerie van Onderwijs,
2020a).
In the transition phase from prevention to definitive detection, the hackers were able
to hack and compromise servers on the UM network unnoticed for two months (October 15, 2019 - December 23, 2019). As discussed in Chapter 2, a targeted approach
with prevention and detection methods could have provided a solution to this problem,
such as user training in security awareness (2.4), knowledge of attack vectors (2.5.1)
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and the use of malware detection techniques (2.5.2), in particular phishing detection
(2.5.3). Also in Chapter 3, recommendations have been made that provide direction
for optimizing employee behavior with regard to incident prevention and post-incident
activities (Herzberg et al., 1968; Lazenby, 2008).
There is a clear need for an improved and effective proactive approach to prevent security
incidents, in addition to a reactive approach to responding to these incidents (Ng et al.,
2009). This study recommends optimizing this process, especially incident prevention,
as it was the most affected, and laid the foundations for meeting these conditions.

5.2

Recommendations

In line with the research question, the researcher makes four recommendations.
Recommendation 1
Change the common view that IR is basically reactive. IR procedures should
primarily be regarded as proactive, aimed at preventing and/or limiting security
incidents. A changed view can contribute to a shift in focus within the IR
procedure.
Both industrial (Brewster et al., 2012; Cichonski et al., 2012; Force, 2020; Kral,
2011; Maj et al., 2010) and international (ISO/IEC 27001:2017; ISO/IEC 27002:2013;
ISO/IEC 27035-1:2016; ISO/IEC 27035-2:2016) IR guidelines and principles encompass
a cyclical approach consisting of theoretical phases, from which lessons can be learned
to improve incident prevention (proactive) and response (reactive). Remarkably, various scientific reports label IR as reactive while describing the proactive effect of incident
prevention as a stage within the IR procedure (Ahmad, Hadgkiss, et al., 2012; Cichonski
et al., 2012; Jaatun et al., 2009; Kral, 2011; Mitropoulos et al., 2006).
In this thesis it is concluded that the IR procedure should be proactive in the first place.
The prevention phase should occupy a central position within the security process.
Incident prevention is considered an important complement to an incident response
capacity (Cichonski et al., 2012). However, the researcher of this thesis emphasizes
that prevention is not primarily complementary to the IR procedure, but the most
crucial phase of the cycle. Cichonski et al. (2012) and Mitropoulos et al. (2006) support
this conclusion by arguing that avoiding problems and focusing on prevention is less
costly and more efficient than responding to security incidents that have occurred. An
explicit focus on incident prevention is therefore a necessary addition to optimize the
management and response capacity for cyber security incidents.
Recommendation 2
Compile IR procedures that include behavioral characteristics as standard, in
addition to the technical characteristics. Consult the so-called Roadmap for the
implementation of IR procedures (Appendix B: Roadmap).
The investigation following the UM incident showed that the actions of UM employees
were central and much less attention was paid to the consequences of hacking and data
exploitation. In addition, conversations between inspectorates, employees and students
showed that no information was provided aimed at the dangers of malware and other
cyber threats (Ministerie van Onderwijs, 2020a). Various studies emphasize that training
and education of users about security awareness substantially improves their behavior
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in this regard (Erickson, 2008). This thesis emphasizes the importance of explicitly
focusing the IR approach on user behavior in the future, in addition to the approach
to technical characteristics. In this regard, Chapter 3 made various recommendations
regarding learning, IR incentives, the design of IR and the CSIRT (Herzberg et al., 1968;
Lazenby, 2008). In Appendix B, all these recommendations have been brought together
in a so-called Roadmap for the implementation of IR procedures.
Recommendation 3
Within organizations that are vulnerable to IT, arrange a CSIRT to fulfill a monitoring function, with the primary focus on the prevention phase. This companyspecific CSIRT can structurally manage and support the proactive actions of the
employees and safeguard the targeted approach to security incidents.

UM has its own CSIRT (3.5) with the essential function of preventing (proactive) and
responding (reactive) to cyber security incidents. However, the Education Inspectorate
(Ministerie van Onderwijs, 2020a,b) concludes that ransomware threats were not on the
CSIRT’s agenda prior to the incident. In fact, the IT department lacked a complete
overview of the IT infrastructure and there was limited insight into the cyber resilience
of UM (Ministerie van Onderwijs, 2020a). However, a reorganization took place at
the time of the incident, possibly suggesting that significant changes have already been
made. The UM CSIRT could have played a role in determining the cyber crime in
the transition phase of prevention and possible detection. However, UM did not give
sufficient priority to cyber risks to guarantee the smooth progress of education and
research (Ministerie van Onderwijs, 2020a).
The literature review of this thesis has shown the importance of a specialized CSIRT
in reducing cyber security threats and preventing security incidents. Depending on the
severity of the organization’s cyber risks, different levels of knowledge and experience
are required (Cichonski et al., 2012; Kral, 2011). As indicated in Chapter 3 a CSIRT
is responsible for interacting with a wide variety of individuals, providing advice on
different policies and procedures. In addition to technological knowledge and insight
into behavioral influences, the ability to properly coordinate, communicate and write is
therefore essential (Cichonski et al., 2012; Kral, 2011).
Research shows that taking technical measures in the prevention and preparation phase
reduces the chance of extortion and exploitation of personal data (J. Chen et al., 2006).
There are various examples to illustrate the importance of CSIRTs. For example,
CSIRTs can play an important role in monitoring the network and keeping segmentation at network and host level up to date, which is linked to the prevention phase.
In addition, CSIRTs can contribute to maintaining a knowledge base of information,
which is essential for the handling of the incident (Cichonski et al., 2012). Within this
framework, CSIRTs can perform periodic security audits. This procedure acts as a detection and control method for identifying possible errors or omissions within the system
(Mitropoulos et al., 2006).
In addition, the NIST standard (Cichonski et al., 2012) indicates that technical knowledge is made available by analyzing log entries and security alerts from different systems
or servers (4.2). On the basis of this study, it is concluded that IR procedures, and in
particular the prevention phase and/or the run-up to the incident detection, will be less
affected, thanks to the structural deployment of a professional CSIRT (Cichonski et al.,
2012; Kral, 2011).
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Recommendation 4
Ensure that the members of a CSIRT have explicitly specialized knowledge of behavioral characteristics that influence security incidents, in addition to extensive
knowledge of the technical context.
As concluded from understanding this thesis, knowledge of technical characteristics and
of behavioral influences are both essential within the IR procedure. Early detection of
emerging threat trends based on technical and behavioral characteristics is critical to
improve understanding of vulnerabilities and appropriate and adaptive security steps
(Cichonski et al., 2012; Kral, 2011) However, in general, few members of the CSIRT will
have extensive knowledge of all behavioral and security-related issues in the organization
(Campbell, 2003). These finding emphasize the need for an expertly trained CSIRT staff
to assist the team on a permanent basis (Cichonski et al., 2012; Kral, 2011).
The expertise of a CSIRT can be of significant added value to ensure that cyber awareness within the organization is increased, such as through team development and broadening of expertise. The lack of knowledge, visual deception and bounded attention
properties (3.4.4) can be addressed through continuous learning and practical experience, such as security awareness training, education programs on visual deception
techniques and e-learning (Dhamija et al., 2006).
In this study, the conclusion is drawn that the CSIRT set up by UM could actively
contribute to intensifying cyber security in the prevention phase in the future, e.g., by
providing regular education and training for UM employees. As described in Chapter 2,
trained and educated people in the field of phishing emails are less likely to fall victim
to these attacks (Downs et al., 2007). This thesis contains detailed recommendations
to enable a CSIRT to perform its tasks optimally, which is expected to result in IR
procedures becoming less affected in the future (3.5).

5.3

Discussion

This section zooms in on the construct validity, internal validity, external validity and
reliability of the study. In addition, the relevance of the research results for Secura is
argued and discussed. In terms of construct validity, the study can contribute to the
scientific debate about abstract IT concepts, such as ”IR”, ”cyber security”, ”incident
prevention”, ”incident detection” and the other phases of the cyber procedure. In addition, the content of the concepts in the AMO model (3.4) and the other described
behavior models (3.2) as well as their importance for the IR procedure can be further
studied and elaborated. By discussing the concepts of IR procedures, this will increase
the unambiguity of the constructs, which will benefit this approach.
With a view to internal validity, it should be stated that the final conclusion in this
thesis is based on public registers and documents regarding the safety incident at Maastricht University (UM) (4), linked to the analysis of scientific literature. The available
written documentation on the incident consists of two parliamentary papers from the
Dutch national government (Ministerie van Onderwijs, 2020a,b), an analysis by FoxIT (Dijkstra et al., 2020) and a number of news articles (Dantzig, 2020; Groot, 2020;
Heck et al., 2020; Hofmans, 2020; Maastricht University, 2020a,b; NOS, 2019, 2020;
RTL Nieuws, 2020; Security, 2020; SURF, 2020a,b; Teeffelen, 2020). Apart from this
publicly available information, UM seems to provide little transparency.
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The author of this study interviewed Drs. J.P.J.M. Silvertand (Appendix A: Interview
UM-SOC) to supplement the information that was desired to answer sub-question 3
(SQ3 ) of the thesis. In this context it is emphasized that Drs. J.P.J.M. Silvertand was
very open and transparent with regard to the questions posed about the incident. The
information from the interview and the publicly available documents provided valuable
knowledge for the researcher of this thesis. At the same time, not all questions regarding
the UM incident were clarified with the help of these sources. As a result, it appeared not
to be feasible to test and determine the validity and correctness of the IR procedure used
during the UM incident. Additional research is required to further study the performance
and improvement steps that have been taken. (See also Section 5.3 Limitations, in which
the amount of recent literature sources is discussed.)
With regard to external validity, one should be aware that the recommendations based
on the research question only relate to this single case. Due to this limited scope, there is
no complete certainty that the final conclusion can be generalized to other case studies.
Thus, the final conclusion should be interpreted with some caution.
Since the results of this thesis are largely based on scientific literature sources, it is
assumed that the elaborated data are relatively reliable. Trusting that the reliability of
all these sources is satisfactory. It should be noted that not all sources consulted were
recent, which may have affected reliability. However, the reliability of the interview
with J.P.J.M. Silvertand (Appendix A: Interview UM-SOC) is related to a number of
process-related vulnerabilities. Factors related to the researcher’s communication skills
may have influenced reliability, such as the interviewer’s attitude, the way in which the
questions were asked, and the nature of the questions asked (Dobson, 1981). In addition,
the interpretation of the content of the answers provided may have played a role in the
reliability of the information processing for sub-question 3 (1.3).
This thesis provides Secura with insight into the essential influencing factors (fundamental determinants) of cyber security IR. In short, the results are important for delivering
online IR services to customers. In addition, they are of value to Secura for protecting
the critical infrastructure, optimizing the internal IR procedure using both technological and behavioral aspects, and finally for underlining the importance of IR policies and
procedures. As indicated earlier, Secura is already actively using parts of this study to
support their Behavioral Department, such as in commercial texts and internal motivation research (1.4). Secura will use these findings to further investigate the practical
implementation of IR and the researched scientific models in the future. With the scientific ideas outlined in this thesis, the recommendations will be used to promote Secura
sub-products such as surveys, phishing tests and e-learning.

5.4

Limitations

As with any study, this study has some limitations. First, the results of the case study
show that individuals and/or organizations continue to fall victim to cyber crime (Aytes
et al., 2004; Line et al., 2014; Ng et al., 2009; Sheng et al., 2010). A structured cyber
security IR procedure ensures that appropriate measures are taken, minimizing the
effects and consequences of the incident (Cichonski et al., 2012). However, the results
show that a structured IR method does not guarantee complete cyber security for every
specific incident that occurs (Mitropoulos et al., 2006).
Second, scientific literature studies on the response to cyber security incidents and how
behavioral characteristics influence this procedure are limited. For example, the literature review into a structured IR procedure has shown that within the academic, industry
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(2.2.1), international (2.2.2) and cyber intelligence (2.2.3) IR standards the emphasis is
mainly on technical characteristics (2). With regard to the prevention and post incident
activity phase of the IR procedure, scientific research into the role of human behavior
in the response to cyber security incidents is still very fragmented. In addition, much
of the available IR literature dates from at least 10 years ago, requiring the researcher
of this thesis to focus on relatively older literary studies on this topic. For example,
the IR characteristics were identified by Cichonski et al. (2012) and Kral (2011) at the
time, while no recent iterations or revisions of these documents have been proposed
since then. By researching scientific behavioral models in the field of cyber security and
linking these to the IR research field, this thesis has taken a step in refining the IR
procedures based on the influencing behavioral characteristics.

5.5

Future Work

This study provides leads for additional scientific research from multiple perspectives.
First, scientific research on Computer Forensics (CF) is not part of this thesis. CF is
the investigation and determination of facts in criminal and civil courts using science
and technology (Houghton, 2000). In the event of a violation, submitting the completed
IR procedure is no longer sufficient as evidence. Successful conviction of the attackers
requires conclusive evidence, such as CF on the victim’s hard drive (Cichonski et al.,
2012). The purpose of any forensic investigation is to effectively bring the perpetrator to
trial, determine the root cause of the incident, and determine who is directly or indirectly
involved (Houghton, 2000). Secura can benefit from this by expanding its knowledge of
cyber security IR with the scientific field of computer and network forensics.
Second, additional research is needed into the integration of behavioral traits into existing IR procedures. These procedures are mainly technical in nature, with limited
scientific literature on general behavioral characteristics. By delving further into the
behavioral side of IR, the AMO framework (3) can be refined to provide Secura and
their consumers with a more personalized approach.
Third, a number of recommendations were made in this study to scientifically support
Secura in the implementation of IR. These recommendations can be further studied and
substantiated:
1. Recommendations on the job roles to include in IR and/or a Cyber Security Incident Response Team (CSIRT), as well as their pros and cons.
2. Elaborations of IR strategy templates and illustrations.
3. Additions and/or elaborations of effective methods for receiving and verifying manual incident reports.
4. Additions of effective approaches to increase incident respondents’ motivation for
incident reporting. Results from Chapter 3 can be used to gain more insight into
this form of motivation.
5. Explanation of how learning activities can be applied to non-technical personnel
as well as practical guidance.
6. Additions of incident detection and response tools, including their pros and cons.
7. Finally, additional research can lead to adjustments and expansions with regard
to the Roadmap implementation of IR procedures (Appendix B: Roadmap).
82

Chapter 5. Conclusions and Discussion

5.6

5.6. Reflection

Reflection

The development of this thesis was a challenging process with complex decision-making
moments. The scientific process provided rich experience for the performing student’s
research and writing skills, partly as a result of unforeseen issues and specific difficulties.
First, it took several months for the author of this thesis to construct the research
question (RQ), which has gradually been refined to the question formulated in this
thesis. The author has spoken several times with company supervisor Drs. F. Duvekot
and university supervisors, Prof. Dr. F.J. Zuiderveen Borgesius and Prof. Dr. J.J.C.
Daemen to discuss and realize a thorough and relevant research question. The author
of this thesis has adapted the research question several times based on feedback from
the supervisors about, among other things, the length of the questions, ambiguities and
a lack of concise description. Prof. Dr. J.J.C. Daemen argued that a powerful research
question should be direct, easy to understand and to the point. Thanks to this critical
question and extensive discussion between all parties, the researcher of this thesis has
reached consensus on the research question and the associated sub-questions.
Secondly, as stated, a limited amount of literature sources was available on technical and
especially behavioral characteristics of Incident Response (IR). Moreover, the scientific
documents were somewhat older and the researcher of this thesis had to make an explicit
effort to obtain the desired information as well as to place it in the recent context. In this
regard, the researcher interviewed a participant from the Security Operations Center
(SOC) of Maastricht University (UM), who contributed greatly to the IR procedure.
The disclosure constraints appealed to the dynamic skills of the researcher, leading to
profound learning experiences.
Third, it took four months longer to develop the thesis than planned (October 2020 June 2021). This extended duration was mainly related to repeated adjustments to the
research question and associated sub-questions. In addition, the supervising professors
critically pointed out a shortage of punctuality in the language use. Based on this
valuable input, the researcher of this thesis has made changes and additions to address
ambiguous vocabulary and to add substantive scientific material where necessary.
To improve the quality of writing, Prof. Dr. F.J. Zuiderveen Borgesius recommended
the researcher of the thesis to read the book ‘Write to the Point’ by Sam Leith (2017),
which was subsequently donated by Drs. F. Duvekot. This book made a meaningful
contribution to the professional choice of words and the scientific representation of the
content of the thesis. As a result, the writing process eventually took longer than
expected.
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Epilogue
”I conducted this study with great interest, dedication and pleasure. Drs.
F. Duvekot was a staunch supporter of the thesis and has repeatedly confirmed
that the study is in line with Secura’s expectations and goals. I am very proud
of the result and happy to be able to complete the challenging trajectory of my
thesis to complete my master’s degree. Implementing the results is the next
big step for Secura. Unfortunately, our paths will diverge as I have accepted
a role as a cyber security consultant at Fox-IT. I wish F. Duvekot and all of
Secura a very healthy and prosperous future. I hope we can meet again in
the near future.”
— Job B.P. Douma (MSc Thesis Author, 2021)

84

Bibliography
Abu-Nimeh, S., Nappa, D., Wang, X., & Nair, S. (2007). A comparison of machine learning techniques for phishing detection. Proceedings of the anti-phishing working
groups 2nd annual eCrime researchers’ summit, 60–69.
Ahmad, A., Hadgkiss, J., & Ruighaver, A. B. (2012). Incident response teams–Challenges
in supporting the organisational security function. Computers & Security, 31 (5),
643–652.
Ahmad, A., Maynard, S. B., & Shanks, G. (2015). A case analysis of information systems
and security incident responses. International Journal of Information Management, 35 (6), 717–723.
Ajzen, I. (1991). The theory of planned behavior. Organizational behavior and human
decision processes, 50 (2), 179–211.
Anderson, C. L., & Agarwal, R. (2010). Practicing safe computing: A multimethod
empirical examination of home computer user security behavioral intentions.
MIS quarterly, 613–643.
Awa, H. O., Ojiabo, O. U., & Emecheta, B. C. (2015). Integrating TAM, TPB and
TOE frameworks and expanding their characteristic constructs for e-commerce
adoption by SMEs. Journal of Science & Technology Policy Management.
Aytes, K., & Connolly, T. (2004). Computer security and risky computing practices: A
rational choice perspective. Journal of Organizational and End User Computing
(JOEUC), 16 (3), 22–40.
Bada, M., Sasse, A. M., & Nurse, J. R. (2019). Cyber security awareness campaigns:
Why do they fail to change behaviour? arXiv preprint arXiv:1901.02672.
Bandura, A. (1977). Self-efficacy: Toward a unifying theory of behavioral change. Psychological review, 84 (2), 191.
Benabou, R., & Tirole, J. (2003). Intrinsic and extrinsic motivation. The review of
economic studies, 70 (3), 489–520.
Bhatt, S., Manadhata, P. K., & Zomlot, L. (2014). The operational role of security
information and event management systems. IEEE security & Privacy, 12 (5),
35–41.
Binney, W., Hall, J., & Oppenheim, P. (2006). The nature and influence of motivation
within the MOA framework: implications for social marketing. International
Journal of Nonprofit and Voluntary Sector Marketing, 11 (4), 289–301.
Breiman, L. (2001). Random forests. Machine learning, 45 (1), 5–32.
Brewster, E., Griffiths, R., Lawes, A., & Sansbury, J. (2012). IT service management: a
guide for ITIL foundation exam candidates. BCS, The Chartered Institute for
IT.
Bulgurcu, B., Cavusoglu, H., & Benbasat, I. (2010). Information security policy compliance: An empirical study of rationality-based beliefs and information security
awareness. MIS quarterly, 523–548.

85

Bibliography

Bibliography

Buller, D. B., & Burgoon, J. K. (1996). Interpersonal deception theory. Communication
theory, 6 (3), 203–242.
Calder, A., & Watkins, S. (2012). It governance: An international guide to data security
and iso27001/iso27002. Kogan Page Publishers.
Campbell, T. (2003). An introduction to the Computer Security Incident Response Team
(CSIRT) set-up and operational considerations. Global information assurance
certification paper. giac. org.
Carlson, J. R., George, J. F., Burgoon, J. K., Adkins, M., & White, C. H. (2004). Deception in computer-mediated communication. Group decision and negotiation,
13 (1), 5–28.
Carter, K. (2019). Network: Identify Risks. Holistic Info-Sec for Web Developers.
Chen, H., Rong, W., Ma, X., Qu, Y., & Xiong, Z. (2017). An extended technology
acceptance model for mobile social gaming service popularity analysis. Mobile
Information Systems, 2017.
Chen, J., & Guo, C. (2006). Online detection and prevention of phishing attacks. 2006
First International Conference on Communications and Networking in China,
1–7.
Chen, T. M., & Abu-Nimeh, S. (2011). Lessons from stuxnet. Computer, 44 (4), 91–93.
Chuttur, M. Y. (2009). Overview of the technology acceptance model: Origins, developments and future directions. Working Papers on Information Systems, 9 (37),
9–37.
Ciampa, M. (2021). Comptia security+ guide to network security fundamentals. Cengage
Learning.
Cichonski, P., Millar, T., Grance, T., & Scarfone, K. (2012). Computer security incident
handling guide. NIST Special Publication, 800 (61), 1–147.
Clough, J. (2015). Principles of cybercrime. Cambridge University Press.
Cooke, D. L. (2003). Learning from incidents. 21st System Dynamics Conference, NYC,
New York, 1–30.
Cusick, J. J., & Ma, G. (2010). Creating an ITIL inspired Incident Management approach: Roots, response, and results. 2010 IEEE/IFIP Network Operations and
Management Symposium Workshops, 142–148.
Dantzig, D. (2020). Hackers waarden ruim 2 maanden rond in netwerk Universiteit
Maastricht. Retrieved April 1, 2021, from https : / / www . computerworld .
com / article / 3563014 / hackers - waarden - ruim - 2 - maanden - rond - in - netwerk universiteit-maastricht.html
D’Arcy, J., Hovav, A., & Galletta, D. (2009). User awareness of security countermeasures and its impact on information systems misuse: A deterrence approach.
Information systems research, 20 (1), 79–98.
Davis, F. D. (1985). A technology acceptance model for empirically testing new end-user
information systems: Theory and results (Doctoral dissertation). Massachusetts
Institute of Technology.
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Interview UM-SOC
The interview with Drs J.P.J.M. Silvertand took place on November 6, 2020. J. Silvertand was a Windows system expert in the UM-SOC systems division at the time of
the Maastricht University (UM) security incident. This interview was focused on which
factors influenced the Incident Response (IR) procedure before, during and after the
UM security incident on December 23, 2019. The questions focused on both technical
and behavioral issues to verify and test uncertainties in the study. The answers given
in this interview are treated as personal opinions and not as formal statements from
UM.

1. Question: From scientific reports following the Maastricht University (UM) incident
(Dijkstra et al., 2020; Ministerie van Onderwijs, 2020a), it was concluded that two successful phishing attacks enabled attackers to infiltrate personal desktops and ultimately
269 servers. Does UM or the faculty where you are working express/employ/work with
security awareness policies? E.g., prevent phishing attacks in the future? If so, which
measures did you take?

Answer: Previous to December 2019 employees and students had been made
aware of the risk of phishing-mails; UM has tried to help employees and students
to recognize phishing-mails through awareness-campaigns. Next to that, there
were other measures that had been taken, like for instance the SURFnet Mailfilter (which blocks messages or categorizes them as probable spam), an IPS, a
virus-scanner at the mail server, and an actively maintained set of message-flow
rules that filters out phishing-messages. Based on our practical experience, with
awareness you might prevent 95 to 99% of the phishing-related incidents. In a
small company that might be enough. In a large company as ours, that means
that for every 1000 phishing mails received, at least 10 are successful, while one
might be enough to cause a lot of harm. 100% awareness is an unreachable goal
unfortunately.

2. Question: According to a news article by Hofmans (2020), there was no trace of
data theft after the UM incident. Is this statement correct? How can we be sure of
that?
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Answer: This is correct. There has been done extensive research for data
exfiltration, both at the hardware-level, at the network-level, and later on in
external sources like the Darkweb. At the time the UM was hacked, it was
not as common to use extortion by threat of publishing sensitive data as it has
been since a couple of months. Measures organizations take are changing, so
the modus operandi of the intruders is changing. If an organization is capable of quicker recovery, the intruders have to find a new way of earning their
money.

3. Question: What was the exact role of you and your colleagues during the incident?

Answer: The people that are now full time SOC-employees were members of
different teams at the time of the attack. We were all security specialists, but
in different areas. I myself worked as a Windows systems expert in the systems
department, a SOC colleague of mine was a Linux specialist in that department
and my other colleague was team leader in the network department. However,
security was part of our job and from various expertise we have done our part
in tackling the situation.

4. Question: How did your and your colleagues’ response affect the UM incident?

Answer: The ransomware attack itself took place within an hour. The preparation took longer, of course. Given the short time frame of the action itself, we
could not stop the ransomware attack, but were able to prevent further damage
by taking some remedial measures that allowed us to take possession of some
critical systems in our environment. Like Active Directory and ADFS, and keep
intruders out of the network so that they were out of control.

5. Question: Have you and your colleagues responded sufficiently in handling the
incident?

Answer: Yes, the response has been sufficient in dealing with the incident. Of
course, it was an enormous challenge, but at the time we never had the idea
that there was nothing that we could do or that we had no control whatever
over the situation.

6. Question: What would be an effective way to get people to participate in the UM
incident?

Answer: If the situation is serious enough, people are willing to cooperate, no
pressure is needed. If the circumstances are right (e.g., a place where people
come together to tackle the problem, good communication, good coordinators)
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than cooperation will come on its own. Previous existing differences of opinions
will be put aside until the situation has been taken care of. Cooperating in
a situation like this comes naturally to people. One important aspect is open
communication. Open communication is a way of showing that you take people
(and their possible input) serious and they are more likely to think about ways
they can contribute in solving the situation.

7. Question: If you could provide lessons about mistakes made before, during and after
the incident, what would they be?

Answer: A large company needs a Security Operations Center (SOC). Security
can’t just be part of someone’s job. Next to that some technical advice: Make
sure there is as much segmentation as possible (both at the network layer and at
the host level (permissions), use network and host-based firewalling, make sure
your backup environment is well segmented relative to the one being backed
up. During the incident: make sure people have a place where they can work
together. During the attack, everyone from UM working on the case worked
in the same building. There were conferences in separate rooms at times, but
everyone you could possibly need was close by. After the incident: one advice
is that you cannot monitor enough. If you have the funding, make sure there is
a central logging collector, that’s an IPS and IDS, network sensors, and make
sure you have endpoint protection / endpoint monitoring. To recognize what’s
going on, you need to be able to look as broadly as possible.
One last thing to mention is to operate strictly on a Plan Do Check Act cycle
(a reference can be found here: Calder et al., 2012). It is not enough to have
good rules and regulations, people have to work by those rules and following
the rules has to be monitored (and acted upon if necessary).
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Roadmap: Implementation of
the IR Procedure
”A goal without a plan is just a wish.”
— Antoine de Saint-Exupéry (de Saint-Exupéry, 2018)
Drs. F. Duvekot informed the researcher of this thesis that the next step in the process
of this study is to link the results and recommendations to Secura’s business solution
for security awareness, training and behavior. Specifically, the individual components
of this solution will be linked and refined with the fundamentals of Incident Response
(IR) as investigated in the thesis.
This roadmap serves as a guideline for the implementation of the technical and behavioral recommendations of the thesis per phase in the company-specific IR procedure.
The technical recommendations related to the IR procedure are divided into the phases:
preparation (2.5), containment (2.6), eradication and recovery (2.7) and post-incident
activity (2.8). These phases are studied in Chapter 2 and visualized in Figure B.1. The
recommendations regarding the behavioral characteristics that influence IR procedures
are taken from Chapter 3 and detailed in 4 areas: learning, incentives, design (3.4.5),
and CSIRTs (3.5.2). The sources from which these recommendations are derived can be
found in Chapter 2, 3 and 4.
NIST Special Publication 800-61
Incident Handling Process
1. Preparation
2. Detection and
Analysis
3. Containment,
Eradication and
Recovery
4. Post-Incident
Activity

Figure B.1: NIST Special Publication 800-61 Incident Handling Process, obtained from
Cichonski et al. (2012)
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B.1

B.1. IR: A Structured Procedure

IR: A Structured Procedure
Detection and Analysis

Preparation (Prevention)

1. Detect and identify infected
resources and damage based
on attack vectors.
(a) Email.
(b) Web.
(c) Impersonation.
(d) External and/or removable media.
(e) Brute force.
(f) Improper use.
(g) Other.
2. Detect correlating information
indicating malicious activity.
(a) Signature-based malware
detection.
(b) Behavior-based malware
detection.
i. Anomaly-based malware detection.
ii. Specification-based
malware detection.
3. Implement phishing detection
capabilities.
(a) Blacklists.
(b) Heuristics.
(c) Visual similarity.
(d) Data mining.
i. Logistic Regression.
ii. Classification
and
Regression Trees.
iii. Random Forests.
iv. Neural Network.
Random Forests classification turns out to be the
most accurate.
4. Identify the amount of security work required by the incident.
5. Analyze and communicate the
incident with parties and organizations involved in incident
response.
6. Profile networks and systems.
7. Perform event correlation.
8. Keep all clocks in sync.
9. Run packet analyzers.
10. Filter Data.
11. Work together.

1. Update software.
2. Guarantee access control,
backup
procedures
and
reinstallation tools.
3. Encrypt software and data.
4. Conduct risk assessments.
5. Provide an operating system
and a boot disk archive.
6. Implement system and network isolation.
7. Implement incident protection
and detection capabilities.
(a) Host level.
(b) Application level.
(c) Client level.
8. Implement network and host
security.
9. Conduct system audits.
10. Inform and train users on how
to respond to cyber security
incidents (e.g., through online or external training programs). Make sure that both
technical and behavioral characteristics are included.
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B.1. IR: A Structured Procedure

Containment

Eradication and Recovery

1. Identify the attacking host.
2. Disable services and functions.
3. Disconnect and/or block infected systems from the network.
4. Disconnect network from the
internet.
5. Mitigate vulnerabilities exploited by malicious code.
6. Quarantine affected systems
or files.
7. Shut down the system or perform a system reinstallation
only as a last resort to get the
infection under control.

1. Change passwords.
2. Isolate, quarantine, delete and
replace infected files.
3. Verify and mitigate vulnerabilities for other hosts in the
organization
4. Rebuild, restore and/or reinstall systems and services.
5. Patch the system to ensure cyber security.
6. Verify that affected systems
are functioning normally.
7. Review of protective and detective methods.
8. Implement monitoring tools to
detect future cyber security
incidents.
9. Conduct security audits.

Post-Incident Activity
1. Conduct a root cause investigation.
2. Hold meetings to assess damage, develop lessons learned and future perspectives.
3. Hold meetings to reflect on lessons learned.
4. Process collected data.
5. Retain evidence for the prosecution of offenders, on a time and cost basis.
6. Prepare a report that informs third parties.
7. Inform the public of the findings and conclusions.
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B.2

B.2. IR: Behavioral Characteristics

IR: Behavioral Characteristics

Learning

Incentives
1. Clarify the objectives of the
incident response and justify
their importance.
2. Clear and sufficient communication will motivate individuals.
3. Reinforce adequate cyber behavior of employees in a positive way through rewards.
4. Update and/or delete redundant information from computer systems to maintain an
overview.

1. Focus on continuous learning
and sharing information about
lessons learned with individuals and departments in the organization.
2. Document, review, present
and integrate these lessons
learned into the incident response process for future improvement.
3. Teach and train users about
visual deception techniques
and how to properly respond
to these types of attacks (e.g.,
through online or third-party
training programs, surveys, elearning).
4. Set challenging and specific goals, such as learning
through social phishing attacks or incident response
training.
Design

CSIRT
1. Provide adequate personnel to
staff the team on a permanent
basis. Provide professionalism in technical and behavioral characteristics. A CSIRT
applies to both the technical
and the behavioral side of incident response procedures.
2. Provide adequate resources
(e.g., time and money) to
maintain, develop, and improve IT and security capabilities and to mitigate problems,
such as legal issues related to
incident response.
3. Temporarily change roles to
gain expertise in different areas of incident response.
4. Provide opportunities for external activities (e.g., safety
education and training and/or
conducting research).

1. Document, review and discuss
the behavioral characteristics
that influenced the cyber incident.
2. Improve and/or create new
incident response procedures,
models and resources which
explicitly include behavioral
characteristics.
3. It is not feasible to address
all aspects of incident response
as cyber crime comes in many
types and operating conditions differ.
4. Consider the AMO framework
as the basis for analyzing cyber security behavior in relation to IR.
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B.3. Recommendations

CSIRTs can perform an essential function with regard to IR procedures, not only in
the technical field, but especially in the field of behavior, as described in the AMO
framework (3).

B.3

Recommendations

Recommendations
1. Change the common view that incident response is basically reactive. Incident response procedures should primarily be regarded as proactive, aimed
at preventing and/or limiting security incidents. A changed view can contribute to a shift in focus within the incident response procedure.
2. Compile incident response procedures that include behavioral characteristics as standard, in addition to the technical characteristics. Consult the
so-called Roadmap for the implementation of incident response procedures
(Appendix B: Roadmap).
3. Within organizations that are vulnerable to IT, arrange a CSIRT to fulfill
a monitoring function, with the primary focus on the prevention phase.
This company-specific CSIRT can structurally manage and support the
proactive actions of the employees and safeguard the targeted approach to
security incidents.
4. Ensure that the members of a CSIRT have explicitly specialized knowledge
of behavioral characteristics that influence security incidents, in addition
to extensive knowledge of the technical context.
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